
Chin. Phys. B Vol. 21, No. 4 (2012) 040504

Cryptanalysis of an ergodic chaotic

encryption algorithm∗

Wang Xing-Yuan(王兴元)†, Xie Yi-Xin(谢旖欣), and Qin Xue(秦 学)

Faculty of Electronic Information and Electrical Engineering, Dalian University of Technology, Dalian 116024, China

(Received 16 September 2011; revised manuscript received 10 October 2011)

In this paper, we present the results for the security and the possible attacks on a new symmetric key encryption

algorithm based on the ergodicity property of a logistic map. After analysis, we use mathematical induction to prove

that the algorithm can be attacked by a chosen plaintext attack successfully and give an example to show how to

attack it. According to the cryptanalysis of the original algorithm, we improve the original algorithm, and make a brief

cryptanalysis. Compared with the original algorithm, the improved algorithm is able to resist a chosen plaintext attack

and retain a considerable number of advantages of the original algorithm such as encryption speed, sensitive dependence

on the key, strong anti-attack capability, and so on.
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1. Introduction

A chaotic system has many excellent features that

are widely applied to various fields,[1−5] and these in-

clude its application in cryptography.[6−8] Baptista[9]

proposed a new encryption system based on the er-

godicity property of a chaotic system in 1998. As

Baptista used the number of iterations as a cipher

text, his encryption algorithm is helpful for avoiding

a statistical attack and a differential attack, and this

is also conductive to modern digital network trans-

mission, but it also restricts the encryption speed.

Later, analyses[10,11] on this cryptographic algorithm

and improvement[12−19] of the program were pub-

lished one after another. Álvarez et al.[20] made full-

scale cryptanalysis about Baptista’s algorithm and at-

tacked it successfully by using many methods. On

these bases, Wang[21] proposed a new fast chaotic en-

cryption algorithm. After analysing the performance

of this new algorithm, she claimed that this new al-

gorithm can resist chosen plaintext attack. But in

fact the chosen-plaintext attack can successfully break

the algorithm. In this paper we first briefly introduce

Wang’s algorithm,[21] and then make a cryptanalysis

and improvement of this algorithm.

2. Description of the original al-

gorithm

(i) Divide the plaintext: set a byte as a block,

such that each block corresponds to an ASCII code

value (0 ∼ 255).

(ii) Divide the chaotic attractor: from the attrac-

tor, select a fixed length of subinterval, which is named

interval I in this paper. The random numbers come

from this interval I only. We divide the interval into

256 sub-intervals with the same length. Each sub-

interval corresponds to an integer from 0 to 255. Then

there is a map between the ASCII values and the out-

puts of the chaotic random numbers. In this paper,

as an example, we take the logistic map as a chaotic

map.

(iii) Encryption process: the parameter b and the

initial point x0 of the chaotic map are treated as secret

keys. The smaller integer k is treated as the initial

increment and the bigger integer s is treated as the

initial iterative time, which are generated by b and x0

according to some rules. For instance, s and k can be

obtained as s = int(b/x0 × 50), k = int(b/x0), where

int(·) means getting the integer number.

Starting the chaotic iteration: first, iterate the

chaotic map s times initially. After variable x is iter-
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ated s times, if x does not fall in the attractor interval

I, then we continue to iterate some k-times until x falls

in the interval. The x must belong to a sub-interval

of which the corresponding integer is w1. Then w1

plus the first letter’s ASCII p1 is m1 = w1 + p1. If

m1 < 256, m1 is treated as the cipher text c1 of the

first letter and put out; otherwise c1 = m1 − 256.

Next, use s = 256 − ci−1, (i = 2, 3, . . .) as the

initial iterative time of the i-th plaintext letter, and

then compute x; if the x does not fall in the attractor

interval I, then we continue to iterate some k-times

until x falls in the interval, where k = 256−pi−1. The

sub-interval that x falls in corresponds to an integer

wi. wi plus the i-th letter’s ASCII pi is mi = wi + pi.

If mi < 256, mi is treated as the cipher text ci of the

i-th letter and put out; otherwise ci = mi − 256.

The flow chart of the original encryption algo-

rithm is shown in Fig. 1 and an example of dividing

the chaotic attractor is shown in Fig. 2, where si and

ki are expressed as

si = f(b, xi−1, ci−1) =

 ⌊b/xi−1 × 50⌋ , i = 1,

256− ci−1, i ≥ 2,
(1)

ki = g(b, xi−1, pi−1) =

 ⌊b/xi−1⌋ , i = 1,

256− pi−1, i ≥ 2.
(2)

(iv) Decryption process: this process is similar

to the encryption process. Through comparing cipher

ci with wi, if ci ≥ wi, the plaintext ASCII value is

pi = ci −wi; otherwise, pi = ci +256−wi. Therefore,

the plaintext is recovered, and at the same time, the

next s and k are computed.
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Fig. 1. Flow chart of the original encryption algorithm.
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Fig. 2. Each sub-interval corresponds to an integer.

3. Chosen plaintext attack

3.1.Cryptanalysis

Pay attention to the fact that the values of w1

in the encryption and the decryption are the same

as those in the above algorithm, and the w1 is re-

lated only to x0 and b but has nothing to do with the

plaintext, so w1 can be obtained by chosen-plaintext

attack. Furthermore, p1 can be decrypted with the

support of w1, so that the first plaintext is disclosed.

When i > 1, wi is related to the location of x

which is obtained from the previous iteration, and also

to the present iteration numbers of si and ki. It seems

that we cannot continue to decrypt because of lack of

the location of x which is obtained from the previous

iteration, but actually this problem can be solved in

the chosen plaintext attack. There is no harm in us-

ing mathematical induction to prove the effectiveness

of the chosen plaintext attack.

i) As mentioned above, we can obtain the first one

plaintext p1 from cipher text c1.

ii) Assume that we can break the former (i−1)-th
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cipher text ci−1 and then obtain the former (i− 1)-th

plaintext pi−1.

iii) Choose the plaintext p′1, p
′
2, . . . , p

′
i−1, p

′
i, where

p′j = pj , (j ≤ i − 1). We can temporarily use en-

cryption equipment to obtain the corresponding ci-

pher text c′1, c
′
2, . . . , c

′
i−1, c

′
i of the chosen plaintext in

chosen plaintext attack. Suppose that x has been iter-

ated to x′′ when the i-th chosen plaintext is encrypted,

and suppose x has been iterated to x′ when the i-th

original plaintext is encrypted. The former i− 1 cho-

sen plaintext p′ and original plaintext p are the same,

so the x′ and x′′ are the same.

When i > 1, the iterations s′i and k′i which can

influence the value of the w′
i are related only to c′i−1

and p′i−1. Furthermore, p′i−1 and pi−1 are chosen to

be equal (then c′i−1 and ci−1 are equal). Thus the w′
i

which is generated from chosen plaintext attack and

the wi which is generated from normal encryption are

equal.

By comparing c′i and p′i we can obtain w′
i, and

then have wi, so that we can obtain plaintext pi.

In summary, the chosen plaintext attack is effec-

tive.

3.2. Example

Set up plaintext for the “abc”. When x0 = 0.52,

b = 3.78, and I = [0.4872, 0.5128], the corresponding

cipher text is “92 132 1”.

Now we do not use keys but a chosen plaintext

attack to restore the plaintext.

(I) Choose plaintext “d” with ASCII 100 (actually

this choice could be arbitrary, and only requires that

it has been known). Encrypt it with the encryption

equipment as cipher text “95”. That a positive integer

w′
1 fails to be found makes 100+w′

1 = 95, so it can be

concluded that 100 + w′
1 − 256 = 95, then w′

1 = 251,

namely w1 = 251. Thus p1 = 92 + 256 − 251 = 97,

namely, the first plaintext we restored is the “a”.

(II) Choose plaintext “ad” with ASCII 97 and

100. Encrypt it with the encryption equipment as ci-

pher text “92, 134”. We can find w′
2 = 34 to make

100 + w′
2 = 134, so it can be concluded that w′

2 = 34,

namely w2 = 34. Thus p2 = 132 − 34 = 98, namely

the second plaintext we want to restore is the “b”.

(III) Choose plaintext “abd” with ASCII 97, 98,

and 100. Encrypt it with the encryption equipment

as cipher text “92, 132, 2”. That a positive integer

w′ fails to be found makes 100 + w′
3 = 2, so it can be

concluded that 100 + w′
3 − 256 = 2, then w′

3 = 158,

namely w3 = 158. Thus p3 = 1 + 256 − 158 = 99,

namely, the third plaintext that we want to restore is

the “c”.

4. Improvement

Although this algorithm is vulnerable to the cho-

sen plaintext attack, it extends the advantages of Bap-

tista’s algorithm at the same time, and its speed is

much faster. These advantages in the literature[21]

have been discussed, so we will not mention them here,

but instead make additional improvements.

4.1.Analysis

There are three main reasons why the chosen

plaintext attack can be efficient.

I) There is a fatal security problem in the algo-

rithm design, that is, w can be deduced by the known

c and p. Since the operations among c, p, and w are

simple add operations, w can be deduced by the value

comparisons and plus-minus operations if cipher text

c and plaintext p have been known.

II) The w1 is concerned only with the key and

not the plaintext, which makes it possible that w1 can

be deduced by an arbitrary chosen plaintext. This is

because that arbitrary chosen plaintext and original

plaintext can obtain the same w1.

III) Since wi (i > 1) is affected only by the pre-

vious i − 1 cipher text but not by pi and the subse-

quent plaintext, so the follow-up wi can be deduced

by w1. The chain of causation can be expressed as

w1
c1−→ p1

c2−→ p2 → w3 → · · · → wi.

Therefore, there are also three corresponding im-

provement directions:

(A) improve the operations among c, p, and w,

which makes it difficult or impossible to deduce w by

known c and p;

(B) set w1 to be affected by plaintext;

(C) set wi (i > 1) to be affected by pi or the

subsequent plaintext.

4.2.Measures

A) Modify the operations among c, p, and w: Sup-

pose that it costs si + ki × v iterations from previous

w to current w. First take p rotate left v-bit to obtain

temporary variable t, then do XOR operation between

t and w to have cipher text c.

From the features of the chaotic map we can see

that v and w are random. So even using the chosen
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plaintext attack and knowing c and p, one cannot ac-

curately derive v and w. If one wants to enumerate

the chosen-plaintext attack, only the derivation of w

would cost at least 8 enumerations (there are 8 pos-

sible situations when p is rotated left). It will cost

at least 8n enumerations to decrypt a plaintext whose

length is n, not including the cost of choosing plain-

text and encrypting plaintext so many times.

B) Use multiple rounds of encryption. Improved

by the above step the algorithm may still be attacked

by the combination of the chosen plaintext attack and

enumeration attack. But after doing more than two

rounds of encryptions, we cannot find any direct arith-

metical relationship between c and p, so that the cho-

sen plaintext attack becomes invalid. Here, we take

two rounds for example.

C) The above two improvements are for the fact

that the improving of security is unavoidably at the

expense of speed. But we can strive to reduce this

expense. In order to reduce the expense of speed, we

will replace the expressions of s and k as

si = f(b, xi−1, ci−1) =

 ⌊b/xi−1 × 50⌋, i = 1,

ci−1%256, i ≥ 2,
(3)

ki = g(b, xi−1, pi−1) =

 ⌊b/xi−1⌋, i = 1,

pi−1%256 + 1, i ≥ 2.
(4)

Experiments show that with using only the first

two improvements, it takes 12.78 s to encrypt a 44.1 k

text file, but with additionally combining the third

improvement, it will take only 6.9 s to encrypt the

same text file.

4.3. Flow chart after improvement
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Fig. 3. Flow chart of the improved algorithm. Annotation: the M in this graph is a pre-set number of encryption

rounds. p is the plaintext. c is the cipher text. Subscript i indicates the i-th plaintext that is being encrypted.

Superscript j indicates the present j-th round of encryption. Except the first iteration to take the key x0 as a starting

point, each subsequent iteration takes the end of the last iteration as the beginning of the present iteration.

4.4. Example of the improved algorithm

In order to demonstrate our improved algo-

rithm, we suppose that the plaintext is “abc”, x0 =

0.43203125, b = 3.78, the attractor interval I =

[0.4872, 0.5218], then the cryptograph of “abc” is “111

114 1”.

The process is as follow: s1 = int(b/x0×50) = 437

and k1 = int(b/x0) = 8. After chaotically iterat-

ing 437 times, x is 0.2917 that is not in the inter-

val I = [0.4872, 0.5218]. So we continue to iterate

217 × k1 times and obtain x = 0.51158 that is in the

selected attractor interval. The corresponding integer

w1
1 of the sub-interval that x belongs to is 243. The

ASCII p1 of “a” is 97. Then we can obtain v11 = 217,

t11 = leftshift(p1, v
1
1) = 194, and c11 = t11 ⊕ w1

1 = 49,

where leftshift(p1, v
1
1) means letting p rotate left v11-

bit. The next is the second loop of encryption. After

chaotically iterating 437 times, x is 0.291479 that is

not in the interval. So we continue to iterate 76× k1
times and obtain x = 0.499619 that is in the selected

attractor interval. The corresponding integer w2
1 of
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the sub-interval that x belongs to is 124. Then we

can obtain v21 = 76, t21 = leftshift(c11, v
2
1) = 19, and

c1 = t21 ⊕ w2
1 = 111.

Then we compute s once again, and obtain s2 =

c1%256 = 111, k2 = p1%256 + 1 = 98. After chaoti-

cally iterating 111 times, x is 0.920194, which is not

in the attractor interval. So we continue to iterate

26×k2 times and obtain x = 0.503268, which is in the

selected attractor interval. The corresponding integer

w1
2 of the sub-interval that x belongs to is 160. The

ASCII p2 of “b” is 98. Then we can obtain v12 = 26,

t12 = leftshift(p2, v
1
2) = 137, and c12 = t12 ⊕ w1

2 = 41.

The next is the second loop of encryption. After

chaotically iterating 111 times, x is 0.221058, which

is not in the interval. So we continue to iterate 2× k2

times and obtain x = 0.508651, which is in the se-

lected attractor interval. The corresponding integer

w2
2 of the sub-interval that x belongs to is 214. Then

we have v22 = 2, t22 = leftshift(c12, v
2
2) = 164, and

c2 = t22 ⊕ w2
2 = 114.

According to the same principle, the cipher text

c3 of “c” is obtained to be 1. Therefore the crypto-

graph of “abc” is “111 114 1”.

5. Cryptanalysis after improve-

ment

1) Encryption speed: as a result of more com-

plex computing and two rounds of encryption, the im-

proved algorithm is a little slower than the original

one, but it still has many advantages over Baptista’s

algorithm. The author encrypted 44.1 k text file with

b = 3.78, x = 0.43203125 and the selected attrac-

tor interval I = [0.4872, 0.5218] in the following ex-

perimental environment: CPU: AMD Athlon(tm) 64

Processor 3000+; Memory: 768M; Operating System:

Windows XP; Programming Language: VC++. The

speeds of the original algorithm and the improved one

are shown in Table 1.

In fact there is close relationship between the

speed of encryption and the selection of attraction

subinterval, Table 2 shows the speeds of encryption

when the selected subinterval is I = [0.4, 0.6]:

Table 1. Encryption times of the three algorithms when I = [0.4872, 0.5218].

Original algorithm Implement the improvement of i and ii Implement the improvement of i, ii, and iii

Encryption time/s 6.704 12.75 6.9

Table 2. Encryption time of the three algorithms when I = [0.4, 0.6].

Original algorithm Implement the improvement of i and ii Implement the improvement of i, ii, and iii

Encryption time/s 0.734 1.375 0.875

2) Key space: the key of the improved algorithm

is the initial value x0 and control parameter b. They

can be any values which let the system be a chaotic

system within the accuracy of the computer.

3) Sensitivity: when the secret keys undergo a mi-

nor change, the cipher text changes dramatically. Fig-

ure 4(a) shows the cipher text of encrypting alphabeti-

cal 26 lowercase letters with b changing 0.00001, where

the horizontal axis coordinates mark 26 plaintext char-

acters and the vertical coordinates mark cipher text.

Figure 4(b) shows the cipher text of encrypting alpha-

betical 26 lowercase letters with x changing 0.00001.

In Fig. 4, the dashed and the solid lines, respectively,

denote the cipher text before and after the secret key

is changed. It can be seen from Fig. 4 that the cipher

text changes evidently when the key changes slightly.

It means that the improved algorithm retains the high

sensitivity of the original algorithm to the parameters

change.

4) Chosen plaintext attack: as discussed in Sub-

section 4.2, the v and w are random and have the

features of a chaotic map. So even using the cho-

sen plaintext attack and knowing c and p, one cannot

accurately derive v and w. If one wants to enumer-

ate them by using a chosen-plaintext attack, only the

derivation of w would cost at least 8 enumerations

(there are 8 possible situations when p is rotated left).

It will cost at least 8n enumerations to decrypt a plain-

text whose length is n, which does not include the

cost of choosing plaintext and encrypting plaintext so

many times.

5) Statistical characteristic: the ASCII value dis-

tribution of the first 3000 plaintext letters in a sec-

tion of an English article and the corresponding cipher

texts are shown in Figs. 5(a) and 5(b) respectively.

From Fig. 5, we can know that the ASCII value be-

fore encryption is mainly between more than 90 and

more than 120, but cipher text ASCII value is dis-

tributed uniformly after encryption, which makes the

attack difficulty high greatly.
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Fig. 4. (colour online) Results of sensitivity analysis of the secret key with b (a) and x (b) changing 0.00001.
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Fig. 5. (colour online) Distributions of plaintext ASCII values (a) and the cipher ASCII values (b) distribution

of the same plaintext.

6. Conclusion

In this paper, we analysed a new faster chaotic

encryption algorithm, which was proposed by Wang

Xiao-Juan et al.,[21] and successfully break their algo-

rithm by using the chosen plaintext attack. On the

basis of the cryptanalysis we improve their algorithm

and perform a brief cryptanalysis of the improved al-

gorithm. Compared with the original algorithm, the

improved algorithm is able to resist the chosen plain-

text attack, and retain a considerable number of ad-

vantages of the original algorithm, such as encryption

rapidness, high sensitivity to the secret key, resistance

to many attacks, and so on. Currently, chaos cryptog-

raphy is developing rapidly. The improved algorithm

proposed in this paper can be said to be faster and

safer only in the present situation. With the further

development of chaotic cryptography, the improved al-

gorithm proposed in this paper also needs to be further

studied and improved.
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