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We investigate the fair quantum blind signature scheme proposed by Wang and Wen [Wang T Y and Wen Q Y

2010 Chin. Phys. B 19 060307], which uses the fundamental properties of quantum mechanics and the availability of a

trusted arbitrator. However, in this paper, we find that the protocol cannot satisfy the property of non-forgeability even

under the condition that the trusted arbitrator is totally credible. Moreover, a simple feasible suggestion for improving

the protocol is proposed.
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1. Introduction

Digital signature, which plays an import role in
modern cryptography, is a mathematical scheme em-
ployed to guarantee the authenticity, integrity and
non-disavowal of digital messages or documents. Most
classical digital signature schemes, whose security de-
pends on some unproven difficult mathematical prob-
lems, such as the prime-factorization problem[1] and
discrete logarithm problem,[2] would be broken by
Shor’s algorithm[3] once quantum computers are avail-
able in the future. However, in the quantum field,
digital signature combining quantum theory with in-
formation theory, which is called quantum signature,
uses the laws of physics to provide unconditionally se-
cure authenticity of the data, in contrast to classical
methods based on complexity theoretic assumptions.

Up to now, there exist lots of quantum signature
schemes.[4−13] However, these common quantum sig-
natures cannot satisfy the special needs in some spe-
cific applications, e.g., in E-voting and E-cash sys-
tems, the required signature scheme should protect
the anonymity of message owners. Based on such
a demand, some researchers tried to realize blind
signatures[14] with quantum cryptography. Fortu-
nately, they have successfully found several quantum
blind signature schemes[15−18] in recent years. Wen

et al.[15] proposed the first quantum weak blind signa-
ture scheme using the correlation of EPR pairs and a
quantum one-time pad in 2008. Two years later, a new
quantum blind signature based on a two-state vector
formalism which has high efficiency and is easier to im-
plement was designed by Su et al.[16] Afterwards, Xu
et al.[17] proposed a quantum group blind signature
scheme designed for a distributed E-voting system
without using entanglements. In addition, In Ref. [18],
Wang and Wen presented a fair quantum blind signa-
ture scheme whose signing key can be reused without
restrictions. However, in fact, a long-term signing key
cannot guarantee the security of a fair quantum blind
signature scheme.

Fair blind signature schemes[19−21] consist of two
protocols, a signing protocol involving the signer and
a message owner, and a link-recovery protocol involv-
ing the signer and the trusted entity. By executing
the signing protocol, the message owner could ob-
tain a valid signature of a message in a way that the
signer learns neither the message nor the resulting sig-
nature. By running the link-recovery protocol, the
signer can trace the message owner with the help of the
trusted entity. In Ref. [18], Wang and Wen presented
a fair quantum blind signature scheme that requires
the availability of a trusted entity in signature initial-
ization and verification phases. However, we will show
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that the protocol cannot satisfy the property of non-
forgeability even under the condition that the trusted
entity is totally credible.

Now, let us start with a brief description of the
fair quantum blind signature scheme.[18] For conve-
nience, we use the same notations as in Ref. [18]. The
protocol involves a signer Alice, a trusted entity Char-
lie, and several senders Ui, i = 1, 2, . . . , N . The
concrete steps are described as follows:

In the initializing phase, Alice, Charlie, and each
Ui distribute two secret keys KAC (Alice-Charlie) with
length k and Ki (Ui-Charlie) with length ki. The
phase is performed only once, and should be com-
pleted in advance.

The signing phase can perform the task of signing
blind messages. The sender Ui prepares a message M ,
blinds it to Ri based on the formula Ri = H(M ||ri),
where ri is a random number chosen from {0, 1}ki and
H(·) is a collision-free hash function, and then sends
the fingerprint Ri to Alice. When the signer Alice
receives Ri from the sender Ui, she generates the sig-
nature |S〉 = ⊗k

j=1|Sj〉 based on the following rules:
1) If Kj

AC = 0, Rj
i is encoded in a rectilinear ba-

sis {|0〉, |1〉 }, i.e., |Sj〉 is |0〉 (|1〉) when Rj
i = 0 (1),

where Kj
AC denotes the j-th bit of the key KAC and

Rj
i denotes the j-th bit of the blind message Ri.

2) If Kj
AC = 1, Rj

i is encoded in the diagonal basis
{|+〉, |−〉 }, i.e., |Sj〉 is |+〉 (|−〉) when Rj

i = 0 (1).
Then she sends the signature |S〉 to Ui and stores
the fingerprint Ri in her database. When the sender
Ui receives the signature |S〉, he generates the qubits
|R〉 = ⊗ki

j=1|Rj〉 by encoding the string ri with the key

Ki using the same method as Alice described above.
The resulting blind signature of the message M is (|S〉,
|R〉).

The verifying algorithm requires the trusted en-
tity Charlie to verify the validity of the blind sig-
nature. After receiving the message–signature pair
(M, |S〉, |R〉) and the Ui’s identity IDi, Charlie per-
forms single-particle measurements on the qubits
⊗k

j=1|Sj〉 with respect to the key KAC shared with
Alice based on the following rules:

1) If Kj
AC = 0, Charlie measures the qubit |Sj〉

with the rectilinear basis {|0〉, |1〉 }.
2) If Kj

AC = 1, Charlie measures the qubit |Sj〉
with the diagonal basis {|+〉, |−〉 }.
Similarly, he measures the qubits ⊗ki

j=1|Rj〉 with re-
spect to the key Ki shared with Ui. After gaining
the measurement results R′

i and r′i, Charlie verifies
whether R′

i is equal to H(M ||r′i). If it is not, the
signature is not valid; otherwise, Charlie accepts the
signature and stores R′

i,M and IDi.
The link-recovery phase allows the signer Alice to

trace the message–signature pair (M, |S〉, |R〉) and the
sender’s identity IDi according to the fingerprint R′

i

stored in the verifying phase.
A major loophole of the quantum blind signa-

ture scheme[18] is that the scheme cannot satisfy the
property of non-forgeability, an adversary Eve (for ex-
ample, a malicious sender) who obtains enough blind
message and partial signature pairs can successfully
deduce the signing key KAC with a probability expo-
nentially close to one. We describe our attack scheme
in detail in Table 1.

Table 1. Our attack scheme.

Input: n pairs. Each pair, denoted by (R′
t, |St〉) (1 ≤ t ≤ n), represents the blind message and the corresponding partial

signature.

Output: K′
AC.

For each j, 1 ≤ j ≤ k, execute the following steps.

Step 1: For each t, 1 ≤ t ≤ n, Eve initializes the variables Cjφ
tb to 0, where φ ∈ {0, 1, +,−} and b ∈ {0, 1}.

Step 2: For each t, 1 ≤ t ≤ n, Eve randomly chooses a measurement basis denoted as T j
t between the rectilinear basis

{|0〉, |1〉} and the diagonal basis {|+〉, |−〉}.

Step 3: For each t, 1 ≤ t ≤ n, Eve uses the basis T j
t to measure the qubit |Sj

t 〉 and obtain the measurement result |Sj
tm〉,

where |Sj
t 〉 denotes the j-th qubit of the signature |St〉. If |Sj

tm〉 = |ψ〉 and R′j
t = br, where R′j

t denotes the j-th bit

of the blind message R′
t, then Eve resets the value of Cjψ

tbr
to 1.

Step 4: For each φ ∈ {0, 1, +,−} and each b ∈ {0, 1}, Eve computes Cjφ
b =

n
P

t=1
Cjφ

tb .

Step 5: Eve infers the signing key K′
AC from Cjφ

b based on the following rules:

1○ If Cj1
0 > 0 or Cj0

1 > 0, she assigns K′j
AC to 1, where K′j

AC denotes the j-th bit of K′
AC.

2○ If Cj−
0 > 0 or Cj+

1 > 0, she assigns K′j
AC to 0.

3○ If Cj1
0 , Cj0

1 , Cj−
0 , Cj+

1 = 0, she randomly assigns K′j
AC to 0 or 1.
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According to the description of our attack scheme
mentioned in Table 1, it is not difficult to conclude
the conditional probability P (|Sj

tm〉 = |φ〉 | Kj
AC =

bj
AC, R′j

t = bj
t ), where |φ〉 ∈ {|0〉, |1〉, |+〉, |−〉}, and

bj
AC, bj

t ∈ {0, 1}. The probability distributions of |Sj
tm〉

obtained under the condition that kj
AC and R′j

t take
all values in the set {0, 1} are described in Table 2.

Table 2. Probability distribution of |Sj
tm〉.

Kj
AC R′j

t |Sj
t 〉 P (|Sj

tm〉 = |φ〉) when |φ〉 is

|0〉 |1〉 |+〉 |−〉

0 |0〉 1/2 0 1/4 1/4
0

1 |1〉 0 1/2 1/4 1/4

0 |+〉 1/4 1/4 1/2 0
1

1 |−〉 1/4 1/4 0 1/2

Lemma 1 If R′j
t = 0, then P (Kj

AC = 0 | |Sj
tm〉 =

|−〉) = 1 and P (Kj
AC = 1 | |Sj

tm〉 = |1〉) = 1.
Proof From Table 2, we know that P (|Sj

tm〉 =
|1〉 | Kj

AC = 0, R′j
t = 0) = 0 and P (|Sj

tm〉 =
|−〉 | Kj

AC = 1, R′j
t = 0) = 0. In the case R′j

t = 0,
then

P (|Sj
tm〉 = |−〉)

= P (|Sj
tm〉 = |−〉 | Kj

AC = 0)P (Kj
AC = 0)

+P (|Sj
tm〉 = |−〉 | Kj

AC = 1)P (Kj
AC = 1)

= P (|Sj
tm〉 = |−〉 | Kj

AC = 0)P (Kj
AC = 0)

= P (Kj
AC = 0, |Sj

tm〉 = |−〉),

and

P (|Sj
tm〉 = |1〉)

= P (|Sj
tm〉 = |1〉 | Kj

AC = 0)P (Kj
AC = 0)

+P (|Sj
tm〉 = |1〉 | Kj

AC = 1)P (Kj
AC = 1)

= P (|Sj
tm〉 = |1〉 | Kj

AC = 1)P (Kj
AC = 1)

= P (Kj
AC = 1, |Sj

tm〉 = |1〉).

Therefore, we have

P (Kj
AC = 0 | |Sj

tm〉 = |−〉)

=
P (Kj

AC = 0, |Sj
tm〉 = |−〉)

P (|Sj
tm〉 = |−〉)

= 1,

and

P (Kj
AC = 1 | |Sj

tm〉 = |1〉)

=
P (Kj

AC = 1, |Sj
tm〉 = |1〉)

P (|Sj
tm〉 = |1〉)

= 1. ¤

Lemma 2 If R′j
t = 1, then P (Kj

AC = 0 | |Sj
tm〉 =

|+〉) = 1 and P (Kj
AC = 1 | |Sj

tm〉 = |0〉) = 1.
Proof Just the same as the Proof of Lemma 1.

¤
Lemma 3 For any j and t, 1 ≤ j ≤ k, 1 ≤ t ≤ n,

P (Cj1
t0 = 1 or Cj−

t0 = 1 or Cj+
t1 = 1 or Cj0

t1 = 1) =
1/4.

Proof Known from the definition of Cjφ
tb , Cjφ

tb =
1 if and only if R′j

t = b and |Sj
tm〉 = |φ〉. After some

manipulations, we find

P (Cj1
t0 = 1 or Cj−

t0 = 1 or Cj+
t1 = 1 or Cj0

t1 = 1)

= P (|Sj
tm〉 = |1〉 | R′j

t = 0)P (R′j
t = 0) + P (|Sj

tm〉 = |−〉 | R′j
t = 0)P (R′j

t = 0)

+P (|Sj
tm〉 = |+〉 | R′j

t = 1)P (R′j
t = 1) + P (|Sj

tm〉 = |0〉 | R′j
t = 1)P (R′j

t = 1)

= P (|Sj
tm〉 = |−〉 or |1〉 | R′j

t = 0)P (Rj
t = 0) + P (|Sj

tm〉 = |+〉 or |0〉 | R′j
t = 1)P (R′j

t = 1)

= P (|Sj
tm〉 = |−〉 or |1〉 | R′j

t = 0,Kj
AC = 0)P (Kj

AC = 0)P (R′j
t = 0)

+P (|Sj
tm〉 = |−〉 or |1〉 | R′j

t = 0,Kj
AC = 1)P (Kj

AC = 1)P (R′j
t = 0)

+P (|Sj
tm〉 = |+〉 or |0〉 | R′j

t = 1,Kj
AC = 0)P (Kj

AC = 0)P (R′j
t = 1)

+P (|Sj
tm〉 = |+〉 or |0〉 | R′j

t = 1,Kj
AC = 1)P (Kj

AC = 1)P (R′j
t = 1)

= 1/4. ¤

Lemma 4 For any j and t, 1 ≤ j ≤ k, 1 ≤ t ≤ n,
if Cj1

t0 = 1, Cj−
t0 = 1, Cj+

t1 = 1 or Cj0
t1 = 1, then K ′j

AC

must be equal to Kj
AC; otherwise, K ′j

AC equals to Kj
AC

with probability 1/2.
Proof We use Lemmas 1 and 2 to prove Lemma

4. Without loss of generality, let Cj1
t0 = 1, then

Cj1
0 > 0. From Step 5 of our attack algorithm, we

know that K ′j
AC equals 1. In addition, Cj1

t0 = 1 means

that R′j
t = 0 and |Sj

tm〉 = |1〉. According to Lemma
1, we can deduce that Kj

AC = 1 from the equation
P (Kj

AC = 1 | |Sj
tm〉 = |1〉, R′j

t = 0) = 1. There-
fore, if Cj1

t0 = 1, then K ′j
AC must be equal to Kj

AC.
Similarly, we can conclude that K ′j

AC = Kj
AC when

Cj−
t0 = 1, Cj+

t1 = 1 or Cj0
t1 = 1. Known from Step 5

of the proposed attack scheme, Eve randomly assigns
K ′j

AC to 0 or 1 when Cj1
t0 , Cj−

t0 , Cj+
t1 and Cj0

t1 are all
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equal to 0, hence K ′j
AC equals Kj

AC with probability
1/2 under the scenario. ¤

Theorem 5 Suppose Eve obtains n legitimate
blind message R′

t (1 ≤ t ≤ n) and the corresponding
partial signature |St〉, then she could use the proposed
attack acheme to recover the signing key KAC with
a success probability at least equal to (1 − (3/4)n)k,
where k is the length of the signing key KAC.

Proof We use Lemmas 3 and 4 to prove the the-
orem. For any j, 1 ≤ j ≤ k, it is not difficult to
conclude that

P (K ′j
AC = Kj

AC)

≥ P (Cj1
0 > 0 or Cj−

0 > 0 or Cj+
1 > 0 or Cj0

1 > 0)

= 1 −
n∏

t=1

P (Cj1
t0 = 0 and

Cj−
t0 = 0 and Cj+

t1 = 0 and Cj0
t1 = 0)

= 1 −
n∏

t=1

(1 − P (Cj1
t0 = 1 or

Cj−
t0 = 1 or Cj+

t1 = 1 or Cj0
t1 = 1))

= 1 − (3/4)n.

Therefore, we have

P (K ′
AC = KAC) =

k∏
j=1

P (K ′j
AC = Kj

AC)

≥ (1 − (3/4)n)k,

where K ′
AC is the recovered signing key by utilizing

our attack scheme. ¤
Remark P (K ′

AC = KAC) ≥ (1 − (3/4)n)k ≥
1 − k(3/4)n, which demonstrates that any sender can
successfully recover the signing key KAC with a prob-
ability exponentially close to one once k is fixed.

Definition (h-security) The singing key KAC

has h-security if it can be recovered by using our at-
tack scheme with a probability at most 1 − h, where
0 ≤ h ≤ 1.

Remark Suppose δ is a real number satisfy-
ing 0 < δ < 1, let (1 − (3/4)n)k ≥ 1 − δ, then
n ≥ log 3

4
(1 − k

√
1 − δ). Thence, an adversary sender

who obtains dlog 3
4
(1 − k

√
1 − δ)e blind message and

partial signature pairs from the signer Alice could re-
cover the signing key KAC with successful probability
1 − δ by using the proposed attack scheme. In other
words, in order to guarantee the h-security of the sign-
ing key KAC, we should not reuse the same key more
than dlog 3

4
(1 − (1 − h)1/k)e times.

In conclusion, we have shown that the quantum
blind signature scheme[18] does not satisfy the prop-
erty of non-forgeability even under the condition that
Charlie is totally creadible. In order to ensure the se-
curity of the quantum blind signature scheme,[18] it is
a feasible suggestion to update the signing key KAC

regularly or simply replace KAC with a quantum one-
time pad.[22]
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