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A surge number of models has been proposed to model the Internet in the past decades. However, the issue on which

models are better to model the Internet has still remained a problem. By analysing the evolving dynamics of the Internet,

we suggest that at the autonomous system (AS) level, a suitable Internet model, should at least be heterogeneous and

have a linearly growing mechanism. More importantly, we show that the roles of topological characteristics in evaluating

and differentiating Internet models are apparently over-estimated from an engineering perspective. Also, we find that

an assortative network is not necessarily more robust than a disassortative network and that a smaller average shortest

path length does not necessarily mean a higher robustness, which is different from the previous observations. Our

analytic results are helpful not only for the Internet, but also for other general complex networks.

Keywords: AS-level Internet, scale-free model, robustness

PACS: 89.20.Hh, 05.70.Ln, 87.23.Ge
1. Introduction

Performances of Internet algorithms and proto-
cols are usually tested on an Internet model before
It has been observed that
the Internet topology has a significant effect on the

their implementations.

performances of almost everything processed on the
Internet.! =4 Therefore, it is very important and even
absolutely necessary to determine which one is better
from among the existing Internet models.

Currently, a widely used approach to determin-
ing whether a model is suited for the Internet is by
examining whether it can reproduce some fundamen-
Goh
and Tangmunarunkit et al.% used the power-

tal topological characteristics of the Internet.
et al.l”!
law degree distribution to evaluate whether a mod-
el is suited for the Internet. Serrano et all” com-
pared their proposed model to the Internet in terms
of clustering coefficient and assortative-mixing coef-
ficient. Zhou!8! used the rich-club connectivity to e-
valuate the positive-feedback preference (PFP) model
and other models. Piraveenan et all”! used local as-
sortativity to validate autonomous system (AS)-level
Internet models. Wang and Loguinov!'® compared
the wealth-based evolution model with other models
by examining whether they can reproduce the clus-

tering coefficient and characteristic distance features
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presented in the Internet. Although a large number of
models have been proposed and a variety of topologi-
cal characteristics have been used to evaluate different
Internet models, it is still difficult to judge which mod-
els are better to model the Internet.

To address this issue, in this paper we suggest a
suitable Internet model that should at least be hetero-
geneous and have a linearly growing mechanism based
on the observation on the AS-level Internet topology.
A comparison of robustness performance in resisting
intentional attacks between the Internet and differen-
t models shows that the approach using topological
characteristics to evaluate Internet models may lead
to some unreliable results. Also, it shows that some
topological characteristics such as assortative-mixing
feature and average shortest path length are not good
indicators for characterizing the Internet resilience a-
gainst intentional attacks.

2. Invalidating models by Inter-
net evolving dynamical be-

haviours

Clearly, at the AS level, the Internet is an evolving
self-organizing system. Therefore, a suitable Internet
model should capture such evolving behaviours pre-
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sented in the Internet, instead of only capturing some
features on a particular snapshot.

Figure 1 shows the evolving behaviour of network
size of the real Internet and that predicted by the
Fluctuation-driven model® which is an exponential-
ly growing Internet model. Here, we use the Internet
topology datal'!l collected by University of California,
Los Angeles (UCLA) because they can cover most ASs
and almost all customer-provider links in the Internet.
From this figure, we can see that from 2004 to 2008, a
time period of total 5 years, the Internet has a linearly
growing tendency. Clearly, the number of nodes pre-
dicted by the Fluctuation-driven model is much larger
than that of the real Internet. Indeed, it is even be-
yond the maximum capacity that can be assigned by
Internet Assigned Numbers Authority (IANA) at the
end of 2008.
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Fig. 1. Number of ASs in the Internet from 2004 to 2008
and that predicted by the Fluctuation-driven model.

Figure 2 shows the number of links of the real In-
ternet and that predicted by the Fluctuation-driven
model. From this figure, we can see that they have
similar behaviours. Our observations on the linear
growing tendency of the Internet confirmed this find-
ing that the Internet growth has shifted from expo-

[12] Therefore, those exponential-

nentially to linearly.
ly growing Internet models such as the Fluctuation-
driven model should be excluded for modeling the In-
ternet.

The previous observation['3! has shown that there
are some invariances over the Internet evolution. Fig-
ure 3 shows the cumulative degree distributions of the
Internet on the first day of every year from 2004 to

2011. We can see that although the Internet has grown

remarkably in the past 8 years, with nodes increasing
from 16573 to 46674, the power-law exponents are al-
most constant, showing only oscillation between 2.14
and 2.21. Although it was argued™ that the Internet
degree distribution does not follow exactly a power-
law but a Weibull form or something else, it is surely
that the Internet is heterogeneous, that is, a few n-
odes in the Internet have many connections while the
majority of nodes has only a few connections. Such
a heterogeneous feature of the Internet can be also
observed by using other data sources.[!5] Therefore,
those homogeneous models such as the random model

are excluded for modeling the Internet.
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Fig. 2. Number of links in the Internet from 2004 to 2008
and that predicted by the Fluctuation-driven model.
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Fig. 3. Cumulative degree distributions of the AS-level
Internet on the first day of every year in a time period
from 2004 to 2011.
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3. Evaluating Internet models in
terms of robustness perfor-

mamnce

Although topological characteristics such as
power-law distribution play an important role in e-
valuating Internet models, their abilities to distin-
guish models are not necessarily unlimited. Indeed,
the Internet is essentially an engineering network and
it is particularly designed to perform some tasks and
functions.'%17! From this perspective, a suitable In-
ternet model should behave as the Internet in terms
of performances, instead of only capturing some topo-
logical characteristics of the Internet. Therefore, the
issue on whether models are suited to sustain the In-
ternet performances should be considered with a high
priority when judging Internet models. Unfortunate-
ly, in most work this issue is never touched and only
topological characteristics are used to evaluate Inter-
net models. For example, the average clustering coeffi-
cient and the average shortest path length are used to
validate different Internet models;!'¥ the PFP model
is thought as the best Internet model because it can re-
produce some topological characteristics, particularly
the Rich-club connectivity.

Note that failures frequently occur in the today’s
Internet, owing to some intentional operations such
as distributed Denial-of-service (DoS) intentional at-
tack. Thus, here the network performance in resisting
intentional attacks is taken as an indicator to judge
whether models are properly evaluated by topological
characteristics.

Figure 4 shows the performances of the Internet
in resisting intentional attacks against the Barabasi—
Albert (BA) model,'® extended Barabasi-Albert (E-
BA) model,[*?! Fitness model,?°) multi-local-world
(MLW) model,[?Y) positive-feedback preference (PF-
P) model and Random model. As usual, the ratio
S¢/So is used to measure the communication capabil-

ity of the network, where S; represents the size of the
largest connected component after a fraction of nodes,
f, has been intentionally removed from the network.
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Fig. 4. Robustness comparisons between the Internet and
other different models.

For comparison, the UCLA data collected on Jan.
1 2008 are used to evaluate different Internet model-
s. The heterogeneous models considered here, namely
BA, EBA, Fitness, MLW and PFP models, if possi-
ble, will use the same values as the observed Internet
in three significant characteristics: average degree, de-
gree distribution and joint degree distribution. The
reason is that these three metrics are responsible for
characterizing most fundamental topological charac-
teristics of the Internet.[?!] For the random model, it
will have the same numbers of nodes and links as those
of the Internet. Some topological characteristics of the
Internet and all models considered are summarized in
Table 1. It should be emphasized that our goal here
is not to claim which model is the best to model the
Internet. As a result, it has no effect on our conclu-
sions to whether or not to tune the model parameters
to best fitting to the Internet. It will become clearer
as our presentation develops.

Table 1. Topological parameters for the Internet and models considered. N represents the number of nodes, k the average

degree, v the power-law exponent, r the assortative-mixing coefficient and d the average shortest path length.

Internet BA EBA Fitness MLW PFP Random
N 33297 33297 33297 33297 33297 33297 33297
k 10.44 10.00 10.42 10.00 10.24 10.00 10.45
¥ 2.21 3.0 2.83 2.43 2.23 2.23 null
r -0.15 -0.02 0.03 —0.08 -0.03 -0.15 0.00
d 3.42 3.99 3.95 3.44 3.60 3.29 4.70
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From Fig. 4, we can see that heterogeneous and
homogeneous models are remarkably different in re-
sisting intentional attack. Clearly, a phase transition
exists for the Internet and heterogeneous models but
not for the Random model. Again, it indicates that
homogeneous models should be excluded for model-
ing the Internet because they cannot represent the In-
ternet in terms of not only topological characteristics
but also network performances such as robustness in
resisting intentional attacks.

For heterogeneous models, we can also see from
Fig. 4 that the PFP model is worse than the MLW
model in representing the Internet performance of re-
sisting intentional attacks. However, the PFP model is
better than the MLW model in representing the Inter-
net topological characteristics, characterizing by the
average degree, power-law degree exponent and join-
t degree distribution as shown in Table 1. It means
that although a model can capture some fundamental
topological characteristics of the Internet, it cannot
represent the Internet in terms of some certain perfor-
mances. Indeed, an Internet model can present only
one subset of the Internet topological features. Mean-
while, the relation between the Internet topology and
the concerned network performance is unknown. As
a result, the approach to the evaluation of Internet
models by using topological characteristics is question-
able though it has been widely used in both physics
and engineering communities. Using such an approach
without constraints may thus lead to some incorrec-
t conclusions. In this sense, the effects of topological
characteristics on evaluating Internet models are over-
estimated, particularly in the engineering community.
For example, the performance of a new routing proto-
col is usually tested by simulation tools such as Opnet
and Network Simulator. However, the models embed-
ded in such simulation tools are usually determined by
examining whether they can reproduce some topolog-
ical characteristics of the Internet.[??) Obviously, the
reliability of the obtained results is questionable be-
cause the used model may have a remarkable differ-
ence in routing performance from the Internet, despite
capturing some topological characteristics of the Inter-
net.

The robustness comparison between the Internet
and other models, shown in Fig. 4, can also allow us to
investigate the effects of topological characteristics on
the Internet resilience against intentional attacks. A
previous study[®3 suggested that the robustness of a
network can be enhanced by increasing its assortative-

mixing feature. However, we can see from Fig. 4 that
although the PFP model is more disassortative than
the MLW model, it is more robust than the MLW
model. It indicates that an assortative network is not
necessarily more robust than a disassortative network
in terms of resisting intentional attacks. On the oth-
er hand, the PFP model has less connectivities than
the MLW model. It is confirmed that deleting some
links can surprisingly enhance the network robustness
to a certain extent.l?¥ This observation suggests that
there are other factors that can significantly affect the
Internet resilience against intentional attacks. For ex-
ample, the power-law degree distribution is thought as
one of the most important factors for the network re-
silience against intentional attacks.[?5! From Fig. 4, we
can see that the feature of power-law degree distribu-
tion is surely important for the Internet performance
in resisting intentional attacks. However, we can also
see that the PFP and the MLW models, which have
the same power-law exponent values, each can have
a mutually different behaviour in resisting intention-
al attacks. It means that the power-law degree dis-
tribution solely cannot characterize the robustness of
the Internet against intentional attacks. The reason
is that two networks with the same degree distribu-
tion may be remarkably different in other topological
characteristics,/26! which can significantly affect the a-
bility of the Internet to resist intentional attacks. In
the recent work[25:27 it was suggestd that the smaller
the average shortest path length, the better the net-
work performance in resisting intentional attacks will
be. From Fig. 4, we can see that the Internet has the
worst performance in resisting intentional attacks, in
all the heterogeneous models. However, the average
shortest path length of the Internet is smallest, except
for the PFP model, which is shown in Table 1. There-
fore, a smaller average shortest path length does not
necessarily mean a higher resilience against intention-
al attacks, which is very different from the previous
observations.

4. Conclusions

In this paper, we suggest that from topological
characteristics perspective, it is better for an Inter-
net model to be heterogeneous and have a linearly
growing mechanism. We are completely clear that
these two factors are not enough to model the Inter-
net. However, it is an important step to build a more
suitable Internet model. A comparison of robustness
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performance between the Internet and different mod-
els shows that the effects of topological characteristics
on evaluating Internet model may be over-estimated,
particularly in the engineering community. Such a
comparison can also allow us to investigate the effects
of topological characteristics on the internet resilience
against intentional attacks. We show that an assor-
tative network is not necessarily more robust than a
disassortative network. Interestingly, a smaller aver-
age shortest path length does not necessarily mean a
higher robustness, which is different from the previ-
ous observations. In our investigation, the Internet is
treated as a graph network, regardless of its nature.
Therefore, our discussion can easily be extended to
other general complex networks. 28!
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