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In this paper an arbitrated quantum signature scheme based on entanglement swapping is proposed. In this scheme

a message to be signed is coded with unitary operators. Combining quantum measurement with quantum encryption,

the signer can generate the signature for a given message. Combining the entangled states generated by the TTP’s

Bell measurement with the signature information, the verifier can verify the authentication of a signature through a

single quantum state measurement. Compared with previous schemes, our scheme is more efficient and less complex,

furthermore, our scheme can ensure the anonymity of the signer.
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1. Introduction

Quantum cryptography is an important research

topic in quantum information, based on the basic prin-

ciple of quantum mechanism, and it is uncondition-

ally secure compared with the classical cryptosystems.

Due to this advantage, the study of quantum cryptog-

raphy has made much progress since Bennett C H pro-

posed the first quantum key distribution (QKD) pro-

tocol BB84 and its revised version B92.[1] At present,

the main research topics in this area include quantum

key distribution (QKD),[2−5] quantum encryption,[6,7]

quantum secrecy sharing (QSS),[8−12] quantum se-

cure directed communication (QSDC), and quantum

teleportation.[13−17] Furthermore, there are also some

schemes of quantum authentication and quantum sig-

nature. Although QKD schemes have been proved

to be unconditionally secure, how to ensure the au-

thentication and integrity of messages transmitted in

quantum networks remains to be further investigated.

In order to address this problem, people turn to

investigate the quantum signature, which is a coun-

terpart of the common digital signature in a quan-

tum computing environment. In Ref. [18] Zeng et

al. proposed the first quantum signature scheme, in

which the unconditional security was ensured by us-

ing the correlation of GHZ triplet states with quan-

tum one-time pad. Shortly after that, Gottesman and

Chuang[19] proposed a scheme to elucidate the basic

principle of quantum signature. In light of the ini-

tial scheme in Ref. [18], Zeng and Christoph[20] fur-

ther proposed a revised scheme, in which both the

known and unknown quantum states could be signed.

In Ref. [21] Li et al. proposed a more efficient scheme

by using entangled Bell states, and in Ref. [22] Lee

et al. proposed two quantum signature schemes with

message recovery. Inspired by the trap-door one-way

function in classical cryptography, Lu and Feng[23]

proposed an efficient scheme based on quantum hash

function. Recently, there have been many investiga-

tions on quantum signature with additional charac-

teristics, such as quantum blind signature[24,25] and

quantum group signature.[26] In order to improve the

efficiency, some quantum signature schemes based on

single photons were also proposed.[27,28] Furthermore,

there are some public key schemes based on the quan-

tum correction code and quantum public key encryp-

tion schemes.

In most of the previous investigations, the ver-

ifier can know the identity of the true signer, how-

ever sometimes perhaps the signer does not want to

be identified by the verifier. Inspired by the notion of

ring signature schemes in classical cryptography, we

propose an anonymous quantum signature scheme in

this paper to address the problem. In our scheme, a

message to be signed is coded with unitary operators.
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Combining quantum measurement with quantum en-

cryption, the signer can generate the signature for a

given message. Combining the entangled states gen-

erated by TTP’s Bell measurement with the signature

information, the verifier can verify the authentication

of a signature through a single quantum state mea-

surement. Compared with the previous schemes, our

scheme is efficient and not complex, furthermore, our

scheme can ensure the anonymity of the signer.

2. Bell states and entanglement

Swapping

2.1.Bell states

In quantum information, a two-state entangle-

ment system can be denoted with the following four

Bell states:∣∣Φ+
⟩
AB

=
1√
2
(|00⟩AB + |11⟩AB)

∣∣Φ−⟩
AB

=
1√
2
(|00⟩AB − |11⟩AB),∣∣Ψ+

⟩
AB

=
1√
2
(|01⟩AB + |10⟩AB)

∣∣Ψ−⟩
AB

=
1√
2
(|01⟩AB − |10⟩AB). (1)

These four states are convertible under the fol-

lowing operators, which are constructed based on the

Pauli matrix:

σ00 = I =

[
1 0

0 1

]
σ10 = iσy =

[
0 1

−1 0

]
,

σ01 = σx =

[
0 1

1 0

]
σ11 = σz =

[
1 0

0 −1

]
. (2)

2.2. Entanglement swapping

Entanglement swapping plays an important role

in quantum information, especially in quantum cryp-

tography.

Suppose that there are two pairs of photons: one

pair (photon 1 and photon 2) are in the entangled state

|Φ+⟩12, and the other pair (photon 3 and photon 4)

are in the entangled state |Φ+⟩34, and also suppose

that there are two participants: Alice with photons 1,

3, and Bob with photons 2, 4, then the initial state of

the system will be

|Φ⟩1234 = |Φ+⟩12 ⊗ |Φ+⟩34 =
1√
2
(|00⟩34 + |11⟩34)

⊗ 1√
2
(|00⟩12 + |11⟩12). (3)

If Alice makes a Bell measurement on her pho-

tons, her action will lead to the collapse of the initial

entanglement states, which can be expressed as fol-

lows:

|Φ⟩1234 = |Φ+⟩12 ⊗ |Φ+⟩34

=
1

2
(|Φ+⟩13|Φ+⟩24 + |Φ−⟩13|Φ−⟩24

+ |Ψ+⟩13|Ψ+⟩24 + |Ψ−⟩13|Ψ−⟩24). (4)

Table 1. Entanglement swapping state combination.

Initial states Quantum states after entanglement swapping

|Φ+⟩12 ⊗ |Φ+⟩34 1
2
(|Φ+⟩13|Φ+⟩24 + |Φ−⟩13|Φ−⟩24 + |Ψ+⟩13|Ψ+⟩24 + |Ψ−⟩13|Ψ−⟩24)

|Φ+⟩12 ⊗ |Φ−⟩34 1
2
(|Φ+⟩13|Φ−⟩24 + |Φ−⟩13|Φ+⟩24 − |Ψ+⟩13|Ψ−⟩24 − |Ψ−⟩13|Ψ+⟩24)

|Φ+⟩12 ⊗ |Ψ+⟩34 1
2
(|Φ+⟩13|Ψ+⟩24 + |Φ−⟩13|Ψ−⟩24 + |Ψ+⟩13|Φ+⟩24 + |Ψ−⟩13|Φ−⟩24)

|Φ+⟩12 ⊗ |Ψ−⟩34 1
2
(|Φ+⟩13|Ψ−⟩24 + |Φ−⟩13|Ψ+⟩24 − |Ψ+⟩13|Φ−⟩24 − |Ψ−⟩13|Φ−⟩24)

|Φ−⟩12 ⊗ |Φ+⟩34 1
2
(|Φ+⟩13|Φ−⟩24 + |Φ−⟩13|Φ+⟩24 + |Ψ+⟩13|Ψ−⟩24 + |Ψ−⟩13|Ψ+⟩24)

|Φ−⟩12 ⊗ |Φ−⟩34 1
2
(|Φ+⟩13|Φ+⟩24 + |Φ−⟩13|Φ−⟩24 − |Ψ+⟩13|Ψ+⟩24 − |Ψ−⟩13|Ψ−⟩24)

|Φ−⟩12 ⊗ |Ψ+⟩34 1
2
(|Φ+⟩13|Ψ−⟩24 + |Φ−⟩13|Ψ+⟩24 + |Ψ+⟩13|Φ−⟩24 + |Ψ−⟩13|Φ+⟩24)

|Φ−⟩12 ⊗ |Ψ−⟩34 1
2
(|Φ+⟩13|Ψ+⟩24 + |Φ−⟩13|Ψ−⟩24 − |Ψ+⟩13|Φ+⟩24 − |Ψ−⟩13|Φ−⟩24)

|Ψ+⟩12 ⊗ |Φ+⟩34 1
2
(|Φ+⟩13|Ψ+⟩24 − |Φ−⟩13|Ψ−⟩24 + |Ψ+⟩13|Φ−⟩24 − |Ψ−⟩13|Φ−⟩24)

|Ψ+⟩12 ⊗ |Φ−⟩34 1
2
(−|Φ+⟩13|Ψ−⟩24 + |Φ−⟩13|Ψ+⟩24 + |Ψ+⟩13|Φ−⟩24 − |Ψ−⟩13|Ψ−⟩24)

|Ψ+⟩12 ⊗ |Ψ+⟩34 1
2
(|Φ+⟩13|Φ+⟩24 − |Φ−⟩13|Φ−⟩24 + |Ψ+⟩13|Ψ+⟩24 − |Ψ−⟩13|Ψ−⟩24)

|Ψ+⟩12 ⊗ |Ψ−⟩34 1
2
(−|Φ+⟩13|Φ−⟩24 + |Φ−⟩13|Φ+⟩24 + |Ψ+⟩13|Ψ−⟩24 − |Ψ−⟩13|Ψ+⟩24)

|Ψ−⟩12 ⊗ |Φ+⟩34 1
2
(−|Φ+⟩13|Ψ−⟩24 + |Φ−⟩13|Ψ+⟩24 − |Ψ+⟩13|Φ−⟩24 + |Ψ−⟩13|Φ+⟩24)

|Ψ−⟩12 ⊗ |Φ−⟩34 1
2
(|Φ+⟩13|Ψ+⟩24 − |Φ−⟩13|Ψ−⟩24 − |Ψ+⟩13|Φ+⟩24 + |Ψ−⟩13|Φ−⟩24)

|Ψ−⟩12 ⊗ |Ψ+⟩34 1
2
(−|Φ+⟩13|Φ−⟩24 + |Φ−⟩13|Φ+⟩24 − |Ψ+⟩13|Ψ+⟩24 + |Ψ−⟩13|Ψ+⟩24)

|Ψ−⟩12 ⊗ |Ψ−⟩34 1
2
(|Φ+⟩13|Φ+⟩24 − |Φ−⟩13|Φ−⟩24 − |Ψ+⟩13|Ψ+⟩24 + |Ψ−⟩13|Ψ−⟩24)
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The system will be in any one of the four new

states with a probability of 0.25. For example, if Al-

ice’s measurement result is |Ψ−⟩13, when she informs

Bob of this result, Bob will know that photon 2 and

photon 4 have formed a new Bell state, and the state

is |Ψ−⟩24.
In this example, photon 2 and photon 4 have be-

come a new entangled state because Alice’s Bell mea-

surement is on photon 1 and photon 3. This is an en-

tanglement swapping operation, and all the Bell state

entanglement operations are listed in Table 1.

3. Outline of our scheme

In our scheme there are three participants, which

is different from the usual quantum signature schemes,

and N possible signers U1, U2, . . . , UN , and further-

more there is a verifier Bob, a trusted third party

TTP. Randomly generate two secure hash functions

h1 : {0, 1}∗ → {0, 1}2n and h2 : {0, 1}∗ → {0, 1}n,
let each signer generate a 2n-bit private key shared

with the TTP, and suppose that all the private keys

are Pr1,Pr2, . . . ,PrN , then the corresponding public

key will be Pui = h1(Pri), (i = 1, 2, . . . , N) and the

verifier Bob’s private key will be PrB , which is also

shared with the TTP.

3.1. Initialization

Supposing that the true signer is US (1 ≤
S ≤ N) with the private key PrS , where PrS =

(x1, y1, . . . , xn, yn), the TTP should first generate the

following two Bell states:

|Φ⟩ST1 = (|Φ+⟩st1, |Φ+⟩st2, . . . , |Φ+⟩stn), (5)

|Φ⟩BT2 = (|Φ+⟩bt1, |Φ+⟩bt2, . . . , |Φ+⟩btn). (6)

Here

|Φ+⟩sti =
1√
2
(|00⟩st + |11⟩st),

|Φ+⟩bti =
1√
2
(|00⟩bt + |11⟩bt). (7)

In Eqs. (5) and (6), the quantum states sequence

with subscripts S and B will be sent to US and

Bob, respectively. Denote the sequences of US as

|A⟩ = (|A1⟩, |A2⟩, . . . , |An⟩) and Bob’s sequence as

|B⟩ = (|B1⟩, |B2⟩, . . . , |Bn⟩), then at present there will

be two quantum state sequences on the TTP’s side,

which are T1 (entangled with sequence |A⟩) and T2

(entangled with sequence |B⟩).
Then the TTP generates a Bell state sequence

|Φ⟩A′B′ = (|Φ+⟩sb1, |Φ+⟩sb2, . . . , |Φ+⟩sbn), and sends

|A′⟩ and |B′⟩ to US and Bob, respectively. During

the distribution of the quantum states, the TTP may

calibrate the corresponding particles according to the

pre-shared private keys. For example, we can use gate

I to denote bit 0, and gate H to denote bit 1. So,

if the private key is 10011, then the calibrated oper-

ators are (H, I, I, H, H). Because H2 = I2 = I,

the receiver can recover the quantum state sequence

through implementing the same operators according

to its private key.

3.2. Signing phase

The signing phase includes the following steps.

Step 1 In order to generate a signature for mes-

sage M , US first computes h1(M) and obtains a mes-

sage string m1 with the length 2n-bit, then trans-

formsm1 into the following unitary operator sequence:

Ω = (σ1, σ2, . . . , σn), where σi ∈ {σ00, σ01, σ10, σ11}
and the transform rule is 00 → σ00, 01 → σ01,

10 → σ10, and 11 → σ11. Applying Ω to |A⟩, the

signer can obtain

|AΩ⟩ = Ω|A⟩ = (σ1|A1⟩, σ2|A2⟩, . . . , σn|An⟩). (8)

Step 2 Compute m2 = h2(m1) and denote

m2 = (c1, c2, . . . , cn), ci ∈ {0, 1}, then US will gener-

ate the following quantum state in terms of its private

key:

|ϕ⟩ = |Ψx1⊕c1,y1⟩ ⊗ |Ψx2⊕c2,y2⟩ ⊗ · · · ⊗ |Ψxn⊕cn,yn⟩. (9)

Here,

|Ψ0,0⟩ = |0⟩, |Ψ0,1⟩ = |+⟩ = |0⟩+ |1⟩√
2

,

|Ψ1,0⟩ = |1⟩, |Ψ1,1⟩ = |−⟩ = |0⟩ − |1⟩√
2

. (10)

The signer US then sends quantum state |ϕ⟩ and m1

to the TTP.

Step 3 The TTP computes m2 = h2(m1),

then carries out quantum measurement operation on

states |ϕ⟩ using the base PrS = (x1, y1, . . . , xn, yn)

and obtains the measurement result m′
2. If m′

2 ̸= m2

the TTP aborts the protocol, otherwise it computes

Pu = Pu1 ⊕ Pu2 ⊕ · · · ⊕ PuN and generates a quan-

tum state |ϕ′⟩ based on Pu and m′
2 according to the

procedure in Step 2. The TTP then chooses a random

number r, generates |R⟩ = EPrB(|ϕ′⟩, r) by using the

secure quantum encryption algorithm and sends r and

|R⟩ to US .

Step 4 US generates unitary operators MKA =

(MKA1,MKA2, . . . ,MKAn) by using its private key

PrS according to the following relationships:

(xi, yi) = (0, 0) ⇒ MKAi = σ00,

(xi, yi) = (0, 1) ⇒ MKAi = σ01,
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(xi, yi) = (1, 0) ⇒ MKAi = σ10,

(xi, yi) = (1, 1) ⇒ MKAi = σ11. (11)

The US then computes |RA⟩ = MKA|AΩ⟩.
Step 5 US applies operators Ω = (σ1, σ2, . . . , σn)

to quantum states |A′⟩, which is entangled with Bob’s

sequence |B′⟩, so the sequence of US turns into |A′
Ω⟩ =

Ω|A′⟩ = (|A′
Ω1⟩, |A′

Ω2⟩, . . . , |A′
Ωn⟩), where |A′

Ωi⟩ =

σi|A′
i⟩, at present |A′

Ω⟩ and |B′⟩ become new entan-

gled states.

Step 6 Finally the signature is |S⟩ =

(|R⟩, |RA⟩, |AΩ⟩, |A′
Ω⟩, r).

3.3.Verifying Phase

After receiving the signature, Bob’s verification

steps are as follows.

Step 1 Bob sends |RA⟩, |AΩ⟩, |A′
Ω⟩ to TTP and

TTP generates |R′
A⟩ by using |AΩ⟩ through the pro-

cedures in Step 4 of the signing phase, and then sets

γ = 1 if |R′
A⟩ = |RA⟩ holds, otherwise sets γ = 0.

Note that this step includes quantum state compari-

son. There are many approaches to making the com-

parison at present, for instance the schemes in Ref. [7]

Step 2 The TTP implements a Bell measure-

ment on sequences T1 and T2. This operation turns

|T1⟩ and |T2⟩ into a pair of Bell entanglement states,

while |AΩ⟩ and |B⟩ becomes another pair of entangled

states. This is an entanglement swapping process and

can be denoted as follows:

|Φ1⟩ST1 ⊗ |Φ2⟩BT2 = |Φ3⟩SB ⊗ |Φ4⟩(T1)(T2), (12)

where |Φi⟩ (i = 1, 2, 3, 4) are all Bell states, |Φ1⟩ST1

is the entangled Bell state between US and the TTP

after signing phase, which is related to m1. |Φ2⟩BT2 =

|Φ⟩BT2, and |Φ4⟩(T1)(T2) is the measurement result of

the TTP, and |Φ3⟩SB is the new entangled state as the

result of TTP’s Bell measurement on |T1⟩ and |T2⟩.
Formula (12) should satisfy the relationships in Ta-

ble 1.

Step 3 The TTP generates

|YTB⟩ = EPrB(|S⟩, |AΩ⟩, |A′
Ω⟩, |Φ4⟩(T1)(T2), γ)

and sends |YTB⟩ to Bob.

Step 4 Bob decrypts |YTB⟩ and obtains |S⟩,
|AΩ⟩, |A′

Ω⟩, |Φ4⟩(T1)(T2), γ. Bob aborts the protocol

if γ = 0, otherwise continues the following steps.

Step 5 Bob collects the public keys of

U1, U2, . . . , UN and computes Pu = Pu1⊕Pu2⊕· · ·⊕
PuN which is denoted as Pu = (ka1 , k

b
1, . . . , k

a
n, k

b
n).

Bob decrypts |R⟩ and obtains |ϕ′⟩, r′, and if r′ = r

he will implement the following operation

W : |ϕ′⟩ → |ϕ∗⟩, (13)

where the operator W is defined as

W = U1V1 ⊗ U2V2 ⊗ · · · ⊗ UnVn, (14)

with

Ui = U(kai ), Vi = V (kbi ), (15)

U(0) = |0⟩⟨0|+ |1⟩⟨1|,
U(1) = iσy = |0⟩⟨1| − |1⟩⟨0|,
V (0) = |0⟩⟨0|+ |1⟩⟨1|,

V (1) = H =
1√
2
(|0⟩+ |1⟩)⟨0|+ 1√

2
(|0⟩ − |1⟩)⟨1|.(16)

Bob implements quantum measurement on state

|ϕ∗⟩ by using the base (0, 0, . . . , 0) and obtains the re-

sult m′
2, then makes a Bell measurement on entangled

states |A′
Ω⟩ and |B′⟩ to obtain m′

1.

Step 6 Bob implements the following two sub-

steps:

Step 6.1 Verify that m′
2 = h2(m

′
1) holds if

m′
1 = h1(M);

Step 6.2 Compute |Φ1⟩ST1 according to m′
1,

by combining |Φ2⟩BT2, |Φ4⟩(T1)(T2), and |Φ⟩BT2, then

verifying whether formula (12) satisfies the relation-

ship in Table 1.

Bob accepts the signature only if the preceding

two sub-steps are implemented successfully.

4. Security analysis

In our scheme, the legitimate signature cannot be

forged by the attackers, including the malicious re-

ceiver, furthermore the signer identity is anonymous

to the outside.

4.1.Anonymity

According to the signing phase, the final signature

is |S⟩ = (|R⟩, |RA⟩, |AΩ⟩, |A′
Ω⟩, r), where |AΩ⟩ and

|A′
Ω⟩ are determined by the message to be signed and

their computational process has nothing to do with the

signer’s private key, and r is a random number gen-

erated by the TTP. So, an outsider cannot infer any

useful information about the signer from them. The

computation of |R⟩ and |RA⟩ will need the signer’s

private key, but according to the basic requirement of

the quantum encryption algorithm, one cannot infer

any useful information about the encrypted key ac-

cording to the cipher, so |R⟩ betrays nothing about

the signer’s identity. An attacker can eavesdrop M

and |RA⟩ through quantum measurement, which can

be easily detected in quantum communication just as
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the detection approaches can do in the BB84 proto-

col. Step 3 of the signing phase and Step 5 of veri-

fying phase will need a public key for all the signers,

including the true signer’s, but these two steps will

not divulge the public key of the true signer.

4.2. Impossibility of forgery

If the attacker Eve wants to forge a valid signa-

ture |S⟩ = (|R⟩, |RA⟩, |AΩ⟩, |A′
Ω⟩, r) for her own bene-

fit, according to the signing phase the computation of

|R⟩ will need the signer’s private key, but the private

key is distributed through secure QKD protocol, so

Eve cannot obtain it. Furthermore, the construction

of |RA⟩ will need the Bell states between the signer

and TTP, if all the Bell states have been distributed,

then Eve cannot acquire any useful information about

these states, her counterfeit quantum states will not

be entangled with the TTP’s states and can be easily

detected in Step 2 of the verifying phase, furthermore

the counterfeit states will not generate entanglement

swapping through the TTP’s measurement. So, for-

mula (12) will not satisfy the relationships in Table 1

and this case can be easily detected in Step 6 of the

verifying phase. The only means for Eve is to eaves-

drop the quantum channel in the initializing phase,

but we have made calibrated operation before quan-

tum states are distributed, and the quantum states

transmitted are no-orthodox states, so they are indis-

cernible to Eve and she cannot infer any useful infor-

mation about the quantum states, furthermore, this

action can be easily detected through detecting the

quantum channel integrity.

As to the receiver Bob, he can know |A′⟩ through
a Bell measurement of |B′⟩, but as to |A′

Ω⟩, he will

face the same situation as Eve, so a malicious receiver

cannot forge a valid signature.

5. Efficiency and complexity

In Ref. [27] Wang et al. proposed the following

formula to measure the efficiency of a quantum signa-

ture scheme:

η =
Bs

Qt +Bt
. (17)

Here Bs is the length of the message to be signed, Qt

and Bt are the quantum bit number and the classical

bit number transmitted in the protocol respectively.

So, Qt + Bt is the total bit number transmitted in

order to transmit Bs bit signature message.

Using formula (17), the efficiencies of the signa-

ture schemes in Refs. [18], [22], and [23] are 9%, 11%,

and 11% respectively. In Ref. [26] Wang et al. made

some improvement on the existing schemes based on

single photons, and the efficiency of their scheme is

16%, the efficiency of the scheme in Ref. [19] is given

as N/(N +MN), where M is the public keys involved

in the signature protocol. It is easy to see that the

maximum efficiency of their scheme will not exceed

50%. One of the main advantages of our scheme is

that the private key is a constant variable and is irrel-

evant to the message to be signed, which is beneficial

to the improvement of efficiency.

In order to sign a message of |M | bits, all the

information needed to be transmitted is as follows.

Signing phase: including |ϕ⟩ (1 bit), m1 (2n bits),

r (|r|bit), |R⟩ (|r|+ 1bit), and |S⟩ (2|r|+ 6n+ 1bit);

Verifying phase: including the message that Bob

sends to the TTP in Step 1 (the length is 6n-bit),

|YTB⟩ (2|r|+ 12n+ 2bit);

Furthermore, the original message M needs to be

transmitted during the protocol, so according to for-

mula (17) the efficiency of our scheme is

η =
|M |

|M |+ 6|r|+ 26n+ 5
. (18)

Here, r is a random number, and |r| ≈ n in reality, so

formula (18) can be approximately written as

η ≈ |M |
|M |+ 32n+ 5

. (19)

Here, n is related to the hash function used in the sys-

tem, its output length is 2n bits. If we choose SHA-

1, then n = 80. Using formula (19), it is easy to

know that the signature efficiency for 512-bit message

is 16.6%, as to messages with lengths of 1−k and 2−k

bits, the efficiencies will be 28.5% and 44.4% respec-

tively. In general, the scheme is more efficient for a

longer message.

The complexity of a quantum signature scheme is

related to quantum state preparation, quantum state

measurement, and quantum state comparison. The

schemes in Refs. [18], [20], and [22] need GHZ triple

states. Compared with Bell states, the GHZ states

are difficult to prepare. Furthermore, there are four

quantum states that need to be measured and one

quantum state that needs to be compared in Ref. [18],

while for the scheme in Ref. [22], the signer needs to

implement one-GHZ state measurement in the signing

phase, in the verifying phase the verifier and the arbi-

trator need to implement a one-GHZ state measure-

ment separately, and in addition, there is one quan-

tum state that needs to be compared in the verifying

phase, so the their scheme needs three-GHZ state mea-

surements and one quantum state comparison. The
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scheme in Ref. [21] is a revision to that in Ref. [18],

although there is no GHZ state in this scheme, it still

needs to measure three Bell states (one in the sign-

ing phase and two in the verifying phase) and com-

pare one quantum state. For our scheme, there is one

single quantum state that needs to be measured in

Step 3 in the signing phase, in the verifying phase,

there is one quantum state that needs to be compared

in Step 1, a Bell state that needs to be measured in

Step 2 and a single quantum state that needs to be

measured in Step 5. So our scheme will need to mea-

sure three quantum states (one Bell measurement and

two single state measurements) and to compare one

quantum state. Compared with the Bell measurement

and GHZ measurement, the single state measurement

is simple,[29] so the complexity of implementing our

scheme is reduced compared with those of implement-

ing previous schemes. Besides, our scheme provides

signer anonymity.

6. Conclusion

Based on the basic principle of entanglement

swapping, we proposed an arbitrated quantum scheme

in this paper. Through coding a message with unitary

operators and combining quantum measurement with

quantum encryption, the signer can generate a sig-

nature for a given message. Combining the entangled

states generated by the TTP’s Bell measurement with

the signature information, the verifier can verify the

authentication of a signature through single quantum

state measurement. Compared with previous schemes,

our scheme is efficient and not too complex. Further-

more, our scheme can ensure the anonymity of the

signer.
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