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We present two novel quantum secure direct communication (QSDC) protocols over different collective-noise

channels. Different from the previous QSDC schemes over collective-noise channels, which are all source-encrypting

protocols, our two protocols are based on channel-encryption. In both schemes, two authorized users first share a
sequence of EPR pairs as their reusable quantum key. Then they use their quantum key to encrypt and decrypt the
secret message carried by the decoherence-free states over the collective-noise channel. In theory, the intrinsic efficiencies

of both protocols are high since there is no need to consume any entangled states including both the quantum key and
the information carriers except the ones used for eavesdropping checks. For checking eavesdropping, the two parties

only need to perform two-particle measurements on the decoy states during each round. Finally, we make a security

analysis of our two protocols and demonstrate that they are secure.
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1. Introduction

Over the last two decades, quantum mechan-
ics has provided some novel ways for processing and
transmitting quantum information. Quantum key dis-
tribution (QKD) is a remarkable branch of quantum
information, in which two remote legitimate users, say
Alice and Bob, can establish a shared private ran-
dom key and thereafter they can use this key to en-
crypt messages. Since the pioneering work of Ben-
nett and Brassard,[!! much attention has been fo-
cused on QKD.['=20) The QKD protocols proposed
in Refs. [1]-[14] are categorized as source-encrypting
QKD in Ref. [17], for their ideas are realized by split-
ting the source into two parts. Specifically, the source
is divided into one quantum part and one classical part
in Refs. [1]-[10], and two quantum parts in Refs. [11]—
[14].
the protocols presented in Refs. [17]-[20] are cate-

Different from the source-encrypting QKD,
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gorized as channel-encrypting (quantum-encrypting)
QKD schemes, in which two authorized users first
share a sequence of EPR pairs as their reusable quan-
tum key. Then they use their quantum key to encrypt
and decrypt the classical bits carried by the travel-
ling states. After that a classical key stream can be
established.

In recent years, a novel concept in quantum
cryptography, quantum secure direct communication
(QSDC), was put forward.?!l' Different from QKD,
whose task is to generate a private key, the purpose of
QSDC is to transmit a secret message directly. Due
to its instantaneous nature, QSDC is important in
some applications, which has been shown by Deng
et al.l'%21:22] and Bostrom et al.[?3] According to the
Deng-Long-Liu criterion,21:22:2425] op the one hand,
the sender Alice should confirm whether the quantum

channel is secure or not before she encodes the mes-
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sage on the quantum information carriers transmitted
as the messages cannot be discarded in QSDC.[15-21,22]
On the other hand, the security of quantum crypto-
graphic protocols is based on the error rate analysis
with the theories in statistics.['%21:22] Therefore the
quantum states in QSDC schemes should be transmit-
ted in a quantum data block.2!l While this is not a
necessary condition in QKD since the error rate analy-
sis is just a postprocessing step, and the states trans-
mitted can be abandoned as they do not carry in-
formation about the secret message.['5:21:22:25] QSDC
has been actively studied by several groups.21=48! For
example, in 2002, Long and Liu presented the first
QSDC protocol with Einstein—Podolsky—Rosen (EPR)
photon pairs and introduced the concept of a quan-
tum data block into QSDC for checking eavesdrop-
ping perfectly.?!] Then Bostrém and Felbinger pro-
posed the QSDC protocol, later referred to as the
ping-pong protocol.?3] However, it has been revealed
to be insecure in a noisy channel.[?6! In 2003, Deng
et al.' put forward a two-step QSDC protocol us-
ing a block of EPR pairs. Later, in 2004, Deng
and Long[®? proposed another QSDC protocol using
In 2005, Wang
et al.?9 proposed a multi-step QSDC protocol using

only a sequence of single photons.

blocks of multi-particle maximally entangled states as
a quantum channel and introduced a high-dimensional
QSDC protocol® with quantum superdense coding.
In the period from 2008 to 2010, a few groups!*4—46:49]
proposed some QSDC protocols over noisy channels.
Very recently, Gu et al. proposed a robust quantum
one-time-pad scheme[®3 over a collective noise and a
two-step QSDC protocol® with hyperentanglement.

Although

QSDC,21=48] they are all source-encrypting protocols.

there are many schemes for
Till now, there has been only one channel-encrypting
QSDC protocol, which was proposed by Lil°% in 2007.
However, this protocol was designed in ideal condi-
tions. In experiment, the uncontrollable interaction
between transmitted qubits and the environment de-
creases the fidelity of the transmitted qubits. At
present, it is always supposed that the noise in a
quantum channel is a collective one.l®!! That is, the
noise fluctuation is slow in time. If several photons
transmit through the noisy channel simultaneously
or they are close to each other, the changes caused
by noise on each qubit is identical. For overcoming
this kind of noise, some good methods have been pro-
posed for quantum communication, such as entangle-

[52] [53]

ment purification,!°* single-photon error rejection,

decoherence-free subspace (DFS),[4 and so on. “En-
tanglement purification is a method to distill maxi-
mally entangled states from some less-entanglement
states by sacrificing several samples affected by the
noise. The influence of noise can only be reduced
in entanglement purification, and infinite steps are
needed to get a perfect maximally entangled state.” 5%
Single-photon error rejection protocols require less
quantum resources, but it can succeed probabilisti-
cally. DFS is a subspace of a system’s Hilbert space,
which does not experience decoherence and the state
in DFS (decoherence-free state) is composed of several
qubits. As the qubits of a decoherence-free state suf-
fering from the same noise in a quantum channel will
compensate the effect of noise, the decoherence-free
state can keep the invariability under the noise. This
good feature can be used in quantum communication
over a collective-noise channel.[%:55—57]

In this paper, we present two robust channel-
collective

encrypting QSDC protocols against

noise with decoy states, which can withstand
the attack(®®59 on many other channel-encrypting
(17-19] " Different QSDC

schemes over collective-noise channels, which are all

protocols. from previous
source-encrypting protocols, our two protocols are
based on channel-encryption. In both QSDC schemes,
two authorized users first share a sequence of EPR
pairs [§T) as their reusable quantum key. Then they
use their quantum key to encrypt and decrypt the se-
cret message carried by the decoherence-free states. In
theory, the intrinsic efficiencies of both the protocols
are high since there is no need to consume any entan-
gled states including both the quantum key and the
information carriers except the ones used for eaves-
dropping checking. To check for eavesdropping, the
two parties need only perform two-particle measure-
ments on the decoy states during each round. Finally,
we make a security analysis of our two protocols and
show that they are secure in principle.

The rest of this paper is arranged as follows.
In Section 2, the two robust fault-tolerant channel-
encrypting quantum secure direct communication pro-
tocols are presented in detail, especially the distribu-
tion processes of the quantum key over the two kinds
of collective-noise channels. In Section 3, we analyze
the security of our two protocols and show that they
are secure, and finally a conclusion is made in Sec-

tion 4.
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2. The fault tolerant channel-en-
cryption quantum secure di-
rect communication protocols

against collective noise

In both of our two channel-encrypting quantum
secure direct communication protocols, two autho-
rized users should first share a sequence of EPR
pairs |¢T) which will act as the quantum key to en-
code and decode the secret message carried by the
decohenrence-free states. In this section, the two
robust fault-tolerant channel-encrypting quantum se-
cure direct communication protocols are presented
in detail respectively, especially the distribution pro-
cesses of the quantum key over the two collective-noise
channels. Here,

%) = —

\/5(\00> +[11)). (1)

2.1.Fault tolerant channel-encryption
quantum secure direct communi-
cation protocol against collective-

dephasing noise
A collective-dephasing noise can be described as
Uap|0) = 10),  Uap|1) = €'?[1), (2)
where ¢ is the noise parameter and it fluctuates with
time. |0) and |1) represent the horizontal and vertical
polarizations of photons, respectively. In general, a
logical qubit encoded into two antiparallel qubits can

be secure against this kind of noise as these two logical
qubits acquire the same phase factor i¢

0L = [0)[1),  [1)r = [1)]0). (3)

To communicate securely, at least two nonorthogonal
measuring bases (MBs) are required. Another MB is

chosen as
|HL:§;WL+MQ,
)1 = —=(0)1 — [1)1)- (4)

V2
It is straightforward to verify that [(+]|0).|]? =
[(+H)L? = [(=0)L® = [(~[1)[?, which means
{10)r,|1)r} and {|+) 1, |—) 1} form two nonorthogonal
unbiased bases. Before we describe the principle of our
robust channel-encrypting QSDC against collective-
dephasing noise, we first introduce the distribu-
tion process of the quantum key over the collective-
dephasing noise channel.

2.1.1. Distribution process of the quantum key
over the collective-dephasing noise chan-
nel

Inspired by the ideas in Ref. [55], we find an inter-
esting method for sharing the EPR pairs |#1) between
two authorized users over a collective-dephasing noise
channel. In this method, Alice prepares a sequence
of entangled states |Q3jp>AB = (1/vV2)(|0)|1)r +
DI0)r)as = (1/v2)(10)4l01) 5,5, + [1)4]10)5,5.)
and share them securely with Bob, same as the first
three steps in Ref. [55]. That is, Alice divides the
quantum entangled states into two photon sequences,
Sa and Sp. S4 is composed of all the qubits A in these
states and Sp is made up of the logical qubits B, each
of which is composed of two physical qubits B; and
Bs. Then Alice sends the logical qubit sequence Sp
to Bob and preserves the sequence S4. After receiv-
ing the sequence S, Bob randomly chooses a subset
of logical qubits as the samples for security analysis
and the rest of the logical qubits can make up the
private quantum key shared between Alice and Bob.
Bob measures each qubit in the samples by randomly

B

choosing one of the two bases 02 = 081 ® 082 and

0B = oBi@oB2. After that he tells Alice which logical
qubits are chosen as samples. Here, o1
suring the particle By with the basis o, = {|+),|—)}-

After that, Alice measures each logical qubit in Sy

means mea-

of the samples by randomly choosing one of the two
bases 02 and 0. Under these two bases, the original
entangled state can be written as

|¢;mm::i%umAmw&Bf+umumBﬁg
= S+ 4+~ = Dn.s,
Yl =4 = [+ el 6)
Here
) = ==(0) + 1)), =) = —=(10) = [1)). (6)

V2 V2

That is, the measurement outcomes obtained by Alice
and Bob are correlated if they choose the same bases
to measure their logical qubits. However, whatever a
vicious action done by Eve will destroy this correlation
and be detected, same as those in Refs. [3] and [55].
So Alice and Bob can exploit the correlation to guar-
antee the security of the transmission of the logical
qubits between Alice and Bob. After they make sure
that the transmission is secure, they have successfully
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shared a sequence of entangle states \@jp> ap. For
each of the remaining states |¢3‘p) AB, Bob performs
a controlled-NOT operation on particles B; and Bs
(CNOTpg, B,, particle By is the controller and By is
the target). Then the state of the quantum system
will be converted from |€I>3'p> AB into

1
e = —(|0)4]01 1) 4|11
|@dp) aB \/5(‘ )al0l), B, +[1)a[11)B,B,)

= %(I0>A\0>Bl + a5, (7)

So far, Alice and Bob have successfully shared a se-
quence of Bell sates |®1)ap, = (1/v/2)(|0)4]0)5, +
|1) 4|1)B,) securely, which will be used as their pri-
vate quantum key in the following QSDC protocol.

2.1.2. The principle of the robust channel-
encrypting QSDC against collective-

dephasing noise

The principle of our robust channel-encryption
QSDC protocol against collective-dephasing noise can
be described as follows.

(i) The two authorized users (Alice and Bob)
first share a sequence of N EPR pairs |[®T)ap =
(1/4/2)(|0)]0) + [1)|1))ap securely as their private
quantum key by the method described in Subsubsec-
tion 2.1.1.

(ii) Alice prepares a sequence of N traveling
states |v;) (¢ = 1,2,...,N) which are in one of the
two states {|0)r,|1)r} according to her secret me-
assage. Here, the travelling states sequence is de-
noted as St. For checking eavesdropping, similar to
Refs. [22] and [50], Alice utilizes a small trick in the
sequence St before she sends it to Bob. That is, she
inserts some decoy states,%9) which are randomly in
the four states {|0),|1)r,|+)r,|—)r} and inserted
randomly in the sequence St. Alice uses the quan-
tum key, the Bell states |#7) 4p shared with Bob to
encrypt the travelling states in the sequence St ex-
cept for the decoy states. That is, Alice performs a
controlled-U; operation (CU;) on the particles A; and
|vi) (i =1,2,...,N) by using the particle A; as the
control qubit and |v;) as target qubit. After that, Al-
ice sends all the travelling states to Bob. Here

CU =0)(0| @ I +[1){(1] @ U,
U=UpnQUyp, [=LR®I,
Uz = [1)(0] + [0)(1], Uy = [1)(0] = [0)(1]. (8)

The subscripts 1 and 2 in the unitary operations I and
U represent the first and the second physical qubits in

each logical state, respectively. The effect of the uni-
tary operation U; on each logical state can be written
as
U1]0) = 1)z,
Uil+)L = ==z,

Uil = —|0)z,
Uill-)L = |+)L. (9)

(iii) After receiving all the states that Alice has
sent to him, Bob asks Alice to tell him the positions
and the states of the decoy states in sequence ST, and
Then
Bob performs a CU; operation on particle B; and |v;)

then measures them with their initial bases.

(i=1,2,...,N) by using the particle B; as the control
qubit and |v;) as target qubit to decrypt the encrypted
states in the sequence St, similar to Alice. After that,
he measures the states |;) with the basis o, ® o, and
records the outcomes of the measurements.

(iv) With all the measurement outcomes, Al-
ice and Bob check the security of their transmission.
They analyze the error rate of the decoy states. If the
error rate is unacceptable, they abort the results and
repeat the procedures from the beginning. If the error
rate is very low, Bob can trust this transmission and
read out the message directly.

(v) If the protocol succeeds, for each of their
shared EPR pairs [@7) 4, the two parties (Alice and
Bob) rotate their respective particle by angle 6, re-
spectively. The rotation can be described as

cosf siné

R(9) = . 10
(6) —sin 6 cos @ (10)

The state |[#1) 4p does not change under bilateral op-
eration of R(0).
prevent the other parties from eavesdropping (The in-

The purpose of this operation is to

terpretation and the selection of 6 will be given later
in the security analysis section). After the rotation
for all the EPR pairs, Alice and Bob can repeat their
procedures from step (ii). That is, they use repeat-
edly the EPR |®T) op pairs as their private quantum
key to transmit the secret message again in the next
round.

2.2. Fault tolerant channel-encryption

quantum secure communication
protocol against collective-rotation

noise
A collective-rotation noise can be described as

U,|0) = cos 6]0) + sin 6]1),
U,|1) = —sin 6|0) 4 cos 6|1). (11)
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The parameter § depends on the noise and fluctuates
with time. The two Bell states |®1) = (1/1/2)(|00) +
|11)) and [&~) = (1/v/2)(|01) —|10)) are invariant un-
der this collective-rotation noise. Hence, logical qubits
under this noise can be chosen as

0n)r = [27), [L)p=o7). (12)

To communicate securely, at least two nonorthogonal
measuring bases (MBs) are required. One of the bases
is in Eq. (9), the other is

420 = %uon 1)),
=) = —=(l0)1, — [1)1). (13)

5

2

It can be easily proved that |(,+[0,)p]®> =
G+ = =02 = |G-l = 1/2,
which means {|0,)z,|1,)r} and {|+.)r,|—r)r} form
two nonorthogonal unbiased bases. Before we de-
scribe the principle of our robust channel-encrypting
QSDC against collective-rotation noise, we first intro-
duce the distribution process of the quantum key over

collective-rotation noise channel.

2.2.1. Distribution process of the quantum key
over collective-ratation noise channel

Inspired by the ideas in Ref. [55], we find an
interesting method for sharing the EPR pairs |¢T)
between two authorized users over collective-rotation
noise channel. In this method, Alice prepares a se-
quence of entangled states |®;7) ap = (1/2)(]0)|0,) 1 +
D11 2) a5 = (1/2)(10)4(100)+11)) 3, 5, + 1) 4(101)—
|10)) B, B,) and share them securely with Bob, same
as the first three steps in Ref. [55]. That is, Alice
divides the quantum entangled states into two pho-
ton sequences, S4 and Sp. S4 is composed of all
the qubits A in these states and Sp is made up of
the logical qubits B, which is composed of two phys-
ical qubits By and By. Then Alice sends the logi-
cal qubit sequence Sp to Bob and keeps the sequence
S4. After receiving the sequence S, Bob randomly
chooses a subset of logical qubits as the samples for
security analysis and the rest of the logical qubits can
be used to establish the private quantum key shared
between Alice and Bob. Bob measures each qubit in
the samples by randomly choosing one of the two bases
oB =081 @052 and 05 = Jfl ® 052. After that he

tells Alice which logical qubits are chosen as samples.

By

! means measuring the particle B; with the

Here, o

basis 0, = {|0),|1)}. After that Alice measures each
logical qubit in S4 of the samples by randomly choos-
ing one of the two bases ¢! and az‘;‘. Under these two
bases, the original entangled state can be written as

) a5 = 5(10)4(00) + 1) 5,5,
F10)4(01) ~ 10)5,5,)
= S5+ 0al+ el =),

+l=val—vml+y)e). (14
Here
1 .
+9) = —5(0) + i),
1
| —y) = \ﬁ

That is, the measurement outcomes obtained by Alice

(10) = i[1)). (15)

and Bob are correlated if they choose the same bases
for their logical qubits. However, whatever a vicious
action done by Eve will destroy this correlation and
be detected, same as those in Refs. [3] and [55]. So
Alice and Bob can exploit the correlation to guarantee
the security of the transmission of the logical qubits
between Alice and Bob. After they make sure that
the transmission is secure, they successfully share a
sequence of entangled states |®;) 45. Then Alice and
Bob perform operations S® S® S and H® H® H on
each of their entangled state |®,") 45. Here S is phase
gate and H is Hadamard gate

g_ (1o g L (11 16)
0 il v2 1 -1

After these operations, the state of the quantum sys-
tem will be converted from |®;") 45 into

|:’> fi
HTAB*\@

For each of the remaining state |=}.) 45, Bob performs

(1) A1) 5,10) B, +10)4[0) 5, 1) B,)- (17)

a controlled-NOT operation on particles B; and Bs
(CNOTg, B,, particle By is the controller and Bs is
the target). Now the state is in the form

1
V2
1
V2
So far, Alice and Bob have successfully shared a se-
quence of Bell sates |¢F) 45, = (1/v/2)(]0)4|0)p, +
[1)4|1) B, ) securely, which will be used as their pri-

) a = —=(11)all)B,[1) B, +10)4/0)5,[1)5,)

5

(IDal1) B, +10)40)5,)[1)5,.  (18)

vate quantum key in the following QKD protocol.
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2.2.2. The principle of the robust channel-
encrypting QSDC against collective-

rotation noise

The principle of our robust channel-encryption
QSDC protocol against collective-rotation noise can
be described as follows.

(I) The two authorized users (Alice and Bob)
share a sequence of N EPR pairs |[01)sp =
(1/v/2)(10)[0) + [1)[1))ap securely as their private
quantum key by the method described in Subsubsec-
tion 2.2.1.

(IT) Alice prepares a sequence of N traveling
states |v;) (i = 1,2,...,N) which are in one of the
two states {|0,)r, |1,)1} according to her secret mes-
sage. Here, the travelling states sequence is denoted as
St. For checking eavesdropping, similar to Refs. [22]
and [50], Alice utilizes a small trick in the sequence St
before she sends it to Bob. That is, she inserts some
decoy states,[%% which are randomly in the four states
{10-) L, 11+) L, |[4++) L, |—+)r} and inserted randomly in
the sequence St. Alice uses the quantum key, the Bell
states |®T) ap shared with Bob to encrypt the trav-
elling states in the sequence St except for the decoy
states. That is, Alice performs a controlled-Us opera-
tion (CUs) on the particle A; and |y;) (i = 1,2,...,N)
by using the particles A; as the control qubit and |~;)
as target qubit. After that, Alice sends all the travel-
ling states to Bob. Here

CUz = 0)(0| @I+ [1)(1[ @ Uz, Uz =11 @Uyp,

Uy, =1)(0] —10)(1], I=1I ® L. (19)
The subscripts 1 and 2 in the unitary operations I and
U represent the first and the second physical qubits in
each logical state, respectively. The effect of the uni-

tary operation U; on each logical state can be written
as

U2|0’I">L = |1’I">L)
Us|+r)r = —|=r)L,

U2|1r>L - _|0r>La
Us|=r)r = [+r)1- (20)

(III) After receiving all the states Alice sent to
him, Bob asks Alice to tell him the positions and the
states of the decoy states in sequence ST, and then
Then Bob
performs a CUs, operation on particles B; and |v;)

measures them with their initial bases.

(i=1,2,...,N) by using the particle B; as the con-
trol qubit and |v;) as target qubit to decrypt the en-
crypted states in the sequence St, similar to Alice.
After that, he measures the states |v;) with Bell basis
and records the outcomes of the measurements.

(IV) With all the measurement outcomes, Al-
ice and Bob check the security of their transmission.
They analyze the error rate of the decoy states. If the
error rate is unacceptable, they abort the results and
repeat the procedures from the beginning. If the error
rate is very low, Bob can trust this transmission and
read out the message directly.

(V) If the protocol succeeds, for each of their
shared EPR pairs |@1) 4, the two parties (Alice and
Bob) rotate their respective particle by angle 6, re-

spectively. The rotation can be described as

0 sind
R(O) = cosf sin ' (21)
—sinf cos @

The state |[¢+) 4p does not change under bilateral op-
eration of R(6).
prevent the other parties from eavesdropping (the in-

The purpose of this operation is to

terpretation and the selection of 6 will be given later
in the security analysis section). After the rotation
for all the EPR pairs.
their procedures from step (II). That is, they use the

Alice and Bob can repeat

EPR |¢71) 4p pairs repeatedly as their private quan-
tum key to transmit the secret message again in the
next round.

3. Security analysis

Suppose Eve is an evil attacker who wants to
eavesdrop the transmitted secret message without be-
ing detected. Now let us discuss the security of our
two proposed schemes. We analyze the security of the
quantum-encrypting QSDC against collective-rotation
noise in detail. As for the security of the quantum-
encrypting QSDC against collective-dephsing noise, it
can be made the same as the case with a collective-
rotation noise.

First, we analyze the security of the distribution
process of the quantum key over collective-rotation
noise channel. As the logical states in Sp are al-
ways in the maximal mixture of |0,); and |1,)f
((1/2)[07) (0] + (1/2)|1;) L L(1+|) during the trans-
mission, the intercept-resending attack strategy by
Eve will not work. The transmission of the sequence
Sp from Alice to Bob is completely the same as
that in the Bennett—Brassard-Mermin 1992 (BBM92)
QKD protocol,!¥ which has been proven unconditional
secure.[01:62 Therefore, there is security problem of
the transmission of the sequence Sp from Alice to Bob
in principle. That is to say, our distribution process of
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the quantum key over collective-rotation noise channel
is secure in principle.

Based on the security analysis of the distri-
bution process of the quantum key, now we an-
alyze the security of the process of transmitting
the secret message directly between Alice and Bob
with their shared quantum key. In theory, this
channel-encrypting QSDC protocol is secure for any
intercepting-resending attack strategies if the quan-
tum key is private. Because the proposed scheme
is equivalent to a quantum one-time-pad crypto-
system?2:63 under the condition that the quantum
key is private. The encryption on a travelling state
|v:) with a CU, operation makes it entangle with a
quantum system in the quantum key |[®T)ap. Af-
ter the C'U; operation done by Alice, the three par-
ticles A;, B;, and |y;) are in the state |®)ap,
W/VD(I000)[0,)2 + L)L) am, of [P)am, —
(1/v/2)(10)0)[1,) . + [1)1)]0,)1) 4B+, randomly. It is
obvious that the logical qubits |y;) in St are al-
ways in the maximal mixture of |0,); and |1,)r
(I7)=(1/2)10r) L £{0s| + (1/2)[1;)LL(15|) during the
transmission. Therefore, the eavesdropper cannot
elicit any information even if she intercepts the ci-
pher text. If Eve wants to steal the message carried
by the travelling states |7;), she should eavesdrop the
quantum key by capturing the states sent in the dis-
tribution process of the quantum key, and then steal
the information of the travelling states |7y;) transmit-
ted in the following rounds. However, her action will
inevitably leave a track in the eavesdropping check,
because the distribution process is the same as the
famous BBM92 protocol,®l which has been proved se-
cure.

Then we consider the individual attack('”%8] on
many other channel-encrypting protocols, in which the
eavesdropper first entangles his own state with Alice
and Bob’s quantum key [#7)4p and utilizes this en-
tangled relation to elicit some information of the se-
cret message without being detected. The procedure
of checking eavesdropping done by the two authorized
users (Alice and Bob) in this scheme, in essence, is the
same as that in the BB84 QKD protocol.l'! That is,
the decoy states are produced by choosing randomly
one of the two bases {|0,) ., [1,)r} and {|+), |—r)1},
and are randomly inserted into the travelling states
sequence St. Also, Bob measures them with their ini-
tial bases after he receives the travelling sequence and
obtains the information about their bases of the de-
coy states. For any eavesdropper, the bases chosen by

Bob are random, even though they are announced in
public finally. Same as that in the BB84 protocol,!!]
any eavesdropping will inevitably disturb part of the
states of the decoy states and be detected by the two
authorized users if an eavesdropper eavesdrops in the
quantum channel. However, different from the ran-
dom classical bits in QKD, the ones transmitted in
QSDC protocols are the secret message which can
neither be leaked out nor be discarded. In order to
make the eavesdropper using the individual attack
strategy[!7-58! obtain no information of the transmit-
ted secret message before our eavesdropping check.
Alice and Bob need to add a small trick before each
new round. That is, they rotate their respective par-
ticle by angle 6 respectively, for each of their shared
EPR pairs |#1) 4 5. Here the rotation can be described
as

0 sinf
R(O) = cosf sin . (22)

—sinf cos @

It has been proved in Ref. [59] that the individual
attacks!'®58] on many other channel-encrypting proto-
cols are invalid when § # kr+n/4 (k= 0,£1,£2,...).
Therefore, the eavesdropper cannot elicit any informa-
tion with these individual attacks when we choose a
proper 8 and will inevitably be detected in the eaves-
dropping check.

So far, we have demonstrated that the proposed
protocols can resist all the intercept-resending attack
strategies and the individual attacks that are fatal to
many other channel-encrypting schemes. Moreover, as
the noises in a practical channel may affect the entan-
glement of the private quantum key, the users in our
protocols should exploit entanglement purification[®?
to keep the entanglement in the quantum key, and do
quantum privacy amplification[%3:54] on them to insure
the security of their private quantum key as well.

4. Conclusion

In summary, two robust channel-encrypting quan-
tum secure communication protocols over differ-
ent collective-noise channels are proposed.  One
is against collective-dephasing noise, the other is
against collective-rotation noise. Different from other
channel-encrypting schemes, the procedures of sharing
the EPR pairs which will act as the quantum key in
the proposed fault-tolerant protocols between two au-
thorized users are described in detail. In our protocols,
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the classical information is encoded into two-particle
logical states, which is invariant when it is transmitted
in the collective-noise channel. For checking eaves-
dropping, the two parties only need to perform the
two-particle measurements on the decoy states. Fur-
thermore, the quantum key is reusable and the eaves-
dropper cannot elicit any information from the states
that Alice sends to Bob.

Compared with other quantum secure direct com-
munication protocols, there are several remarkable ad-
First, different from the
previous channel-encrypting QSDC scheme designed

vantages in our protocols.

in ideal conditions, our two protocols can resist collec-
tive noise. Second, our proposed protocols can resist

individual attacks®® which are fatal to many other

§.[17-19]

channel-encrypting protocol Third, only pas-

sive detection is enough to gain the message, except
for the requirement of two nonorthogonal bases mea-
surement for the eavesdropping check, Bob need not
switch his two conjugate bases to obtain the secret
message. Moreover, it is unnecessary for the two par-
ties to discard states. In theory, the intrinsic efficien-
cies of both the protocols are high since there is no
need to consume any entangled states including both
the quantum key and the information carriers except
the ones used for eavesdropping check.
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