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Passive decoy state quantum key distribution (PDS-QKD) has advantages in high-speed scenarios. We propose
a modified model to simulate the PDS-QKD with a weak coherent light source based on Curty’s theory [Opt. Lett.
34 3238 (2009)]. The modified model can provide better performance in a practical PDS-QKD system. Moreover, we
report an experimental demonstration of the PDS-QKD of over 22.0-dB channel loss.
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1. Introduction

Quantum key distribution (QKD)[!~3! provides a
method to exchange keys between two legal parties
(Alice and Bob), regardless of the computational and
technological power of the eavesdropper (Eve). The
security is guaranteed by quantum mechanics. Many
research groups have realized point-to-point QKD sys-
tems or QKD networks,2~9 and focus on the analysis
and simulation of practical QKD systems and imper-
fect devices.[3:10-11]

The QKD protocols of BB84 class are based on a
single-photon source, which is still beyond the prac-
tical implementation capabilities at present. As a re-
sult, weak coherent light sources are used instead in
practical QKD systems. This kind of light source oc-
casionally emits multiple-photon pulses, which is vul-
nerable to the photon-number-splitting attack.[*2—14]
Hwang et al. have proposed the decoy state method to
overcome the photon-number-splitting attack.!'>—18]
Most decoy state QKD experiments employ the vari-
able optical attenuator to modulate the intensity of
the light pulse actively. By contrast, the decoy state
QKD schemes based on passive optical elements!!9~22
reduce electronic controller difficulty, and have ad-

DOI: 10.1088/1674-1056/21/10/100307

vantages especially in high-speed QKD scenarios. In
addition, it is less possible for Eve to distinguish
between decoy and signal states in the passive de-
coy state method.?!l In 2009, Curty et al.
posed a convenient method to obtain a non-Poissonian

pro-

light source,?*24 which could be a crucial element
to realize the passive decoy state QKD (PDS-QKD).
Our preliminary work experimentally implemented an
intrinsic-stable non-Poissonian light source based on
Curty’s theory.?®! In this paper, we modify the simu-
lation model for a practical PQS-QKD system based
on Curty’s protocol when employing a weak coher-
ent light source, and obtain a better key generation
rate under the same condition. Then an experimental
PDS-QKD system is accomplished over 22.0-dB chan-
nel loss.

2. Modified model

The modified model of a practical PDS-QKD sys-
tem is shown in Fig. 1. The part inside the dashed
square is the non-Poissonian light source scheme pro-
posed in Ref. [23]. The interference of two Fock diag-
onal states at the beam splitter makes the pulses out
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of port a obey a non-Poissonian distribution. Moni-
toring the detection results in port b, Alice and Bob
can treat no-click and click events differently to em-
ploy the decoy state QKD.[??! Before the pulses enter
into the public channel, they will be attenuated in the
practical PDS-QKD system by some optical elements,
such as the phase modulator, to encode the pulses.
The loss in Alice’s side cannot be ignored as the ac-
tive decoy state method usually does. Curty et al.
have analyzed the setup in the dashed square while
using a weak coherent light source.!?24 However, an
attenuator of transmittance ¢» should be added into
the model of transmitter. Then the modified model

can be analyzed as follows.
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Fig. 1. Modified model, where BS stands for the beam
splitter, and the transmittance is t; = 1/2.

In Fig. 1, two phase-randomized weak coherent
laser pulses,
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interfere at the beam splitter, where py and po denote
the mean photon numbers. The joint probability of

having n photons in port ¢ and m photons in port b
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where v = 1 + pa, v = [urts + p2(l —t1) + cosb] /v,
and £ = 2\/m . The probability of having
n photons in port ¢ obeys the non-Poissonian distri-
bution, which can be given as

o 2m

anm: o

(yta)" e 72d6.  (2)

As the threshold detector produces no click in port b,
the joint probability of finding n photons in port ¢ can
be expressed as

oo

P, =(1—¢€) Z (1 =n4)"Pn,m
m=0
vhte v 1 o n —vy(ta—na)
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where 74 and € indicate the quantum efficiency and the
dark count rate of the monitor detector, respectively.

Conversely, we obtain the joint probability of find-
ing n photons in port ¢ and a click in the monitor de-
tector as pS = p!, — pS. The conditional photon num-
ber distribution in port c varies owing to the monitor’s

results
a, :p%/( ~Nw), 4, =0p,/Nw, (4)
an =(1—e€e —nalp1 (1—t1)+p2ta] To.nae, (5)
where
1 27
I, .= %/ cos (gf) e* 39 do
0

stands for the modified Bessel function of the first
kind.

Consequently, the gain @) and the quantum bit er-
ror rate (QBER) E can be calculated in the following
equations

= pYa=Nw —(1-¢)(1-Yp)
n=0
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where w = piti+pa(l—t1), Y, = 1—-(1-Y0) (1—7sys)™,
and Y, e, = Ypeg+ (Y, —Yo)eq. The parameter nys =

QtEt —

nBOblO_O‘d/ 10 ig the overall transmittance, which in-
cludes the loss in Bob’s apparatus and the public chan-
nel, and we assume o = 0.21 dB/km in the simulation.
The Y,, and e, represent the yield rate and the error
rate of an n-photon signal, respectively. And eq is
the probability that a signal hits Bob’s detector by
mistake due to the misalignment of the interferome-
ter. All these parameters are the same as those in
Refs. [18] and [24].

The key generation rate Egs. (4), (5), (A5), (A10),

(A12), (A16), and (A18) in Ref. [24] are still valid in
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our modified model. We provide explicit expressions
for pt, and p with n =0,1,2

Py = e "Iy, (10)
Pl =tae™ " (Wlper, — ETier,), (11)
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where 7 = (1 — €) e~ [nav+(t2=na)e],
We assume that t5 = 0.2 and the standard BB84
protocol is adopted,!! the simulation is based on the

(4] The results in

parameters of the GYS experiment.
Fig. 2 indicate that the optimized parameters p; and
e prolong the secure distance, and the maximum se-
cure distance is about 128.25 km. Note that the opti-
mal parameters should be analyzed based on the value

of t9 in different QKD protocols.
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Fig. 2. (colour online) Simulation results for the prac-
tical QKD system: curve a for PDS-QKD, pu; = 0.5,
u2 = 1074, the optimal parameters proposed in Ref. [24];
curve b for PDS-QKD, p1 = 1.7, p2 = 10~%, based on the
modified model; curve c for active two-decoy-state QKD
with weak coherent pulse.[!8]

3. Proof-of-principle experiment

To demonstrate this scheme, we performed the
PDS-QKD experiment based on the non-Poissonian
light sourcel?® and the Faraday-Michelson system
(FMI),1>=% as shown in Fig. 3. The non-Poissonian
light source is inside the dashed square. The 1550-
nm laser emitted the light pulses at the frequency

of 1 MHz. The 1:99 beam splitter (BS;) transmit-
ted most of the power to the synchronous detectors
(Syn), which were designed to trigger the single pho-
ton detectors (SPD). The pulses were attenuated by
an electronic variable optical attenuator (EVOA) to
guarantee that puy = 2, pus = 0.5. To reveal the phys-
ical process clearly, the optimal parameters p; and
o were not chosen to avoid the situation that the
yield rates of click and no-click events cannot be dis-
tinguished obviously.?*) The monitor detector, IDQ
id200 SPDy;, had a quantum efficiency of 6.6% and a
dark count rate of 8.1 x 10~¢ per 2.5-ns gate. Since
Faraday rotator mirrors (FM) can change any incom-
ing polarization state into its orthogonal state, they
were employed to solve the instability owing to the
polarization-dependent loss and the polarization mode
dispersion of the single mode communication fiber.[2-?!
Half of the pluses were blocked by the intensity modu-
lator (IM),[?4 so the security analysis in Ref. [10] can
be applied in this scheme.

Fig. 3.

(colour online) PDS-QKD system, where CIR
stands for the circulator, and DL is the 200-m delay line.

The BB84 phase-coding protocol? was realized
in the system. The pulses through Alice’s FMI were
encoded randomly by one of {{0,7},{n/2,3n/2}}.
The transmittance between the light source and the
public channel was ¢t = 0.187. Bob also decoded
the pulses randomly by one of {{0,7},{n/2,37/2}},
and employed only one IDQ id200 SPD. The quan-
tum efficiency was 6.16%, and the dark count rate was
1.2x 1076 per 2.5-ns gate. After declaring the basis set
selected in every time bin when Bob detected photons,
the sifted keys with the same basis sets were kept. The
experimental results are listed in Table 1. We tested
the system over different channel losses respectively,
then distilled the secret keys from both click and no-
click events. The experiment finally got the key gen-
eration rate based on the GLLP formulal'®-?4 and the
modified model, which indicated the feasibility of the
PDS-QKD protocol. Figure 4 shows the experimental
results and the simulation results based on the param-

eters in our experiment.
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Table 1. QKD experiment results, where CL is the channel loss, and KGR is the key generation rate per pulse.

CL/dB Monitor Ratio Yield rate QBER KGR

click 8.0% 7.57x10~° 1.21% -

10.3 no-click 92.0% 1.10x10% 0.99% -
total 100% 1.07x10~4 1.00% 3.85x1075
click 8.1% 2.59x10~° 2.91% -

14.9 no-click 91.9% 3.91x10~° 2.15% -
total 100% 3.80x1075 2.19% 8.85%x1076
click 8.0% 6.14x1076 6.40% -

22.0 no-click 92.0% 8.68x10~6 5.77% -
total 100% 8.48x10~6 5.81% 6.23%x10~7
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Fig. 4. (colour online) Simulation and experiment results,
where the red line is the simulation result based on exper-
imental parameters, and eg = 0.006, ngop, = 0.00516; the
star points are obtained directly from experiment.

4. Conclusion

In summary, we proposed a modified model for a
practical passive decoy state QKD system employing
the non-Poissonian light source produced from a weak
coherent light source. The simulation results showed
that the modified model could provide a better refer-
ence to set parameters in the experiments. Combin-
ing the intrinsic-stable light source with the Faraday—
Michelson system, we performed a proof-of-principle
demonstration of the passive decoy state QKD. This
kind of QKD protocol is attractive because of its po-
tential and advantage for high-speed applications.

References

[1] Bennett C H and Brassard G 1984 Proceedings of the
IEEE Int. Conf. on Computers, Systems and Signal Pro-
cessing Bangalore, India, p. 175

[2] Gisin N, Ribordy G, Tittel W and Zbinden H 2002 Rev.
Mod. Phys. 74 145

[3] Scarani V, Bechmann-Pasquinucci H, Cerf M, Dusek N J,
Liitkenhaus N and Peev M 2009 Rev. Mod. Phys. 81 1301

[4

(5]

6

[7

(8]

[

[10]
[11]
[12]
[13]
[14]
[15]

(16]

(17]
(18]

(19]
20]

21]
(22]

23]
[24]

(25]

100307-4

Gobby C, Yuan Z L and Shields A J 2004 Appl. Phys.
Lett. 84 3762

Mo X F, Zhu B, Han Z F, Gui Y Z and Guo G C 2005
Opt. Lett. 30 2632

Yin Z Q, Han Z F, Chen W, Xu F X, Wu Q L and Guo
G C 2008 Chin. Phys. Lett. 25 3547

Chen W, Han Z F, Zhang T, Wen H, Yin Z Q, Xu F X,
Wu Q L, Liu Y, Zhang Y, Mo X F, Gui Y Z, Wei G and
Guo G C 2009 IEEE Photon. Technol. Lett. 21 575

Xu F X, Chen W, Wang S, Yin Z Q, Zhang Y, Liu Y,
Zhou Z, Zhao Y B, Li H W, Liu D, Han Z F and Guo G
C 2009 Chin. Sci. Bull. 54 2991

Wang S, Chen W, Yin Z Q, Zhang Y, Zhang T, Li H W,
Xu F X, Zhou Z, Yang Y, Huang D J, Zhang L J, LiF Y,
Liu D, Wang Y G, Guo G C and Han Z F 2010 Opt. Lett.
35 2454

Gottesman D, Lo H K, Liitkenhaus N and Preskill J 2004
Quantum Infor. Comput. 4 325

Liu D, Yin Z Q, Wang S, Wang F M, Chen W and Han Z
F 2012 Chin. Phys. B 21 060202

Huttner B, Imoto N, Gisin N and Mor T 1995 Phys. Rev.
A 51 1863

Brassard G, Liitkenhaus N, Mor T and Sanders B C 2000
Phys. Rev. Lett. 85 1330

Liitkenhaus N 2000 Phys. Rev. A 61 052304

Hwang W Y 2003 Phys. Rev. Lett. 91 057901

Lo H K, Ma X and Chen K 2005 Phys. Rev. Lett. 94
230504

Wang X B 2005 Phys. Rev. Lett. 94 230503

Ma X, Qi B, Zhao Y and Lo H K 2005 Phys. Rev. A 72
012326

Mauerer W and Silberhorn C 2007 Phys. Rev. A 75 050305
Adachi Y, Yamamoto T, Koashi M and Imoto N 2007
Phys. Rev. Lett. 99 180503

Ma X and Lo H K 2008 New J. Phys. 10 073018

Xu F X, Wang S, Han Z F and Guo G C 2010 Chin. Phys.
B 19 100312

Curty M, Moroder T, Ma X and Liitkenhaus N 2009 Opt.
Lett. 34 3238

Curty M, Ma X, Qi B and Moroder T 2010 Phys. Rev. A
81 022310

Zhang Y, Chen W, Wang S, Yin Z Q, Xu F X, Wu X W,
Dong C H, Li H W, Guo G C and Han Z F 2010 Opt.
Lett. 35 3393



