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In the paper [2010 Chin. Phys. B 19 050306], Yang et al. put forward a novel three-party quantum secret sharing

protocol of secure direct communication based on χ-type entangled states, they claimed that the scheme is secure.

However, in this paper, we study the security of the protocol and find that it is insecure. Applying intercept and resend

attack, the agent Bob can obtain Alice’s secret without the help from the other agent Charlie. In the end, we give our

effective modification for its improvement.
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Quantum cryptography exploits the principles of
quantum mechanics to enable secure distribution of
private information. In 1984, Bennett and Brassard
used four quantum states to put forward the first
quantum key distribution (QKD) protocol[1] in which
two legitimate parties, Alice and Bob, generate a se-
cret key over a long distance and use the secret key to
encrypt and decrypt secret messages. Because there
are many branches in classical cryptography, there are
many other interesting branches of quantum cryptog-
raphy too, such as quantum secure direction commu-
nication (QSDC), quantum secret sharing (QSS), and
so on. Compared with QKD and QSDC, QSS has
a more complex security analysis, for both the out-
side eavesdropper’s and the inside dishonest agent’s
attacks must be considered. We know that the attack
power of the dishonest agent is much stronger than the
outside eavesdropper. Since the first QSS protocol[2]

was proposed by Hillery, Bužek and Berthiaume in
1999, the design and security analysis of QSS proto-
cols have attracted a great deal of attention.[3−28]

In a recent paper[29], Yang et al. put forward a
novel three-party QSS protocol (we call it the Yang
protocol) of secure direct communication based on
genuine four-qubit χ-type entangled states.[30,31] They
claimed that the scheme is secure. However, in this

paper, we study the security of this protocol and find
that it is insecure. Applying intercept and resend at-
tack, one agent Bob can obtain Alice’s secret without
help from the other agent Charlie. We will also give
our effective modification to improve it in this paper.

To maintain the integrity of the paper, let us re-
view some properties of the χ-type states that will be
used throughout this paper.

An orthogonal basis of four-qubit Hilbert space
can be constructed by

{|χij〉3124 = σi
3σ

j
1|χ00〉3124|i, j = 0, 1, 2, 3,},

where σi (σj) is one of the four Pauli operators, i.e.,

σ0 = |0〉〈0| + |1〉〈1|, σ1 = |0〉〈0| − |1〉〈1|,
σ2 = |0〉〈1| + |1〉〈0|, σ3 = |0〉〈1| − |1〉〈0|,

and

|χ00〉3124 =
1

2
√

2
(|0000〉 − |0011〉 − |0101〉 + |0110〉

+ |1001〉 + |1010〉 + |1100〉 + |1111〉)3124.

We also denote the set

{|χij〉3124 = σi
3σ

j
1|χ00〉3124|i, j = 0, 1, 2, 3,}

as orthonormal basis set (FMB) as that in the Yang
protocol.[29] The state |χ00〉3124 can be rewritten in
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the following way simply by regrouping terms

|χ00〉3124 =
1
2
(|Φ−

1 〉|0+〉 + |Φ+
1 〉|0−〉

+ |Ψ−
1 〉|1+〉 + |Ψ+

1 〉|1−〉)3124, (1)

|χ00〉3124 =
1
2
(|Φ+

2 〉|+0〉 + |Φ−
2 〉|−0〉

− |Ψ+
2 〉|+1〉 − |Ψ−

2 〉|−1〉)3124. (2)

Here,

|Φ±
1 〉 =

1√
2
(|ϕ+〉 ± |ψ−〉), |Ψ±

1 〉 =
1√
2
(|ϕ−〉 ± |ψ+〉),

|Φ±
2 〉 =

1√
2
(|ϕ+〉 ± |ψ+〉), |Ψ±

2 〉 =
1√
2
(|ψ−〉 ± |ϕ−〉),

where

|ϕ±〉 =
1√
2
(|00〉 ± |11〉), |ψ±〉 =

1√
2
(|01〉 ± |10〉),

|±〉 =
1√
2
(|0〉 ± |1〉).

The |Φ±
1 〉 and |Ψ±

1 〉form an orthogonal basis AMB1

for the two-qubit Hilbert space, while |Φ±
2 〉 and

|Ψ±
2 〉 form another orthonormal basis AMB2 for

the two-qubit Hilbert space. If the operation H =
1√
2
(|0〉〈0| + |1〉|0〉 + |0〉〈1| − |1〉〈1|) is performed on

qubits 2 and 4, the states in Eqs. (1) and (2) are trans-
formed into the following states:

(I3 ⊗ I1 ⊗ H2 ⊗ H4)|χ00〉3124

= (I3 ⊗ I1 ⊗ H2 ⊗ H4)
1
2
(|Φ−

1 〉|0+〉

+ |Φ+
1 〉|0−〉 + |Ψ−

1 〉|1+〉 + |Ψ+
1 〉|1−〉)3124

=
1
2
(|Φ−

1 〉|+0〉 + |Φ+
1 〉|+1〉

+ |Ψ−
1 〉|−0〉 + |Ψ+

1 〉|−1〉)3124, (3)

(I3 ⊗ I1 ⊗ H2 ⊗ H4)|χ00〉3124

= (I3 ⊗ I1 ⊗ H2 ⊗ H4)
1
2
(|Φ+

2 〉|+0〉

+ |Φ−
2 〉|−0〉 − |Ψ+

2 〉|+1〉 − |Ψ−
2 〉|−1〉)3124

=
1
2
(|Φ+

2 〉|0+〉 + |Φ−
2 〉|1+〉

− |Ψ+
2 〉|0−〉 − |Ψ−

2 〉|1−〉)3124. (4)

In the following, we provide a brief review of Yang
protocol.[29]

(i) Alice and her two agents, Bob and Charlie,
agree that each of the 16 mutually orthogonal χ-
type states {|χij〉3124|i, j = 0, 1, 2, 3} represents four-
bit classical information. Alice prepares an ordered
N four-qubit χ-type entangled state sequence accord-
ing to her secret message and i + j + k entangled
particle quartets all in the state |χ00〉3124 used for

eavesdropping checks. Alice randomly inserts each
of the i + j + k checking photon quartets one by
one into the ordered N photon quartet sequence and
records each position. Alice takes one particle from
each entangled quartet to form four ordered parti-
cle sequences: S1 : [P 1

1 , P 2
1 , . . . , PN+i+k+j

1 ], S2 :
[P 1

2 , P 2
2 , . . . , PN+i+k+j

2 ], S3 : [P 1
3 , P 2

3 , . . . , PN+i+k+j
3 ],

S4 : [P 1
4 , P 2

4 , . . . , PN+i+k+j
4 ]. Alice keeps particle se-

quences S1 and S3 while sending the particle sequences
S2 and S4 to Bob.

(ii) Bob first inserts a filter in front of his devices
to filter out the photon signals with an illegitimate
wavelength to prevent invisible photon eavesdropping
(IPE) Trojan horse attack strategies.[32,33] After Bob
receives sequences S2 and S4, Alice publicly announces
the positions of the i checking entanglement quartets.
For each of these i checking quartets, Bob measures
the corresponding checking photons in his laboratory
by using the basis BMB1 ({|0+〉, |0−〉, |1+〉, |1−〉}) or
the basis BMB2 ({|+0〉, |−0〉, |+1〉, |−1〉}) randomly
and then publishes his measurement outcome. Then
Alice measures the corresponding photons using the
AMB1 basis or the AMB2 basis according to what Bob
has published. If the error rate exceeds the threshold,
the process is aborted. Otherwise, for each two corre-
sponding photons in the same positions in sequences
S2 and S4, Bob randomly generates five classical bits
B1, B2, B3, B4, B5, and then applies the operation
σ2B1+B2 and σ2B3+B4 on qubits 2 and 4, respectively.
Then he encrypts the particles by performing the op-
eration HB5 , respectively. Bob sends the ordered se-
quences S2 and S4 to Charlie.

(iii) To prevent IPE Trojan horse attack strate-
gies, Charlie first does as Bob. After confirming that
Charlie has received the ordered sequences S2 and
S4, Alice publicly announces the positions of the k

quartets. For each of these k quartets, Charlie mea-
sures the corresponding checking photons by using the
BMB1 basis or the BMB2 basis randomly and pub-
lishes his measurement outcome. Then Alice lets Bob
publish the unitary operation which he has performed
on the checking photons. If Bob’s unitary operation
is H, then Alice measures the corresponding check-
ing photons by using the corresponding basis accord-
ing to Eqs. (3) and (4). Otherwise, she measures the
photons using the corresponding basis according to
Eqs. (1) and (2). If the error rate exceeds the thresh-
old, the process is aborted. Otherwise, Alice sends the
retained N+j ordered S′

1 and S′
3(S

′
1 and S′

3 denote the
remainder photons in the S1 and S3 sequences except
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for eavesdropping check) sequences to Charlie.
(iv) After Charlie receives the photons, if Bob and

Charlie collaborate, both Bob and Charlie can obtain
the raw secret message including Alice’s secret mes-
sage and the additional 4j useless bits as follows. For
each photon quartet, if Bob’s unitary operation is I,
then Bob and Charlie directly measure the particles in
their sites in the basis FMB. If Bob’s unitary operation
is H, they first perform a Hadamard operation on the
S′

2 and S′
4(S

′
2 and S′

4 denote the remainder photons
in the S2 and S4 sequences except for eavesdropping
check) photons and then performs a measurement on
the quartet in the basis FMB and deduces the secret
bits Alice has imposed on this photon quartet. How-
ever, if Bob and Charlie do not collaborate, neither of
them can access to Alice’s secret message.

(v) Alice publicly announces the positions of the
retained j checking quartets for Bob and Charlie to
extract her exact secret message from the raw secret
message and to check whether the sequences S′

1 and
S′

3 travelling from Alice site to Charlie’s site have been
attacked, which is called message authentication.

Yang et al. claimed that the scheme is secure.
However, they only considered the situation where the
dishonest participant is Charlie,[29] agent Bob in the
Yang protocol has more advantages in an attack than
agent Charlie as Bob can cheat while Alice lets him
publish the unitary operation which he has performed
on the checking photons. Applying the intercept and
resend attack, Bob can obtain Alice’s secret without
help from Charlie.

Now, let us give an outline of our attack strat-
egy: in (ii), after having applied operations σ2B1+B2

and σ2B3+B4 on qubits 2 and 4 and encrypting these
particles by performing the operation HB5 (actually,
Bob does nothing to these photons, in other words,
all the classical bits B1, B2, B3, B4, B5 are 00000),
Bob does not send the ordered sequences S2 and S4 to
Charlie but stores these two sequences well, then Bob
prepares N + j + k entangled particle quartets all in
the state |χ00〉3124 as that Alice does, Bob takes out
photons 2 and 4 from each entangled particle quartets
and constitutes the ordered sequences SF

2 and SF
4 , then

Bob sends SF
2 and SF

4 to Charlie. It is obvious that
Bob’s cheat can escape the detection of Charlie’s IPE
Trojan horse attack strategies. After having obtained
the positions of the k checking entanglement quar-
tets announced publicly by Alice and the basis and
the measurement outcome of the corresponding check-
ing photons (photons 2 and 4) announced publicly

by Charlie, Bob measures the corresponding check-
ing photons in the ordered sequences S2 and S4 by
using the BMB1 basis or the BMB2 basis according
to Charlie’s choice. Through comparing the measure-
ment outcome with Charlie’s announcement, Bob can
make sure the classical bits B1, B2, B3, B4, B5 which
he should publish. These classical bits accord with Al-
ice’s measurement outcome. The detailed procedure is
as follows. Suppose that Charlie measures the corre-
sponding checking photons by using the BMB1 basis
and publishes his measurement outcome |0−〉, then for
each k, checking entanglement quartets in the ordered
sequences S2 and S4, Bob measures the corresponding
checking photons by using the BMB1. If Bob’s mea-
surement outcome is |0+〉, Bob publishes the unitary
operations that he has performed on the checking pho-
tons. They are σ0⊗σ1, σ0⊗σ3, σ1⊗σ1 or σ1⊗σ3 (the
corresponding B1, B2, B3, B4, B5 are 00010, 00110,
01010 or 01110). We will show that Bob is able to
evade Alice’s security check efficiently. Charlie’s mea-
surement outcome (the corresponding photons in the
faked ordered sequences SF

2 and SF
4 ) is |0−〉, through

the analysis of Eq. (1), we obtain that the state of
the corresponding photons in the ordered sequences
S′

1 and S′
2 is |Φ+

1 〉, as Bob’s measurement outcome is
|0+〉, Bob can deduce that Alice’s determinate mea-
surement outcome in the next is |Φ−

1 〉. We have the
following equation:

{σ0 ⊗ σ1, σ0 ⊗ σ3, σ1 ⊗ σ1, σ1 ⊗ σ3}|0+〉 = |0−〉. (5)

We know that Bob’s measurement has four possi-
ble outcomes and Charlie’s measurement also has four
possible outcomes if they all use the basis BMB1 and
the operation HB5 is H0. We give the following Table
1 to illustrate the relations among Bob’s measurement
outcome, Charlie’s measurement outcome and Bob’s
local unitary operations in the above condition that
they all use the basis BMB1 and the operation HB5 is
H0.

While Alice sends the retained N + j ordered S′
1

and S′
3 sequences to Charlie, Bob intercepts the S′

1 and
S′

3 sequences, Bob performs a direct measurement on
the four-qubit quartet S′

3S
′
1S

′
2S

′
4 (S′

2 and S′
4 denote

the remainder photons in the S2 and S4 sequences ex-
cept for eavesdropping check in the step (ii) and step
(iii), respectively) in the basis FMB. According to the
outcome, Bob performs the corresponding operations
{σi

3σ
j
1|i, j = 0, 1, 2, 3,} on the corresponding photons

in sequences SF
1 and SF

3 , then Bob sends the SF
1 and

SF
3 sequences to Charlie. In the next, Bob can act as
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a legal agent, agent Charlie and boss Alice cannot find
Bob’s cheat. However, Bob can access Alice’s secret
message without help from Charlie.

Table 1. The relations among Bob’s measurement outcome,

Charlie’s measurement outcome and Bob’s local unitary op-

erations in the above condition that they all use the basis

BMB1 and the operation HB5 is H0. Charlie’s measure-

ment outcome is listed in the first row, Bob’s measurement

outcome is listed in the first column.

|0+〉 |0−〉 |1+〉 |1−〉

|0+〉 σ0 ⊗ σ0; σ0 ⊗ σ2; σ0 ⊗ σ1; σ2 ⊗ σ0; σ2 ⊗ σ1;

σ1 ⊗ σ0; σ1 ⊗ σ2 σ0 ⊗ σ3; σ2 ⊗ σ2; σ2 ⊗ σ3;

σ1 ⊗ σ1; σ3 ⊗ σ0; σ3 ⊗ σ1;

σ1 ⊗ σ3 σ3 ⊗ σ2 σ3 ⊗ σ3

|0−〉 σ0 ⊗ σ1; σ0 ⊗ σ3; σ0 ⊗ σ0; σ2 ⊗ σ1; σ2 ⊗ σ0;

σ1 ⊗ σ1; σ1 ⊗ σ3 σ0 ⊗ σ2; σ2 ⊗ σ3; σ2 ⊗ σ2;

σ1 ⊗ σ0; σ3 ⊗ σ1; σ3 ⊗ σ0;

σ1 ⊗ σ2 σ3 ⊗ σ3 σ3 ⊗ σ2

|1+〉 σ2 ⊗ σ0; σ2 ⊗ σ2; σ2 ⊗ σ1; σ0 ⊗ σ0; σ0 ⊗ σ1;

σ3 ⊗ σ0; σ3 ⊗ σ2 σ2 ⊗ σ3; σ0 ⊗ σ2; σ0 ⊗ σ3;

σ3 ⊗ σ1; σ1 ⊗ σ0; σ1 ⊗ σ1;

σ3 ⊗ σ3; σ1 ⊗ σ2 σ1 ⊗ σ3

|1−〉 σ2 ⊗ σ1; σ2 ⊗ σ3; σ2 ⊗ σ0; σ0 ⊗ σ1; σ0 ⊗ σ0;

σ3 ⊗ σ1; σ3 ⊗ σ3 σ2 ⊗ σ2; σ0 ⊗ σ3; σ0 ⊗ σ2;

σ3 ⊗ σ0; σ1 ⊗ σ1; σ1 ⊗ σ0;

σ3 ⊗ σ2 σ1 ⊗ σ3 σ1 ⊗ σ2

In Table 1, we only give the relations among Bob’s
measurement outcome, Charlie’s measurement out-
come and Bob’s local unitary operations on the con-
dition that they all use the basis BMB1 and the oper-
ation HB5 is H0. We should point out that if Charlie
measures the corresponding checking photons by us-
ing the BMB2 basis and publishes his measurement
outcome, Bob will measure the corresponding check-
ing photons in the ordered sequences S2 and S4 by
using the BMB2 basis. Bob’s measurement outcome,
Charlie’s measurement outcome and Bob’s local uni-
tary operations have similar relations. Charlie and
Alice cannot find Bob’s cheat too. However, Bob can
access Alice’s secret message without help from Char-
lie. Thus, this kind of attack is very effective to the
protocol.

In the above attacks, Alice lets Bob publish which
unitary operation he has performed on the checking
photons after Alice has publicly announced the po-
sitions of the k checking entanglement quartets and
Charlie has published his measurement outcome. Bob
can cheat on other parties by gathering this informa-
tion and making an accurate comparison with his mea-
surement outcome. Hence, to avoid the security flaw

and maintain the good properties of the original pro-
tocol, we just need to make a small modification to the
Yang protocol as follows: in step (iii), after confirm-
ing that Charlie has received the ordered sequences
S2 and S4, Alice publicly announces the positions of
the k quartets. Alice first lets Bob publish the uni-
tary operation which he has performed on the checking
photons. Then Alice lets Charlie measure the corre-
sponding checking photons.

As that discussed in Ref. [34], we should pay at-
tention to a special attack, the dense-coding attack,
which was proposed by Gao et al.[35] very recently.
In the dense-coding attack,[35] the attacker Eve inter-
cepts the single particle sequence (denoted as B) sent
from center to Alice and replaces B by a fake sequence
B1, the sequence B1 is composed of the first particle
of the ordered EPR pairs generated by Eve, and Eve
keeps the sequence B and C1, which is composed of
the second particle of the ordered EPR pairs. The
ordered EPR pairs generated by Eve are all in the
state |ψ−〉B1C1 = 1√

2
(|01〉 − |10〉)B1C1 . After having

performed local unitary rotation on the photons in
the fake sequence B1, Alice will send the sequence B1

to the next agent Bob. Eve intercepts the sequence
B1 and then performs collective measurements on the
photons in the sequence B1 and the corresponding
photons in the sequence C1, then Eve performs lo-
cal unitary rotations on every legal photons in the
sequence B according to the collective measurement
result above. In this way, it seems that dense-coding
attack is effective for the Yang protocol and our im-
proved protocol, the only difference is that the se-
quence in these two protocols is not formed by single
particles. However, unlike the protocols discussed in
Ref. [35], in step (ii) of our protocol, after Bob has
received the sequences, Alice will publicly announce
the positions of the checking entanglement quartets.
For each of these checking quartets, Bob measures the
corresponding checking photons in his laboratory by
using the basis BMB1 or the basis BMB2 randomly
and then publishes his measurement outcome. In this
case, if Eve replaces the sequences transmitted from
Alice to Bob by fake sequences, after having measured
the corresponding photons according to the Bob’s an-
nouncement Alice can detect Eve’s cheat. In the same
way, Alice can detect Eve’s cheat if Eve replaces the
sequences transmitted from Bob (Alice) to Charlie
(Bob) by fake sequences. So the protocol can resist
the dense-coding attack.

In summary, we have shown that the three-party
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QSS protocol proposed by Yang et al. cannot prevent
Bob from legally obtaining secret messages without
being detected. Finally, a possible way to avoid the
security flaw is also presented.
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