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A chaotic communication scheme with a fibre ring inserted in the optical feedback of the transmitter laser as an

additional key is proposed under anticipating synchronization. The numerical results show that the key can enhance

the communication security effectively. It is theoretically safe for the communication scheme to transmit messages with

a frequency beyond the relaxation oscillation frequency.
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1. Introduction

With the development of communication net-
works, information security becomes more and more
important. Many researchers have devoted them-
selves to chaotic laser communication and have pro-
posed many communication schemes based on the fi-
bre laser[1] and the semiconductor laser[2−8] to imple-
ment the high-speed physical-layer security technique.
The most enthusiastically studied schemes are based
on the semiconductor laser, which is an ideal source
apparatus for traditional communication due to its
inherent advantages. It presents chaotic oscillation
only under external perturbations such as optoelec-
tronic feedback,[4] electro-optic (EO) feedback[5] and
all-optical external cavity feedback.[6]

In chaotic communication, a message is commonly
modulated by using the chaotic waveform, which is re-
alized through chaotic masking (CMS)[9] and chaotic
shift keying (CSK).[10] On the receiver side, the laser
with the chaotic carrier being injected into it achieves
generalized synchronization through injection lock-
ing. Affected by the filtering characteristic, the re-
ceiver laser outputs the same chaotic carrier without
the message. Then the message is decoded by sub-
tracting the output of the receiver laser from the to-
tal transmitted signal. In the traditional scheme, to

make the communication safe, the transmitter is al-
ways trying to prevent an eavesdropper laser from
achieving synchronism with it. Nevertheless, a gen-
eralized synchronization system has a great tolerance
for internal parameter mismatches.[10] What is more,
it is possible to estimate the parameters (such as
the pumping parameter and the feedback gain) and
the external cavity length of chaotic lasers by the
analysing time series,[11,12] which means that it is
not difficult for an eavesdropper to make its laser
achieve the synchronization with that of the trans-
mitter through injection locking. In addition, a sin-
gle laser diode can achieve generalized synchronization
though an open-loop configuration[10,13] or through a
bandwidth-enhanced system that has a more complex
structure.[14] It predicts that a more complex system
cannot prevent an eavesdropper from achieving gen-
eralized synchronization with the transmitter. So the
only way to improve security is to find a new commu-
nication method, which makes it impossible to decode
the message by using the filtering characteristic.

The filtering characteristic is very weak when the
message frequency is not lower than the relaxation os-
cillation frequency.[15] The additional chaos modula-
tion (ACM), in which the filtering characteristic is not
used to decode the message, is a very effective method
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to transmit a high frequency message beyond the re-
laxation frequency.[16,17] It creates the possibility to
prevent eavesdroppers from cracking the message with
the filtering characteristic. In this method, a message
is encoded by adding it to the chaotic waveform, it is
sent equally to both the transmitter and the receiver,
and then decoded by subtracting the output of the
receiver laser from the transmission signal, which is
different from CSK and CMS.

The anticipating synchronization, which has al-
ready been experimentally demonstrated in previous
work,[18,19] is stable and robust.[20] It allows the GHz-
frequency detuning, so the schemes based on it could
be very practical.

In this paper, we propose a chaotic communica-
tion scheme with a fibre ring inserted in the optical
feedback of the transmitter laser as an additional key.
The ability to transmit the message beyond the re-

laxation oscillation frequency is proved first. Then a
fibre ring is inserted into the external cavity as the
key. Finally we prove that it is difficult for eavesdrop-
pers to obtain the message transmitted beyond the
relaxation oscillation frequency by using the filtering
characteristic.

2. Schematic setup

A functional block diagram of the system is de-
picted in Fig. 1. The output light from the transmitter
laser (TL) is divided into two beams. One is coupled
back to the TL itself through an optical circulator
(OC) and the other is injected by the receiver into
its laser (RL) via another OC. Under the anticipating
synchronization, the message is encoded by adding it
to the chaotic output of the TL and decoded by sub-
tracting the chaotic carrier from the output of the RL.

Fig. 1. Open-loop chaotic communication schematic under anticipating synchronization. CP1 and CP2 are

couplers, IDC is the pump current.

The dynamics of the slowly varying laser field E,
the phase Φ and the carrier density N are governed
by[21]
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)
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+ ka,bMf,ij(t) cos θa,b(t), (1)
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=
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τN
Na,b(t) − Ga,b |Ea,b(t)|2 , (3)

Ga,b(t) = G[Na,b(t) − N0]/[1 + ε |Ea,b(t)|2], (4)

Mf(t) exp[iΦf(t)] = Ea(t − τ1) exp[−iωaτ1

+ iΦ(t − τ1)], (5)

Mij(t) exp[iΦij(t)] = Ea(t − τij) exp[−iωaτij

+ iΦ(t − τij) − i∆ω(t − τij)], (6)

θa(t) = Φa(t) − Φf(t)

= ωaτ1 + Φa(t) − Φa(t − τ1), (7)

θb(t) = Φb(t) − Φij(t) + t∆ω

= ωaτij + Φb(t) − Φa(t − τij) + t∆ω, (8)

where subscripts a and b denote TL and RL, respec-
tively, I represents the pump current, ωa is the trans-
mitter laser frequency at the solitary oscillation and
∆ω = ωa − ωb denotes the angular frequency detune
between the two lasers. The τ1 = 0.2 ns is the feed-
back delay and τij = 1.2 ns is the delay time of the
injected light. The ka is the feedback coefficient of
the external cavity lasers, kb is the optical injection
coefficient. They are defined as:

ka,b =
1
τin

(1 − r0)
2
ra,b

r0
, (9)

where ra and rb represent the percentages of the TL
feedback and the RL injection, respectively. The other
parameters used in the simulation are listed in Table 1.
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Table 1. Parameters used in the numerical simulation.

Symbol Parameter Value

V volume of the active region 1.5×10−16 m3

Γ optical confinement factor 0.4

τn carrier lifetime 2 ns

τp photon lifetime 2 ps

τ in round-trip time in internal laser cavity 10 ps

r0 reflection rate of the laser facet 30%

Nth carrier density at threshold 2×1024 m−3

N0 carrier density at transparency 1024 m−3

G gain coefficient 2.1×10−12 m3/s

α linewidth enhancement factor 5.5

Ith threshold current 12.5 mA

λ wavelength 1550 nm

q charge quantity 1.6×10−19 C

The message recovery performance is examined
by calculating the signal-to-noise ratio (SNR). De-
tuning ∆ν (= ∆ω/2π) is set to be −11 GHz and
−14 GHz, respectively,[20] pump current I = 1.7Ith.
The signal amplitude is about 7% of the amplitude of
the chaotic waveform. A high SNR, which is nearly in-
dependent of the message frequency, can be obtained
using the anticipating synchronization, as shown in
Fig. 2(a). There is some fluctuation in each curve,

Fig. 2. SNR versus message frequency: (a) for the an-

ticipating synchronization: ra = 0.27, rb = 0.45, (b) for

different encryption schemes.

which may be caused by the randomness of the chaotic
carrier. The GHz detuning influences the synchronism
and communication performance slightly under the
anticipating synchronization, which is different from
that under the complete synchronization.[22,23]

To prove the advantage of ACM on transmitting
the high frequency message, the SNRs of CSK and
ACM under different transmission frequencies are pre-
sented in Fig. 2(b). The SNR shows no connection
with the message frequency in the case of using ACM,
whereas the SNR declines as the message frequency
increases while using CSK. In addition, the SNR of
the message decreases to below 2 dB when the mes-
sage frequency increases to the relaxation frequency
(3.8 GHz). The communication quality is poor in this
situation. The performance of ACM is acceptable at
higher bit rates. This result agrees with the conclusion
of Ref. [17].

3. Improving security through a

fibre ring and high speed

To make the scheme theoretically safe, two nec-
essary conditions are needed, i.e., the system has a
security key and the injection locking is useless for
cracking the message.

3.1. Importing a fibre ring as the key

It is necessary to import a key to enhance security
due to the principles of ACM. In a conventional ACM
encryption method, the chaotic carrier is sent equally
to both the TL and the RL, and the RL turns into
synchronism with the TL by injecting the receiving
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chaotic carrier. Hence, an eavesdropper might inter-
cept the chaotic carrier, synchronize with the TL and
crack the message.

As shown in Fig. 3, we insert a fibre ring (com-
ponent J) into the external cavity, which is plotted in
shadow. It is an additional key, which does not influ-
ence the transmission speed. The Mf,ij and Φf,ij can
be described by the following equations,

Mf(t) exp[iΦf(t)]

=
√

1 − ρEa(t − τf) exp{i[−ωaτf + Φ(t − τf)]}

+ i
√

ρEp(t − τ2) exp{i[ϕp(t − τ2) − ωaτ2]}, (10)

Mij(t) exp[iΦij(t)]

=
√

1 − ρEa(t − τij) exp{i[−ωaτij + iΦ(t − τij)

+∆ω(t − τij)]} + i
√

ρEp(t − τ2)

× exp{i[ϕp(t − τ2) − ωaτ2 + ∆ω(t − τij)]}, (11)

Ep(t) exp[iϕp(t)]

= i
√

1 − ρEa(t − τf,ij) exp{i[Φ(t − τ1) − ωaτk,ij]}
+
√

ρEp(t − τ2) exp{i[ϕp(t − τ2) − ωaτ2]}, (12)

where ϕp denotes the phase term; ρ represents the cou-
pling coefficient; Ep(t) is the circulated component; τ1

and τ2 refer to the delay time of the external cavity
and the fibre ring, respectively; τ2 can be described as
τ2 = ln/c = 1.5l/c, with l = 0.6 m being the length of
the fibre ring and n the fibre refractive index.

Fig. 3. Schematic diagram of chaotic optical communication using a fibre ring as an additional key.

The influence of the fibre ring on security is ex-

amined when no laser intrinsic parameter mismatch

is considered. The coefficient ρ of the fibre ring is

assumed to be 0.1. In the simulation, a 2.25 Gbps

random bit sequence modulated by a 4.5 GHz sinu-

soidal subcarrier is hidden into the chaotic carrier and

transmitted to the receiver, as shown in Fig. 4. The

decoding performances under different situations are

displayed in Figs. 5(a), 5(b) and 5(c). The TL and

the RL without or with the fibre ring simultaneously

can ensure the high quality message decoding, as dis-

played in Figs. 5(a) and 5(c). However, when only the

TL has a fibre ring, the extraction of messages fails,

as shown in Fig. 5(b). These results indicate that the

fibre ring can be used as an additional key for enhanc-

ing security. In addition, the influence of the fibre ring

length mismatch on the extracted message quality is

analysed and is shown in Fig. 6. It can be discovered

that the SNR is extremely sensitive to the mismatch

of the fibre ring length. A small deviation in the fibre

ring length can prevent the eavesdropper from crack-

ing the message.

Fig. 4. Power spectra of a 2.25 GHz random message

with (black) and without (gray) chaotic encryption.

The effect of the insertion of the fibre ring is to
make the transmitter feedback (Ef) different from that
of the chaotic carrier (Ec). That is because when an
eavesdropper intercepts Ec, he can estimate the in-
ternal parameter by analysing the time series,[11] if
Ef and Ec are the same, he may synchronize with
the transmitter without utilizing injection locking, as
there is little difference between an eavesdropper and
a legal receiver.
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Fig. 5. Decoding message performance for: (a) transmitter and receiver without fibre ring; (b) transmitter with

fibre ring, while receiver without fibre ring; (c) transmitter and receiver with fibre ring.

Fig. 6. SNR as a function of fibre ring length mismatch.

3.2.Transmission frequency selection

In Ref. [10], it has been shown that the receiver
can achieve generalized synchronization with an open-
loop structure and decode the message by using the
filtering characteristic. Thus, it is also possible for an
eavesdropper to crack the message with an open-loop
structure and ignore the external cavity including the
fibre ring. In this section, instead of trying to guess
the key, the eavesdropper tries to achieve generalized
synchronization with an open-loop structure and de-
code the message by using the filtering characteris-
tic. It is shown that although the eavesdropper can
achieve generalized synchronization, it cannot decode
the message modulated beyond the relaxation oscilla-
tion frequency.

The dynamics of the eavesdropper’s semiconduc-
tor laser is described by the rate equations,[10]

dEe(t)
dt

=
1
2

(
ΓGe −

1
τp

)
Ee(t)

+ kinjEa(t − τinj) cos θe(t), (13)
dΦe(t)

dt
=

1
2
α

(
ΓGe −

1
τp

)
− kinj

Ea(t − τinj)
Ee(t)

sin θe(t), (14)

dNe(t)
dt

=
I

qV
− 1

τn
Ne(t) − Ge |Ee(t)|2 , (15)

Ge(t) = G[Ne(t) − N0]/(1 + ε |Ee(t)|2), (16)

θe(t) = ωaτinj + Φe(t) − Φa(t − τinj) + t∆ω, (17)

where kinj represents the eavesdropper injection coef-
ficient, and is defined by

kinj =
1
τin

(1 − r0)
2
rinj

r0
, (18)

where the injection rate rinj represents the percent-
age of the transmitter laser output electrical field
amplitude injected into the eavesdropper laser cav-
ity; rinj = 0.6; τinj = τij. Detune ∆ν = ∆ω/2π =
(ωa − ωe)/2π = 10 GHz.

The decoding performance of the eavesdropper is
examined. In our numerical simulation, the semicon-
ductor laser of the eavesdropper is the same as that
of the TL. In the whole process, high quality gener-
alized synchronization is guaranteed through injection
locking. Figure 7 shows the message extraction perfor-
mance of the eavesdropper. The SNR of the cracked
message declines rapidly with the message frequency
(subcarrier frequency) increasing. Although the laser
of the eavesdropper synchronizes with that of the TL,
the eavesdropper cannot filter the high frequency mes-
sage out. The legal receiver can still decode the high
frequency message with a high SNR. Thus the mes-
sage transmission method described in this paper will
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be theoretically safe if the frequency of the subcarrier
is not lower than the relaxation frequency.

Fig. 7. Decoding performance of the receiver and the

eavesdropper, i.e., SNR versus message frequency.

The chaotic waveform cancellation performance is
limited by the filtering characteristic when a receiver
(legal or illegal) uses generalized synchronization to
extract the message. After generalized synchroniza-
tion is achieved through injection locking, the cru-
cial step to crack the message is to use the filtering
characteristic to reproduce the chaotic carrier without
the message (Ea, in Fig. 3). However, this method
only works effectively when the message frequency
is lower than the relaxation oscillation frequency of
the semiconductor laser.[15] Even if the eavesdropper
can achieve synchronization through injection locking,
only the message below the relaxation frequency may
be obtained.

In our scheme, the key that prevents the message
from being eavesdropped through injection locking is
to transmit the message with a frequency that is not
lower than the relaxation oscillation frequency.

4. Conclusion

In this paper, a chaotic communication scheme
is proposed with a fibre ring inserted in the exter-
nal cavity of the transmitter laser as an additional
key. The results indicate that the key can enhance the
communication security effectively. When this scheme

is used to transmit a high frequency message beyond
the relaxation frequency, it can be proved theoreti-
cally that the scheme is safe. It is noted that there is
scope for more detailed study of utilizing vertical cav-
ity surface-emitting lasers or electro-optical systems
in this method.
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