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The collision and statistical properties of a one-way hash function based on spatiotemporal chaos are investigated.

Analysis and simulation results indicate that collisions exist in the original algorithm and, therefore, the original
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1. Introduction

The application of chaos theory to information se-
curity is a promising new development. Many crypto-
graphic systems based on chaotic dynamics have been
proposed, such as chaos-based encryption ciphers,[1,2]

image encryption,[3] and hash functions.[4,5] Hash
functions are fundamental functions for compressing
an arbitrary length message into a fixed length one,
which is called a hash value. Hash functions are usu-
ally used in message authentication and digital sig-
natures. Due to Wang’s analysis of SHA-1 (SHAs
stands for the secure hash algorithm standard),[6] the
design and analysis of hash functions has become a
challenge. Recently, some chaos-based hash functions
were proposed[7−11] and the security analysis of these
systems helps to improve them and to accelerate the
application of the research.[12−14] In Ref. [8], Ren et al.
proposed a keyed hash function based on spatiotem-
poral chaos. Compared to other hash functions,[4,7]

Ren’s algorithm has higher efficiency. In this paper,
we will analyze the collision and statistical properties
of Ren’s algorithm.

The rest of this paper is arranged as follows. In
Section 2, the original hash function based on spa-
tiotemporal chaos is briefly reviewed. Section 3 shows
the collision analysis and the simulation results. The
statistical analysis of Ren’s algorithm is given in Sec-
tion 4. In Section 5, we propose an improved algo-
rithm and give the corresponding collision analysis.

Finally, the conclusion is given in Section 6.

2. Ren’s algorithm

In this section, we give a description of Ren’s
algorithm.[8] The algorithm is a keyed hash function
and the length of the key is 128-bits. We define the
following operations: ⊕ denotes the logical XOR, ♦
refers to the concatenation of two-bit sequences. The
A[g···h] means bit sites g to h of variable A. Hexadec-
imal numbers are prefixed by “0x”.

2.1. System of spatiotemporal chaos

In Ren’s algorithm, a system of spatiotemporal
chaos is used. Figure 1 shows the whole coupled struc-
ture of the system, where xj,i and mj,i are the state
and the input variables, respectively, i and j are the
time and the position indexes, respectively. The spa-
tiotemporal chaos system is defined by the following
equations:

x0,i+1 = (f0,i + Trim(f7,i, 16) + Trim(f6,i, 16))/3,

x1,i+1 = (f1,i + Trim(f0,i, 8) + f7,i)/3,

x2,i+1 = (f2,i + Trim(f1,i, 16) + Trim(f0,i, 16))/3,

x3,i+1 = (f3,i + Trim(f2,i, 8) + f1,i)/3,

x4,i+1 = (f4,i + Trim(f3,i, 16) + Trim(f2,i, 16))/3,

x5,i+1 = (f5,i + Trim(f4,i, 8) + f3,i)/3,

x6,i+1 = (f6,i + Trim(f5,i, 16) + Trim(f4,i, 16))/3,
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x7,i+1 = (f7,i + Trim(f6,i, 8) + f5,i)/3, (1)

mj,i+1 =

 mj,i + aj , mj,i + aj < 1,

mj,i + aj + 1/256 mod 1, mj,i + aj ≥ 1,

(2)

where fj,i and Trim(x, y) are defined as

fj,i =

 yj,i/b, 0 < yj,i ≤ b,

(1 − yj,i)/(1 − b), b < yj,i < 1,
(3)

Trim(x, y) = x × 2y − bx × 2yc, (4)

and bxc returns the largest integer not greater than x,
and b is a parameter. In Eq. (3), yj,i is defined as

yj,i = (xj,i + mj,i)/2. (5)

For Eq. (2), the constants aj are specified as

a0 = 0x4D34D34D/232
, a1 = 0xD34D34D3/232

,

a2 = 0x34D34D34/232
, a3 = 0x4D34D34D/232

,

a4 = 0xD34D34D3/232
, a5 = 0x34D34D34/232

,

a6 = 0x4D34D34D/232
, a7 = 0xD34D34D3/232

. (6)

Fig. 1. Whole coupled structure of spatiotemporal chaos.

2.2. Initialization of the algorithm

Initial state xj,0 and input mj,0 in the spatiotem-
poral chaos system are computed by using a 128-
bit key, K [127···0]. The key is divided into eight sub
keys, namely, k0 = K [15···0], k1 = K [31···16], . . . ,
k7 = K [127···112]. The initial state and the input take
the forms

xj,0 =

 (kj+1mod8♦kj)/232, for j even,

(kj+5mod8♦kj+4mod8)/232, for j odd,
(7)

mj,0 =

 (kj+4mod8♦kj+5mod8)/232, for j even,

(kj♦kj+1mod8)/232, for j odd.
(8)

2.3.Details of the hash algorithm

The details of Ren’s algorithm are described by
the following steps.

Step 1 Initialize the system with a key, as de-
scribed in Section 2.2, and iterate Eqs. (1) and (2)
four times with the results of Eqs. (7) and (8).

Step 2 An original message is padded with zeros
so that its length is a multiple of 32 bytes. The padded
message is divided into blocks, e.g., B0, B1, . . . , Bn,
where Bi = (M0

i ,M1
i , . . . ,M7

i ) and M j
i are 32-bit in-

tegers.
Step 3 For each block Bi, transform M j

i into the
input according to

mj,4(i+1) = (M j
i + 0.8)/232,

j = 0, 1, . . . , 7, i = 0, 1, . . . , (9)

and iterate Eqs. (1) and (2) four times with the result
of Eq. (9).

Step 4 After all message blocks have been pro-
cessed, the algorithm produces a hash value. Extract
the 32 bits after the decimal point from the state
value of each site, i.e., X

[31···0]
j , and make the following

transformations:

H [15···0] = X
[15···0]
0 ⊕ X

[31···16]
5 ,

H [31···16] = X
[31···16]
0 ⊕ X

[15···0]
3 ,

H [47···32] = X
[15···0]
2 ⊕ X

[31···16]
7 ,

H [63···48] = X
[31···16]
2 ⊕ X

[15···0]
5 ,

H [79···64] = X
[15···0]
4 ⊕ X

[31···16]
1 ,

H [95···80] = X
[31···16]
4 ⊕ X

[15···0]
7 ,

H [111···96] = X
[15···0]
6 ⊕ X

[31···16]
3 ,

H [127···112] = X
[31···16]
6 ⊕ X

[15···0]
1 , (10)

where H [127···0] is the 128-bit hash value of the input
message.

3. Collision analysis and simula-

tion results

If two distinct messages are hashed to the same
hash value, then collisions exist in the hash function
and an adversary could use the collisions to forge a
fake message during the communication. A secure
hash algorithm must resist collision attacks. In this
section, we investigate the collision properties of the
algorithm for three situations, a pair of different mes-
sages having identical keys, a pair of identical mes-
sages having different keys and a pair of different mes-
sages having different keys.
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3.1.Collisions of a pair of different mes-

sages with identical keys

In this section, we aim to find a pair of different
messages hashing to the same value with a known se-
cret key. Without loss of generality, we only consider
a one-block message, i.e., B0 = (M0

0 ,M1
0 , . . . ,M7

0 ).
The inputs mj,4 for Eqs. (1) and (2) are obtained from
Eq. (9) as

mj,4 = (M j
0 + 0.8)/232, j = 0, 1, . . . , 7. (11)

We try to find a pair of different inputs, i.e., mj,4

and m′
j,4, j = 0, 1, . . . , 7, having the same output in

Eq. (1), i.e., x′
j,8 = xj,8, j = 0, 1, . . . , 7.

Based on Eq. (5), we can write

yj,4 = (xj,4 + mj,4)/2, y′
j,4 = (xj,4 + m′

j,4)/2. (12)

To obtain x′
j,8 = xj,8 in Eqs. (1) and (2), we may

simply require

f(yj,4) = f(y′
j,4) (13)

and
mj,5 = m′

j,5. (14)

Combining Eq. (3) with Eq. (13) and assuming that
yj,4 ≤ b and y′

j,4 > b, we have the following equation,

yj,4/b = (1 − y′
j,4)/(1 − b),

⇒ y′
j,4 = 1 − 1 − b

b
yj,4. (15)

Assuming that mj,4 + aj < 1 and m′
j,4 + aj ≥ 1, and

considering Eqs. (2) and (14), we can give the relation
between mj,4 and m′

j,4 as

m′
j,4 = mj,4 +

255
256

. (16)

Next we specify the values of mj,4 and m′
j,4. Consid-

ering Eqs. (12) and (16), we have

y′
j,4 = yj,4 +

255
512

. (17)

Combining Eq. (15) with Eq. (17), we have

yj,4 =
257b

512
, y′

j,4 =
255 + 257b

512
. (18)

Substituting Eq. (18) into Eq. (12) leads to

mj,4 =
257b

256
− xj,4, m′

j,4 =
255 + 257b

256
− xj,4, (19)

where xj,4 is defined by the key of the algorithm and
b is the parameter of the chaotic piecewise linear map,
i.e., the parameter of Eq. (3). In general, m′

j,4 6= mj,4

in Eq. (19), then we find a pair of different messages

corresponding to the same xj,5 and mj,5 in Eqs. (1)
and (2), respectively.

Now we give the simulation results. Without loss
of generality, we let x2,4 = 0.3 and b = 0.3 in Eq. (19).
We therefore have m2,4 = 0.001171875 and m′

2,4 =
0.997265625, which correspond to M2

0 = 5033164 and
M ′2

0 = 4283223244, respectively. By using the above
pair, M2

0 and M ′2
0 , and x2,4 = 0.3, b = 0.3, we calcu-

late y2,4 and y′
2,4 in Eq. (5), f2,4 and f ′

2,4 in Eq. (3),
and m2,5 and m′

2,5 in Eq. (2). We obtain the following
results:

m′
2,4 6= m2,4, y′

2,4 6= y2,4,

f ′
2,4 = f2,4, m′

2,5 = m2,5. (20)

As shown in Eq. (20), although we take a pair of
different M2

0 and M ′2
0 , we still have the equalities

x′
j,5 = xj,5, m′

j,5 = mj,5.

3.2.Collisions of a pair of identical mes-

sages with different keys

In this section, we shall consider the situation
in which a message with different keys may hash
to the same hash value. For two distinct keys, K

and K ′, through the initialization of the algorithm
(Eqs. (7) and (8)) and the four iterations with Eqs. (1)
and (2), we finally have random and different xj,4

and x′
j,4, j = 0, 1, . . . , 7. For an input block mj,4,

j = 0, 1, . . . , 7, we aim to keep f ′
j,4 = fj,4 in Eq. (3),

which will result in the identity x′
j,5 = xj,5. Based on

Eq. (5), we define

yj,4 = (xj,4 + mj,4)/2, y′
j,4 = (x′

j,4 + mj,4)/2, (21)

j = 0, 1, . . . , 7.

Assuming yj,4 ≤ b, y′
j,4 > b and f ′

j,4 = fj,4, we have
Eq. (15). Substituting Eq. (21) into Eq. (15) leads to

mj,4 = 2b − (1 − b)xj,4 − bx′
j,4, j = 0, 1, . . . , 7. (22)

For a pair of different K and K ′, i.e., xj,4 and x′
j,4,

if we find mj,4 from Eq. (22) and mj,4 ≥ 0.8/232, we
can say that a block message can be hashed to the
same hash value with different keys. Table 1 shows
one of the numerical results with kj = 1 and k′

j = 53,
j = 0, 1, . . . , 7, b = 0.4. From Table 1, we can ob-
serve that x′

j,4 6= xj,4 for the given different keys after
the initialization process. By processing the specified
block message obtained from Eq. (22), i.e., mj,4 in Ta-
ble 1, we observe the following equalities: x′

j,5 = xj,5,
j = 0, 1, . . . , 7. The listed figures in Table 1 are accu-
rate to the sixth decimal place.
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Table 1. Simulation results with kj = 1 and k′
j = 53, j = 0, 1, . . . , 7.

j xj,4 x′
j,4 mj,4 xj,5 x′

j,5 mj,5

0 0.694616 0.544619 0.195382 0.571967 0.571967 0.496969

1 0.615903 0.626089 0.180023 0.986223 0.986223 0.009326

2 0.533643 0.731357 0.187271 0.658279 0.658279 0.393620

3 0.464749 0.682382 0.248198 0.688348 0.688348 0.549786

4 0.640996 0.813873 0.089854 0.796852 0.796852 0.915250

5 0.583023 0.717762 0.163081 0.901412 0.901412 0.369430

6 0.574674 0.657302 0.192275 0.630710 0.630710 0.493862

7 0.502130 0.572995 0.269524 0.841552 0.841552 0.098827

3.3.Collisions of a pair of different mes-

sages with different keys

In this section, we discuss collisions of a pair of
different messages with different keys. For two distinct
messages with different keys, i.e., xj,4 and mj,4 (mes-
sage 1), x′

j,4 and m′
j,4 (message 2), j = 0, 1, . . . , 7, we

have corresponding yj,4 and y′
j,4. For two situations,

yj,4 = y′
j,4 and yj,4 6= y′

j,4, we consider the collision
properties of the algorithm.

If yj,4 = y′
j,4, we obtain fj,4 = f ′

j,4 in Eq. (3) and
xj,5 = x′

j,5 in Eq. (1), and only require the following
relations to be satisfied in Eq. (2),

m′
j,5 = mj,5, j = 0, 1, . . . , 7. (23)

Assuming that mj,4 + aj < 1 and m′
j,4 + aj ≥ 1, re-

ferring to Eq. (23), and taking yj,4 = y′
j,4, we find

messages 1 and 2 need to satisfy the following rela-
tions:

x′
j,4 = xj,4 −

255
256

, j = 0, 1, . . . , 7, (24)

m′
j,4 = mj,4 +

255
256

, j = 0, 1, . . . , 7. (25)

We estimate the possibility of finding a pair of
messages satisfying Eqs. (24) and (25). We suppose
that after the initialization of the algorithm, variables
xj,4 are randomly distributed in a range from 0 to 1,
so the probability is ( 1

256 )8 = 2−64, which is the cost
of a birthday attack against this algorithm.

If yj,4 6= y′
j,4, according to Eqs. (1) and (2), we

require the following relations to be satisfied,

f ′
j,4 = fj,4, m′

j,5 = mj,5, j = 0, 1, . . . , 7. (26)

Referring to the analysis in Section 3.1, we solve
Eqs. (15) and (16) by substituting yj,4 = xj,4+mj,4

2

and y′
j,4 = x′

j,4+m′
j,4

2 to satisfy Eq. (26). Then the two
messages with the fixed keys are given by

mj,4 =
257b

256
− (1 − b)xj,4 − bx′

j,4, j = 0, 1, . . . , 7,

m′
j,4 =

255
256

+
257b

256
− (1 − b)xj,4 − bx′

j,4. (27)

Substituting the restrictions mj,4 > 0 and m′
j,4 ≤ 1

into Eqs. (27) leads to

257b − 1
256

< (1 − b)xj,4 + bx′
j,4 ≤ 257b

256
,

j = 0, 1, . . . , 7. (28)

The probability of finding a pair of messages that sat-
isfy Eq. (28) is ( 1

256 )8 = 2−64.
The above theoretical analysis of the two situa-

tions shows that we need to test 264 possibilities to
obtain a collision of a pair of different messages with
different keys.

4. Statistical analysis

In Ref. [8], the authors had the following statisti-
cal test. A text file (120 kB) was randomly chosen and
the corresponding changed message was generated by
randomly selecting and toggling only one bit of the
above message. Comparing the two hash values of the
original and the changed messages, the authors con-
centrated on the number of the changed bits of the
two hash values and showed that Ren’s algorithm has
a strong capability for diffusion and confusion (see Ta-
ble 2 in Ref. [8]).

In this section, we will use a different statistical
test. We concentrate on the statistical properties of
every bit of the hash value. For two messages, M and
M ′, and the corresponding hash values, H127···0 and
H ′127···0, the average change in the value of every bit
of the two hash values is given by〈

∆H [i]
〉

=
1
T

T∑
1

∆H [i], i = 0, 1, . . . , 127, (29)

where ∆H [i] = H [i] ⊕ H ′[i] and T is the test number
of the two messages.
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Figure 2 shows the results of Eq. (29) for T = 106.
Without loss of generality, we only consider messages
of one block, i.e., M i

0 and M ′i
0 , i = 0, 1, . . . , 7. In

Fig. 2(a), we randomly choose M i
0, i = 0, 1, . . . , 7

and M ′1
0 , and let M ′i

0 = M i
0, i = 0, 2, 3, . . . , 7. Fig-

ure 2(a) shows satisfactory average values for the hash
value of 128 bits, namely close to 0.5, and the fluctu-
ation around 0.5 is inversely proportional to

√
T . In

Fig. 2(b), we also randomly choose M i
0, i = 0, 1, . . . , 7

and let M ′i
0 = M i

0, i = 0, 2, 3, . . . , 7, while the less
significant bit of M1

0 is chosen and toggled, M ′1
0 =

M1
0 ⊕ 1. In Fig. 2(b), we can see that the average val-

ues of some bit sites deviate from 0.5, e.g., the 47th,
126th and 127th bit site, and the magnitudes of these
deviations are much larger than that of normal fluctu-
ation. The deviations indicate that the distribution of
the hash value is not random. In Figs. 2(c) and 2(d),
we also randomly choose M i

0 and let M ′i
0 = M i

0 except
that M ′2

0 = M2
0 ⊕ 1 and M ′3

0 = M3
0 ⊕ 1. As a result,

we also observe an unsatisfactory distribution of the
average values of Eq. (29).

Fig. 2. Average values of Eq. (29) for T = 106. The

M i
0, i = 0, 1, . . . , 7, are randomly chosen. (a) M ′i

0 = M i
0,

i = 0, 2, 3, . . . , 7, and M ′1
0 is randomly chosen with M ′1

0 6=
M1

0 . (b) M ′1
0 = M1

0 ⊕ 1 and M ′i
0 = M i

0, i = 0, 2, 3, . . . , 7.

(c) M ′2
0 = M2

0 ⊕ 1 and M ′i
0 = M i

0, i = 0, 1, 3, . . . , 7. (d)

M ′3
0 = M3

0 ⊕ 1 and M ′i
0 = M i

0, i = 0, 1, 2, 4, 5, 6, 7.

5. An improved algorithm and

collision analysis

In Section 3, we analyzed three types of collisions
under different conditions. In our analysis, above, we
concentrate on the specific dynamics, namely, Eqs. (2)
and (3). This kind of piecewise map may result in lo-
cal collisions. For example, if 0 < y ≤ b, we can
find another y′, y′ > b, that satisfies f(y′) = f(y) in
Eq. (3). Although the system of spatiotemporal chaos
has complex couplings (three nodes are coupled) and

strong nonlinear operations (the function Trim(x, y)),
the local collisions may also lead to the same output
of the system. Therefore, both the whole structure
and the local dynamics are important for designing a
secure hash function. To avoid the collision problems
and to improve the statistical properties of Ren’s al-
gorithm, we suggest an improved algorithm below. In
this section, we will introduce and analyze the algo-
rithm briefly.

5.1.The improved algorithm

To avoid collision problems and statistical weak-
ness, we suggest the following modifications to Ren’s
algorithm:

(i) Modifying the second term on the right-hand
side of Eq. (1). We obtain

x0,i+1 = (f0,i + Trim(y7,i, 16) + Trim(f6,i, 16))/3,

x1,i+1 = (f1,i + Trim(y0,i, 8) + f7,i)/3,

x2,i+1 = (f2,i + Trim(y1,i, 16) + Trim(f0,i, 16))/3,

x3,i+1 = (f3,i + Trim(y2,i, 8) + f1,i)/3,

x4,i+1 = (f4,i + Trim(y3,i, 16) + Trim(f2,i, 16))/3,

x5,i+1 = (f5,i + Trim(y4,i, 8) + f3,i)/3,

x6,i+1 = (f6,i + Trim(y5,i, 16) + Trim(f4,i, 16))/3,

x7,i+1 = (f7,i + Trim(y6,i, 8) + f5,i)/3. (30)

(ii) Modifying Eq. (9) to

mj,4 = (M j
0 ⊕ (M j

0 À 16) + 0.8)/232,

j = 0, 1, . . . , 7, (31)

where x À y stands for a rotation shift of y bits of x.
(iii) Modifying the iteration number of Eqs. (1)

and (2). For each block message, we iterate five times
with Eqs. (1) and (2).

(iv) Modifying the padding rule. The last padded
64 bits denote the length of the original message.

The above modifications achieve the following
purposes: (i) is used to avoid the collision problems;
both (ii) and (iii) are used to improve the statistical
properties of the algorithm; (iv) is used to avoid the
change of the message blocks.

5.2. Sensitivity of the hash value to

changes of messages

To study the sensitivity of the hash value of the
improved algorithm to changes of message bits, we
compute Eq. (29) by using a pair of different messages
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with the same key. We concentrate on the relation be-
tween the fluctuation of Eq. (29) and the test number
T . We define

E[i](T ) = |
〈
∆H [i]

〉
− 0.5|, i = 0, 1, . . . , 127. (32)

The minimum and the maximum values of E[i](T ) are
given by Emin(T ) and Emax(T ), respectively.

Figure 3 shows the test number dependence of
Emin(T ) and Emax(T ), where the dots and the circles
correspond to Emax(T ) and Emin(T ), respectively. In
Fig. 3(a), we randomly choose M i

0, i = 0, 1, . . . , 7 and
let M ′0

0 = M0
0 ⊕ 1, M ′i

0 = M i
0, i = 1, 2, . . . , 7. We

calculate Eq. (29) by using the improved algorithm
and plot the curves of Emax(T ) and Emin(T ). From
Fig. 3(a), we can see that the minimum and the max-
imum fluctuation is proportional to 1/

√
T , which im-

plies good randomness. In Figs. 3(b)–3(d), we also
randomly choose M i

0, i = 0, 1, . . . , 7, and M ′i
0 = M i

0

except that M ′1
0 = M1

0 ⊕ 1, M ′2
0 = M2

0 ⊕ 1 and
M ′3

0 = M3
0 ⊕ 1. The curves in Figs. 3(b)–3(d) also

show good randomness. Figure 3 shows that com-
pared with the original algorithm, the improved al-
gorithm enhances the sensitivity of the hash value to
changes of message bits.

Fig. 3. Test number dependence of Emin(T ) and

Emax(T ). The dots and the circles correspond to Emax(T )

and Emin(T ), respectively. We randomly choose M i
0,

i = 0, 1, . . . , 7. The M ′i
0 = M i

0 except that M ′0
0 = M0

0 ⊕1,

M ′1
0 = M1

0 ⊕ 1, M ′2
0 = M2

0 ⊕ 1 and M ′3
0 = M3

0 ⊕ 1 in (a)

to (d), respectively.

5.3. Sensitivity of hash value to changes

of secret keys

To study the sensitivity of the hash value of the
improved algorithm to changes of secret keys, we com-
pute Eqs. (29) and (32) by using a pair of identical

messages with different keys. Figure 4 shows the test
number dependence of Emin(T ) and Emax(T ). With-
out loss of generality, we have M i

0 = 0, i = 0, 1, . . . , 7.
In Fig. 4, we randomly choose ki, i = 0, 1, . . . , 7, and
let k′

i = ki except that k′
0 = k0 ⊕ 1, k′

1 = k1 ⊕ 1,
k′
2 = k2 ⊕ 1 and k′

3 = k4 ⊕ 1 in (a) to (d), respectively.
Figure 4 shows that the outputs of Eq. (32) for differ-
ent keys are clearly random, therefore the hash value
of the improved algorithm is sensitive to the secret
key. Our simulations show that due to the initializa-
tion process in step 1, both the original algorithm and
its improved version show a good sensitivity of the
hash value to changes of the keys.

Fig. 4. Test number dependence of Emin(T ) and

Emax(T ). The dots and the circles correspond to Emax(T )

and Emin(T ), respectively. We randomly choose ki,

i = 0, 1, . . . , 7. The k′
i = ki except that k′

0 = k0 ⊕ 1,

k′
1 = k1 ⊕ 1, k′

2 = k2 ⊕ 1 and k′
3 = k3 ⊕ 1 in (a) to (d),

respectively.

5.4.Resistance against collision attacks

Compared with the original algorithm, the im-
proved algorithm not only has the characteristics of
the original algorithm with respect to the collision at-
tacks investigated in Ref. [8], but also can resist the
collision attacks described in Section 3. In Eq. (30),
we use variables of both fj,i and yj,i, j = 0, 1, . . . , 7. If
m′

j,4 6= mj,4 and x′
j,4 = xj,4, which correspond to the

collision of a pair of different messages with identical
keys, we have y′

j,4 6= yj,4. Even if f ′
j,4 = fj,4, we still

have x′
j,5 6= xj,5 in Eq. (30). For m′

j,4 = mj,4 and
x′

j,4 6= xj,4, which correspond to the collision of a pair
of identical messages with different keys, we also have
the same results as that of a pair of different messages
with identical keys. Thus the improved algorithm re-
sists the collisions described in Subsections 3.1 and
3.2.
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6. Conclusion

In this paper, the collision and statistical proper-
ties of a keyed hash function based on spatiotemporal
chaos are analyzed. We propose an improved algo-
rithm to overcome the flaws of the original algorithm.
Although the security of the improved algorithm is en-
hanced, its performance slows down slightly. There-
fore, for chaotic hash functions, balancing the security
and the efficiency remains a challenge.
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