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In this paper, we analyse a new chaos-based cryptosystem with an embedded adaptive arithmetic coder, which
was proposed by Li Heng-Jian and Zhang J S (Li H J and Zhang J S 2010 Chin. Phys. B 19 050508). Although this
new method has a better compression performance than its original version, it is found that there are some problems

with its security and decryption processes. In this paper, it is shown how to obtain a great deal of plain text from the

cipher text without prior knowledge of the secret key. After discussing the security and decryption problems of the Li

Heng-Jian et al. algorithm, we propose an improved chaos-based cryptosystem with an embedded adaptive arithmetic

coder that is more secure.
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1. Introduction

Since Baptista proposed an ergodic chaotic en-
cryption algorithm in 1998,[1 chaotic cryptography
research has aroused more and more attention.[?=% In
view of the inadequacy of the Baptista algorithm, a
number of researchers made cryptanalysis®7 against

[8—12] Espe-

it and then proposed some improvements.
cially in recent years, a constant rise in the amount of
information, as well as the need for security, has led
to a growing interest in the investigation of the joint
operation of compression and encryption on the same
set of data. Therefore, a number of chaotic cryptosys-
tems with an embedded coder have been proposed
recently.'3=19] However, most of these algorithms fo-
cus on entropy coding and transmission coding com-
pression structures, in which the chaotic system only
plays the role of a pseudo-random number generator,
instead being based on real system chaos architecture.

Recently, a new chaos-based cryptosystem with
an embedded adaptive arithmetic coder was proposed

by Li Heng-Jian et al.[f]

It was an improved version
of similar cryptography proposed by Kwok-Wo Wong
et al.l'l and obtained a better compression perfor-
mance by introducing an adaptive mechanism and us-

ing arithmetic coding!*®~2% instead of Huffman cod-
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ing, etc. However, there are some problems with both
its security and its decryption process. Therefore, this
paper analyzes the shortcomings of this algorithm and
proposes an improved chaos-based cryptosystem with
an embedded adaptive arithmetic coder that has bet-
ter security.

2. Brief description of the Li
Heng-Jian et al. algorithm

Wong et al. proposed an improved Baptista al-
gorithm in their chaos-based cryptosystem. Figure 1
shows an example of the look-up table used in the
improved Baptista algorithm. Based on Wong et al.’s
algorithm, Li Heng-Jian et al. used the dynamic adap-
tive look-up table instead of the static one devised by
Wong et al. The dynamic adaptive look-up table is
initialized by setting the occurrence number of each
source of symbols to 1 and then is updated at regu-
lar intervals according to the statistical information
of the symbols which have appeared already. This
kind of adaptive look-up table neither needs to scan
the whole plain text in advance, nor needs additional
transmission of statistical information, so it is more

realistic and also more convenient to use.
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Fig. 1. The sketch map of the look-up table of Wong et al.’s algorithm.
2.1. Encryption

Figure 2 shows the encryption flowchart of Li
Heng-Jian et al’s algorithm. In the figure, K; and
K5 are two chaos sequences generated by two differ-
ent chaos maps, which are chosen as the logistic map
and the Tent map, respectively. However, in the ac-
tual programme, K; and K> are preserved as control
parameters. The specific encryption procedure is as
follows:

(i) For no initial information at the beginning, ini-
tially set all of the occurrence numbers of the symbols
to the same number, such as 1. Then select the most
M probable symbols, for example the first 128 ASCII
in 256 ASCII where M = 128.

(ii) Build the look-up table according to the prob-
able M characters and their probability dynamically.
Firstly, divide the phase space into N equal-width
intervals and then map the probable M characters
into N equal-width intervals by the following formula
where j ranges from 1 to N:

N x u(s;) .y (1)

,:zM:lu@i)

in which wu(s;) is the occurrence number of the source

n(s;) =

symbol s;, n(s;) is the amount of phase space intervals
mapped to source symbol s;. The plain text character
is encrypted as the number of iterations applied in the
look-up tables.

(iii) Dividing the plain text into two groups ac-
cording to the occurrence frequency of plain text char-
acters. One group, which is named Group 1, includes
the plain text characters corresponding to the selected
M high probability source symbols. The other one,
which is named Group 2, includes the remainder. The
plain text in Group 1 is encrypted by the improved

Baptista algorithm mentioned in the introduction,
while the plain text in Group 2 is encrypted by the
way of XOR. If the number of iteration has reached the
maximum iteration, which is predetermined as MAX,
put this plain text character into Group 2 while still
insert “MAX” as a mark into the cipher text of Group
1. In order to facilitate decryption, the position of the
cipher text sequence obtained from Group 1 should
correspond to the position of the plain text sequence
also obtained from Group 1. That is to say, where the
plain text character is in the plain text, so is the cipher
text character in the cipher text. In order to preserve
the relative position, insert “M AX +1” as a mark to
the corresponding position in the cipher text for the
plain text character which is not in the Group 1.

(iv) Compress the cipher text of Group 1 by us-
ing adaptive arithmetic coding and then name these
cipher texts, which have been compressed as a com-
pressed sequence. Name the cipher texts of Group 2
as an XOR sequence since they are processed by an
XOR operation, and name the cipher texts of Group
1, which have not been yet compressed as a Bap-
tista sequence since they are processed by the Bap-
tista algorithm. Then mix the compressed sequence
and the XOR sequence to become a mixed sequence S
by turns, that is to say if one in the mixed sequence is
from a compressed sequence then the next one should
be from the XOR sequence and vice versa. If one of
the two sequences is longer, add the superabundance
of the longer one to the end of the mixed sequence S
straightway.

(v) Count the plain texts that have been pro-
cessed in order to update the probability of the source
symbols if the predetermined cycle period is achieved.
Select afresh M high probability source symbols and
then go to Step (ii) to update the look-up table.
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(vi) Process the mixed sequence S by the follow-
ing diffusion operation when all of the plain texts have
been processed.

C; = f(P, K;,v) = (P, ® K; + AC;_1) mod 256, (2)

where + is an initial cipher text Cy = v related to the
key, P; is the mixed sequence mentioned above, A is a
diffusion factor and K; is a key sequence achieved by
the following formula:

K; = round(F,(z;_1) x 2°*) mod 256, i=1,2,...,

1
—» | improved Baptista

algorithm

initialize probable

symbol?

plaintext

XOR operation

N

where F,(-) is a Tent map, o € (0,1) is a control

parameter, the initial number is z¢ € (0, 1),

xifa, 0<x;<a

(171’1')/(170[), a<z; <1
(3)

In addition, subtle changes of the plain text affect only

Tiy1 = Falzi) = {

a small part of cipher text if we just do this diffusion
operation for one round. Li Heng-Jian et al. did three

rounds to ensure the diffusibility.

—>| arithmetic coding |

!

mixing

—p» diffusion | ciphertext

K

2

Fig. 2. Encryption flowchart of Li Heng-Jian et al.’s algorithm.

2.2. Decryption

(I) Initialize the look-up table as the Step (i) in
encryption.

(IT) Do the inverted diffusion operation as follows
to obtain the mixed sequence S:

S; = fHCi, Ky, v) = ((C; — AC;_1) mod 256) & K,

(4)
where the various parameters are the same as encryp-
tion Step (vi).

(IIT) Separate the mixed sequence S to the com-
pressed sequence and the XOR sequence. Revert the
XOR sequence to plain text with the XOR operation
and these plain texts are the plain texts of Group 2
by the square.

(IV) Decode the compressed sequence to obtain
an iteration sequence and then decrypt the iteration
sequence, which is less than M AX, by Baptista al-
gorithm to obtain the plain texts of Group 1. If the
number in the iteration sequence is “MAX", iterate
the chaos map (i.e., the chaos mapping in the Bap-
tista algorithm, which is commonly selected as logis-
tic map) MAX rounds, and in the corresponding po-
sition of plain text of Group 1 insert the plain text of
Group 2. If the number in the iteration sequence is
“MAX + 17, directly insert the plain text of Group 2
in the appropriate position of the plain text of Group
1 without iteration.

3. Cryptanalysis of the Li Heng-

Jian et al. algorithm

Figure 3 is a diagram of the cryptanalysis of the
Li Heng-Jian et al. algorithm, which is elaborated

below.

3.1. Cryptanalysis of decryption

The decryption steps of the original algorithm
only focus on separating the mixed sequence, but,
in fact, nobody can accurately separate the mixed
sequence S without information about the length of
the relevant sequence. If we know neither the length
of compressed sequence nor the length of the XOR
sequence before separation, we cannot know before
which position the two sequences are mixed alter-
nately, and also cannot know after which position only
the longer sequence follows.

3.2.Crack the XOR and diffusion part

Which part of plain text is encrypted by XOR
and which part of plain text is encrypted by Baptista
are decided by the probability of plain text, so we
can avoid the Baptista encryption by choosing the
low probability plain text. For example, choose single
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The key of this part is the
same as the XOR part.
Once XOR is broken, the
key of this part will be in
danger of leak.

Be unable to accurately
separate the mixed
sequence S without
information of the
length of the relevan

improved Baptista
algorithm

sequence.
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Fig. 3. Sketch map of cryptanalysis.

plain text P;; = M + 1. Because the former M sym-
bol is a high probability symbol when initialized, it is
certain that the plain text “M + 1” will enter into the
diffusion part through the XOR part as a low proba-
bility symbol. Then the intermediate cipher text se-
quence from Baptista part will be a single special mark
“MAX + 17, and its arithmetic code, i.e. the com-
pressed sequence, is knowable. There is no harm in
assuming that the first one of the mixed sequence S
is from the XOR sequence and the second one from
the Baptista sequence, and then there is the following
formula when we enter it into the diffusion equation:
Cii=f(Pr1, K11, K21,7)
={[((P1g @& K11 @ K1+ A7) mod 256)
@ Ko1+A-v)mod256)® Koq + A7}
mod 256, (5)
where the subscript of C; ; and P; j, respectively, de-
notes the j-th plain text of the i-th time chosen plain
text.

Then choose another single plain text P ; again
and let it enter into the diffusion part through the
XOR part as mentioned above, such as optionally for
M+ 2.

Cop = f(Po, K11, K21,7)
={[((P21 ® K11 ® K21 + A - ) mod 256)
@ Ko1+A-v) mod 256) & Koy + A7}
mod 256. (6)
Due to

(a +b) mod n = (a mod n 4+ b mod n) mod n,

we can take A -y as a number ) between 0 and 255.

Then combine Egs. (5) and (6), we have

Ki1® Koy =9(Cr1,Pr11,K21,Q)
= {{[[((C1,1 — Q) mod 256) ® Ka,1 — Q]
mod 256] ® K21 — @} mod 256}

® P g. (7)

Substitute Eq. (7) into Eq. (6) to eliminate K7 1, we
have

Co1 = {[((Pe1 ® @(Cr1, P11, K21, Q) + Q) mod 256)
& Ka1 + Q) mod 256] & K31 + Q} mod 256.
(8)
Here only K31 and @ are unknown in Eq. (8). They
can be obtained by the method of exhaustion and only
need 256x256 times exhaustion at most.

It is easy to work out K;; and v after work-
ing out Ky; and (. similarly, the subsequent
Ki2,Ki3,...,K1, and Koo, Ks3,..
cracked by choosing a lower probability plain text.

., K5, can be

Since the v has been cracked, the subsequent cracked
operation only needs 256 times exhaustion at most
Therefore, it only needs 256 x 256 +
256 x (n — 1) times exhaustion to work out the key

every time.

sequence whose length is n and the number of ex-
haustion is completely acceptable. Notice that every
cracking process is independent, i.e. there is no cor-
relation between the exhaustion of K ;, K> ; and the
exhaustion of Ky ;, Ko ; (i # j), so the (n— 1) here is
a multiplicator but not a power.

Sometimes there may be more than one couple of
K, ; and K> ;, which can meet the conditions to the
same @; ; = K ; @ K> ; so that only ¢; ; can be ob-
tained but cannot respectively confirm the K ; and
K> ; uniquely through the method. However, it does
not in fact hinder us cracking the most cipher text
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since ¢; ; is known, because the matching relation of
K, ; and K> ; are fixed when the plain text is long.

When every key of K7 and K5 must be known
uniquely to improve the cracking rate, we can ob-
tain the even position of K5 because in the diffu-
sion part the even position of K5 corresponds to the
“MAX 4 17, which is from the Baptista part when
all of the chosen plain texts are low probability sym-
bols. Therefore, we can crack the even position of Ko
by first choosing long plain text and then staggering
the odd and even positions of the K; and K5 by low
probability symbols with various lengths, thereby we
can confirm the K7 and odd position of Ks.

3.3. Cryptanalysis of the Baptista part

Since the key of Baptista part is the same as the
XOR part, although the methods of the two parts are
different (in that the former makes use of the ergodic
property of chaos sequence and the latter makes use
of the randomicity of the chaos sequence), once the
XOR part had been cracked, the key of the Baptista
part would be in danger of being revealed.

Out of consideration for encryption speed, gen-
erally speaking, the maximum number of iterations
of the Baptista part cannot be too large, for exam-
ple MAX = 32 in Li Heng-Jian et al’s algorithm.
Since the plain text whose Baptista iteration number
is larger than the maximum iteration MAX will be en-
crypted by the XOR part instead of by Baptista, the
plain text which is processed by the Baptista part will
not be much. As the XOR part and the diffusion part
are cracked in the former section, most of the plain
text in the whole system will be leaked out, which
affects the security of the whole system seriously.

4. Improvement of Li Heng-Jian

et al.’s algorithm

4.1. Use of different keys

Use another key K3, which also can be selected
as the logistic map but the control parameters of K3
are different from K for the Baptista algorithm of Li
Heng-Jian et al.’s algorithm.

4.2. Improvement of the XOR part and
the diffusion part

As is known, the vulnerability of the Li Heng-Jian
et al. encryption system is that we can skillfully by-

pass the Baptista part by choosing plain text and that
the virtual key space of the XOR part and the diffu-
sion part are too small. The value range of each key
in the two parts is just from 0 to 255. According to
that, the improvement measures should increase the
range of the keys of the two parts.

Increasing the range of the keys can be done by
appending addition, multiplication and other opera-
tions, which will cause some problems replating to
hardware implementation and encryption efficiency.
So we advise changing the XOR part as follows:

Ci = LSKs,i (PZ D Kl’i)’ (9)

where LS(-) is a ring shift left operation, i.e. ring
shift left P @ K,
the ring shift left operation, it is unfeasible to elim-
inate K, ; in Subsection 3.2. The length of the bi-
nary digit of P @& K; is eight, so the effective value

K3 bits. Due to the appending of

range of K3; is from 0 to 7. If we still analyze
following the ways outlined in Subsection 3.2, it re-
quires 256 x 256 x 256 x 8 = 227 times exhaustion
and 256 x 256 x 8 = 2! times subsequent exhaustion,
increasing the difficulty of cracking.

Use different keys for the diffusion part each

round, i.e.

Ci = f(f(f(Pi,K2,i1,Ci1), K2, 2,Ci-1),
Kj;3,Ci-1), (10)

under such circumstances, once exhaustion happens,
we need (227)3 = 28! times operations and it is already
unable to attack by exhaustion.

4.3. Improvement of mixing part

In order to solve the problem of decryption, we
append the difference between the length of the com-
pressed sequence and the length of the XOR sequence,

ie.
L = Length(compressed sequence)

— Length(XOR sequence)

to the end of the mixed sequence. As the value range
of the mixed sequence is from 0 to 255, the value of
L should be normalized to that from 0 to 255 in en-
cryption. For instance, express it in the form of a

polynomial:

L=1Lp 1 x256" "+ L, 5x256"2+...+ L,
in which the value range of each polynomial coefficient
L; is from 0 to 255. Append the polynomial coeffi-

cients Lo ~ L,_1 to the tail of the mixed sequence in
turn. Finally, append the number of the coefficient n
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to the tail of the mixed sequence in order to revert the
L in decryption.

During the process of decryption, if L > 0 then
cut the last L number of mixed sequence to make
them the last L number of the compressed sequence,
if L < 0 then cut the last L number of the mixed se-
quence to make them the last L number of the XOR
sequence, and then alternately collect the compressed
sequence and the XOR sequence from the left of the
mixed sequence. If L = 0 then alternately collect the
compressed sequence and the XOR sequence from the
mixed sequences without cutting.

The purpose of keeping the difference between
the two sequences instead of respectively keeping the
length of the two sequences is to hide information
about the two sequences better and to more effectively
economize memory space.

5. Test and experiment

5.1. Test of cracking

We did this crack test by the first 100 bytes
of standard file paperl of the Calgary Corpus
(ftp://ftp.cpsc.ucalgary.ca/pub/projects/text.comp-

ression.corpus). Suppose M= 16, the control param-
eter of the logistic map used in the XOR part and
the Baptista part is K1 = (zg, b) = (0.4, 3.76), the
control parameter of the Tent map used in the dif-
fusion part is Ko = (z9, «) = (0.11, 0.4), the phase
space number is N = 256, the maximum of iteration
is MAX = 32, the update period is period = 64, the
diffusion factor is A = 1 and Cy = v = 3. There are
82 K; keys and 133 K> keys used in encryption.
During the process of cracking, firstly work out
the even position of Ky through 800 chosen plain
Secondly work out 78 K; keys and 129 K
keys through the chosen plain texts whose lengths are
from 1 to 6, 12 to 30, 40, 41, 100 and 101, respectively.

Lastly, use these cracked keys to revert the cipher text

texts.

back to plain text. The experimental results show us
that 100 bytes of cipher text can work out as 79 bytes
of plain text in this test and the success rate reaches
79%. What is more, the plain texts which are worked
out take on very good readability and we can do fur-
ther cracking by the use of context. Table 1 below is
a correspondence table which shows the relationship
between the length of chosen plain text and the length
of the mixed sequence while cracking.

Table 1. Length relation between the chosen plain text and the mixed sequence.

Length of Length of Length of
chosen plain text  mixed sequence | chosen plain text
1 3 13
2 4 14
3 4 15
4 5 16
5 6 17
6 7 18
7 7 19
8 8 20
9 8 21
10 9 22
11 10 23
12 10 24

Length of Length of Length of
mixed sequence | chosen plain text mixed sequence
11 25 16
11 26 17
12 27 17
12 28 18
13 29 18
13 30 19
14 40 22
14 41 23
15 100 39
15 101 40
16 800 107

16

Annotation: the length of the mixed sequence expressed by Matlab expression is size(AC(ones(1, L) X (MAX + 1))), where

AC means the function of arithmetic code, L means the length of chosen plain text, M AX means the maximum iteration. As

all of the chosen plain texts are low probably ones, they are all encrypted through the XOR part and synchronously append the

mark “MAX +1” to the Baptista sequence. The Baptista sequence is composed of L “M AX + 1”7 marks and then the compressed

sequence is AC(ones(1, L)X (MAX + 1)).

Table 2 below shows some locations correspond-
ing to the relationship between the key sequence Kj

and K5 in the diffusion part. From Table 2, it can

be seen that while the even position of K is already
confirmed, all the positions of K7 and the odd posi-

tion of Ky can also be confirmed by staggering the
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odd and even positions of K7 and K5. For example,
while the length of the chosen plain text is 40, K 46
corresponds to Kj 24 so that K o4 can be confirmed
by K3 46. Then, while the length of the chosen plain
text is 41, Ky 47 corresponds to K 24 so that Ko 47
can be confirmed by K 24.

In addition, the reason why both K7 and K5 have
four keys cannot be confirmed is that there is no more
information while the length of chosen plain text is
from 7 to 11. When the length of chosen plain text
is from 1 to 6, the chosen plain text is longer than
mixed sequence so that the corresponding K5 can be
confirmed by the over part of the mixed sequence.
When the length of the chosen plain text is larger

than 12, the difference between the mixed sequence
and the chosen plain text is larger than or equal to 2
so that K7 and K5 can be confirmed by the odd—even
staggered method mentioned above with the over part
of the chosen plain text. When the length of chosen
plain text is from 7 to 11, there is no redundant part of
the mixed sequence, and the corresponding positions
of K7 and K, is fixed, so we cannot stagger the odd
and even positions of K7 and K,. Therefore, there
are 8 keys i.e. Ka 15, K217, K219, K221 and K g1
that cannot be confirmed uniquely. However, when
the plain text is so long, the corresponding relation is
fixed in the diffusion part so that it will not affect our

crack.

Table 2. Location relation of K7 and Ko.

Length of Demonstration of the location relation of Kj and K2 (where m; is one of the mixed sequence)
chosen plain text
1 Ky mi m2 m3
Koy Ko Koz Koy
) Ky mi K2 ma ms3 mq
Ko1 Koo K23 Kou4 Kajs Ko
3 K1 mi Ki 2 ma Ki3 ms3 my
Ko1 Koo Ka3 Kou Kos Ko Kor
4 K1 my Ki 2 ma Ki3 ms3 K14 my ms
Ko1 K22 K23 Koa Kos Ko Ko7 Kag Koo
30 mig Ki20 Kio21 K122 Kio2z Ki2a Kipos K1 30
Ko3s Ka39g Koao Koa1 Kouaz Kouz Kouag K> 49
0 moz  Kios Ki2a Kigs Kioe Kior Kipos K1 40
. Kous Kous Kous Kouar Koug Koag Koo K> 62
m mo3 K124 Kios Kige Kio7r Kigs Kiog Ki s
Koue Koa7 Kous Ka49 Kos0 Kas51 Kos2 K264
100 m3g  Ki40 Ki41 Kia2 Ki4a2 Kiaz Kiaa K1,100
Kors K279 Kaso Kas1 Koga Kass Kosga K3 139
101 mgo K141 Kia2 Kia3 Kiaa Kias Kiae Ki 101
Koso Kos1 Kosa Koss Koge Kass Kose Ko 141

5.2. Experiment with the improved algo-
rithm

The improved algorithm mentioned in this part is
improved from the original Li Heng-Jian et al. algo-
rithm by the method mentioned in Section 4. As we
cannot decrypt without information about the length
of the XOR sequence, in the original algorithm used
here we append the length of the XOR sequence to
Although we add
some operations in the improved algorithm for secu-

the tail of the mixed sequence.

rity, experiments show that the compression ratio of
the improved algorithm does not decline and the en-
cryption/decryption time of the improved one is in the
same order of magnitude of the original one. Figure 4
shows that the cipher text value of the improved al-
gorithm is distributed uniformly. Figure 5 shows that
the sensitivity of the improved algorithm is high.
Table 3 below is a compression ratio comparison
of the original algorithm and the improved algorithm,

where the control parameters are same as those in the
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Subsection 5.1, and the key of the logistic map in the
Baptista part is K3 = (z9,b) = (0.4,3.7).

From Table 3 we can see that the compression
rates of the two algorithms are approximately the
same. The improved one has a slightly lower compres-
sion rate than the original one with the experimental
parameters used here.

Table 4 is the encryption/decryption comparison
of time between the original algorithm and improved

algorithm. Table 4 shows us that the decryption speed
is a little slower than the encryption in both two al-
gorithms. Due to operations such as joining of left
shift, etc. in the improved one, the speed of encryp-
tion/decryption of the improved one is little slower
than the original one. However, their cost time is al-
most in the same order of magnitude, so the speed is

acceptable.

Table 3. The compression ratio comparison of the original algorithm and the improved algorithm.

Sample Original algorithm Improved algorithm Sample Original algorithm Improved algorithm
paper 1 0.9549 0.9484 progc 0.9656 0.9624
paper 2 0.9188 0.9143 progp 0.9148 0.9106
paper 3 0.9265 0.9248 progl 0.9095 0.9036
paper 4 0.9368 0.9341 geo 0.9026 0.8921
paper 5 0.9637 0.9580 pic 0.2055 0.2029
paper 6 0.9612 0.9498 bib 0.9781 0.9685
News 0.9711 0.9547 trans 0.9963 0.9904
book 1 0.9142 0.9032 objl 0.9099 0.9033
book 2 0.9291 0.9272 obj2 0.9942 0.9920

Annotation: sample is from ftp://ftp.cpsc.ucalgary.ca/pub/projects/text.compression.corpus.

Table 4. The encryption/decryption comparison of time between the original algorithm and the improved algorithm.

Encryption/s Decryption/s

Sample Original algorithm Improved algorithm Sample Original algorithm Improved algorithm
paperl 0.156 0.171 progc 0.171 0.203
paper2 0.218 0.250 progp 0.265 0.296
paper3 0.140 0.156 progl 0.172 0.281
paper4 0.062 0.063 geo 0.078 0.0778
paperb 0.062 0.062 pic 0.078 0.078
paper6 0.125 0.140 bib 0.156 0.156
news 0.843 0.906 trans 0.969 1.078
book1l 1.640 1.765 objl 1.968 2.156
book2 1.344 1.453 obj2 1.609 1.735
progc 0.125 0.125 progc 0.140 0.156
progp 0.141 0.157 progp 0.156 0.172
progl 0.203 0.219 progl 0.234 0.234
geo 0.359 0.375 geo 0.391 0.422
pic 1.531 1.578 pic 1.844 1.875
bib 0.266 0.297 bib 0.312 0.359
trans 0.235 0.251 trans 0.266 0.282
objl 0.109 0.109 objl 0.110 0.125
obj2 0.875 0.922 obj2 0.969 1.031

Annotation: sample is from ftp://ftp.cpsc.ucalgary.ca /pub/projects/text.compression.corpus.
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value distribution of the same plain text,

The plain text value and the cipher text
(a) the
plain text value distribution and (b) the cipher text
value distribution. Annotation: the sample is the
first 100 values of paper2 from the following web
site:  ftp://ftp.cpsc.ucalgary.ca/pub/projects/text.comp-

ression.corpus.
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Fig. 5. The result of the sensitivity analysis of the se-
cret key. Annotation: the sample is the first 100 values of
paper2 from the following web site: ftp://ftp.cpsc.ucal-
The se-
cret key analysed here is K3, whose control parameter
b charges 0.001.

gary.ca/pub/projects/text.compression.corpus.

Figure 4 is the plain text value and the cipher text
value distribution of paper 2, which is mentioned in
Table 3 and Table 4. Figure 4 shows that the cipher
text value is distributed uniformly.

Figure 5 is the result of sensitivity analysis of
the secret key. As shown in Fig. 5, if the secret key

changes a little, the cipher text will vary obviously,
which means that the improved algorithm has high
sensitivity when the secret key changes.

6. Conclusion

This paper analysed a chaos-based cryptosystem
with an embedded adaptive arithmetic coder, pro-
posed by Li Heng-Jian et al, and then pointed out
a decryption bug and a security loophole in the orig-
inal algorithm. After that, this paper proved and ex-
plained a possible cracking method of the XOR, part
and the diffusion part in detail. In response to the
bug and loophole of the original algorithm, this paper
also proposed some feasible suggestions for improve-
ment and then proved the validity of the crack and the
feasibility of improvement by test and experiment.
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