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As an important application of the quantum network communication, quantum multiparty conference has made

multiparty secret communication possible. Previous quantum multiparty conference schemes based on quantum data

encryption are insensitive to network topology. However, the topology of the quantum network significantly affects

the communication efficiency, e.g., parallel transmission in a channel with limited bandwidth. We have proposed two

distinctive protocols, which work in two basic network topologies with efficiency higher than the existing ones. We first

present a protocol which works in the reticulate network using Greeberger-Horne—Zeilinger states and entanglement

swapping. Another protocol, based on quantum multicasting with quantum data compression, which can improve the

efficiency of the network, works in the star-like network. The security of our protocols is guaranteed by quantum key

distribution and one-time-pad encryption. In general, the two protocols can be applied to any quantum network where

the topology can be equivalently transformed to one of the two structures we propose in our protocols.
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1. Introduction

Quantum communication, based on areas of quan-
tum mechanics such as the no-cloning principle, has
the potential to make the process of information trans-
mission more secure. For instance, quantum key dis-
tribution (QKD)'~4 can produce a private key be-
tween two authorized users who may be discontent
with classical cryptography systems. In addition, the
great success of quantum communication in the past
two decades has encouraged researchers to attempt
to construct a widely covered quantum network.[>—12
Current proposals®=17 for the implementation of a
quantum communication network mainly fall into the
paradigm of a network distributing a quantum key,
commonly termed as QKD network. A feasibly im-
plemented model of this type so far is the trusted
network model, for example the DARPA!3'4) and
SECOQCH!>=17 petworks. Since the deployment of
a real QKD network requires the development of net-
work architecture with a specific network topology, it
is natural that one should consider network topology
when executing an efficient quantum communication
process. Widely employed in classical networks, retic-
ulate or star-like topology also plays a large role in
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the quantum domain. To be specific, the newly estab-
lished model of the SECOQC QKD network exploits
a topology which can be equivalently translated to a
combination of reticulate and star-like structures.!*®
In addition, the 3-node quantum network demon-
strated by Chen et al. was based on a triangle struc-
ture topology, which is a special reticulated case.['®!
A typical example of the star-like topology paradigm
is the metropolitan quantum communication network
also presented by Chen et al.1"]

Quantum secure direct communication (QSDC),
which is a new concept in quantum cryptography,
permits a confidential message to be transmitted di-
rectly without encryption by a private key. The first
QSDC scheme based on block transmission was pro-
posed by Deng et al. in 2003,[2°! although an ear-
lier quasi-secure deterministic communication scheme,
termed the ping-pong protocol,?!] paved the way for
QSDC. Since the ping-pong protocol may be entirely
insecure in a lossy channel, Cai et al.[*?l improved
it by doubling the process described in Ref. [20]
and gave another QSDC protocol based on single
photons.[23] After that, a lot of elaborately conceived
QSDC protocols?*~33] were proposed using the strik-
ing quantum effect, such as the quantum one-time

*Project supported by the National Natural Science Foundation of China (Grant No. 60872052).
fCorresponding author. E-mail: shengzhcn@gmail.com, huoxingren112@163.com
© 2011 Chinese Physical Society and IOP Publishing Ltd

http://www.iop.org/journals/cpb  http://cpb.iphy.ac.cn

080306-1



Chin. Phys. B Vol. 20, No. 8 (2011) 080306

padBl or dense coding.[26 QSDC protocols based on
continuous variables*3% were then proposed since it
is difficult to prepare an ideal single-photon source
with current technology. The above proposals are for
one-way communication. Other proposals, concern-
ing the transmisson of messages simultaneously from
both sides to the other ones, appeared to make an
improvement. Obviously, these schemes are more effi-
cient when we extend the QSDC to a multiparty one,
which can be equivalently translated into the quantum
conference domain discussed in the next paragraph.
For instance, Gao et al.S presented a simultaneous
QSDC scheme between the central party and many
other parties based on entanglement swapping. The
scheme shows how many parties transmit their secret
messages to one party. Recently, Jin et al.l’”) pro-
posed a three-party simultaneous QSDC scheme by
using GHZ states. In their scheme, one user, Alice,
can obtain the secret messages from the other two
parties, Bob and Charlie. At the same time, Bob (or
Charlie) can also obtain secret messages from Alice
and Charlie (or Bob). Man et al.3® doubted that
most of the quantum two-way communication schemes
might provide more chances for an eavesdropper since
the particles in the channel are actually transmitted
twice in a round. In Ref. [38] he then proposed an
improved version using GHZ states and entanglement
swapping.

As a new branch of multiparty quantum commu-
nication, quantum conference, whose goal is to en-
able one centre broadcasting messages to many au-
thorized users, will become one of the most preva-
lent applications in quantum networks. Recently, Li
et al. proposed a new concept known as quantum
secret conference.[?? In his proposal, legitimate con-
ferees first share a private key by a multiparty QKD
scheme with GHZ states.
cryption, which is implemented by a CNOT circuit, is

Then, quantum state en-

employed to broadcast confidential messages to both
legitimate conferees, who can decode the messages
from the encrypted states with their correspondent
keys. Gu et al.l*! presented another scheme with
partially entangled states, which are considered to be
more easy to prepare in the laboratory, to improve its
practicality. In this paper, we propose two distinctive
protocols, which are sensitive to network topology and
only work in a given network, respectively, with entan-
glement swapping and quantum data compression. In
classical communication, network topology is one of
the main factors that affect efficiency. We argue that
this problem also exists in quantum network commu-
nication, especially for quantum secret conference.

2. Network topology

The main obstacle to deploying a multiparty
quantum conference is posed by the quantum no-
broadcasting principle, which makes the quantum con-
ference much different from its classical counterpart.
Obviously, unknown quantum states are not allowed
to be transmitted to the users simultaneously. How-
ever, any conference scheme needs a broadcast proto-
col to let all the legal users obtain the messages at any
given time. Fortunately, this might not be an obstacle
when we concentrate on how to protect the classical
information encoded in the quantum state. First, we
present two basic topological structures, the reticulate
network and the star-like network, as shown in Fig. 1.

A (@)

Trent

B C

Fig. 1. Topological structures, (a) reticulate structure,
(b) star-like structure.

In a reticulate structure, any two nodes are con-
nected with each other, there can be up to n(n—1)/2
links in total. Here, we only consider a 3-user network
for simplicity. In Fig. 1(a), suppose that three users
A, B, C are holding a conference. Any legal listeners,
say, B and C, can hear the talker A, simultaneously. In
Fig. 1(b), a third node, commonly acting as a trusted
party, Trent, is the centre of the structure.

We argue that any users in the quantum internet
should be connected either by a physical channel or a
virtual one controlled by a quantum switch, and there
may be thousands of subnets similar to the counter-
part, classical internet. Thus the topology between
all the users in such a network can be equivalently
transformed to reticulate or star-like topology. Thus
these two structures are typical enough to implement
a quantum conference protocol between any users in
a quantum internet, even though this may not be the
optimal one.
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3. Our protocols

In this section, we present two quantum confer-
ence protocols working in a reticulate network and a
star-like one, respectively. In order to avoid broadcast-
ing an arbitrary state, quantum entanglement swap-
ping is introduced to complete the task that a secret
classical bit is broadcast to both listeners simultane-
ously. Essentially, the first can be equivalent to a one-
to-many QSDC protocol, the only difference is that
it is not necessary for the sender to reveal his result
The distinction is that
quantum data encryption, in which quantum mem-

in a one-to-many scenario.

ory is unavoidable, is not needed, whereas quantum
memory is indispensable in previous protocols. In the
second protocol, the conference task is accomplished
by a multiparty QKD and one-time-pad encryption,
which guarantee unconditional security. In addition,
we combine it with the quantum data compression
algorithm exploited in Ref. [41] to improve the effi-
ciency, the central party (Trent) plays the main role,
who takes part in the compression and decompression
process with both listeners.

3.1. Protocol A

Without loss of generality, suppose A is the talker,
and B and C are listeners. First, each prepared n Bell
states

PE = S50+ 1) ()
B = = (00 + 12", (2
B0 = = (005 + 1) (3

B transmits all the particles indexed in ‘3’ to A
and reserves the others. Similarly, C also sends all the
particles indexed in ‘5’ to A. Before they continue,
A, B, and C perform a random test on these parti-
cles. Specifically, they choose a random subset and
measure them in either the X or Z basis, then they
compare the results to obtain an error rate. They con-
tinue only if the error rate is tolerable. A carries out a
unity measurement on all the pairs indexed in ‘1, 3, 5’.
Thus, the entanglement swapping referred to Fig. 2 is
accomplished. The initial state is written by

|¢+>12 @ DT )34 @ [DT )56

2\[(|G+>135 ® |G V246 + |GT V135 ® |G1 )246)

2\[(|G V135 @ |G Va6 + |G V135 @ |G )246)

2\f(|G D135 @ |G V246 + |G3 V135 @ | G5 )2a6)

2\f(|G D3s @ |G )26 + |G V135 ® |G )246),
(4)

where |GF) (i = 1,2,3,4) denotes one of the eight
GHZ states written below

GT) = 7(|000>i|111>> (5)
G3) = 7<|001>i|110>> (6)
G3) = 7<|010>i|101>> (7)
IG7) = 7<|011>i|100>> (8)
1'_‘2 21 3 5
entanglement
/ swapping
B———(0)
3 4 5 6 4 6

Fig. 2. Schematics of entanglement swapping in our pro-
tocol.

To encode the secret information, A should com-
plete the following procedure before performing en-
tanglement swapping. Given a secret sequence M =
{mi,ma,...,my,...,my}, then A randomly performs
the operation I (if m; = 0) or ox (if m; = 1) on the
corresponding qubit state denoted as ‘2’. Once ox is
performed, the quantum state is transformed to

\W+>12 ® |07 )34 @07 )56

2\[(|G+>135 ® |G )aa6 + |GT Y135 @ |G )246)
2\[
2\[

_’_7
22

(IG3)135 ® |GF ) 246 + 1G5 )135 ® |G5 )246)
(G )135 @ |G )2a6 + |G )135 ® |G )246)

(IGT)135 @ |GT )2a6 + |G1 Y135 ® |G )2u6).
9)

Next, A, B, and C perform an LOCC on all the
qubits in 2, 4 and 6, as follows. First, each one mea-
sures their corresponding qubit in Z basis. Then, A
reveals his results obtained from the measurement on
qubits 1, 3, 5 and 2. B, as well as C, is able to figure
out whether oy is carried out just from A’s results
and their own (see Table 1).
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Table 1. Secret information decoding

|p)135 |p) 246 Transformation
IGT 135 |G )246(1GY )246) I(ox)
|G3)1s5 |G )246 (|G )246) I(ox)
IG3)135 |G )246(IGT ) 246) I(ox)
IGY1ss  |GT)246 (|G )246) I(ox)
|Gi)135 |Gy )246(|G )246) I(ox)
|G5)135 |G )246(|G3 )246) I(ox)
|G5)135  |G35 )246 (]G5 )246) I(ox)
|Gy )35 |Gy )246(|Gy )246) I(ox)

B or C can always decode the message in sequence
M with the classical information A reveals. For in-
stance, A informed B and C in the classical channel
that his result state was |G} )135, then B (C) performs
a measurement in Z basis on particle 4 (6), and ob-
tains the classical information ‘0’ (‘0’) or ‘1’ (‘1°), re-
spectively. Finally, B or C figures out which operation,
I or ox, was performed, after A revealed the result ‘0’
(‘I’) or ‘1’ (‘0’) of the measurement on particle 2 in Z
basis.

3.2. Protocol B

In this subsection, inspired by the ideas in
Ref. [38], we present a new protocol based on a star-
like topology with quantum data compression. A se-
cret key is shared in advance by all the users after
they have carried out a multiparty quantum key dis-
tribution; this task can be completed by protocol A
if ox is not concluded for simplification. A encrypts
all the quantum states with the key and compresses
them into a symmetric subspace, then he sends the
compressed data to Trent. Trent decompresses the
quantum states and sends them to the corresponding
users, B and C, respectively.

Data compression: Suppose that A prepared two
identical qubits shown below

|0)®% = (al0) +b[1))*? . (10)

These qubits were encrypted with the key; the en-
cryption can be realized by a CNOT logic gate where
the key is the control bit and the information qubits
are taken as the targets. The encrypted quantum state
can be written as

)5 = (a']0) +b'[1))%2. (11)

These states are not transmitted to B and C di-
rectly. Instead, A compresses them and sends the
compressed ones to Trent. We conceive a simple
quantum lossless compression algorithm introduced in

Ref. [38] to complete the task, then the quantum state

is compressed into and decompress from the symmet-
ric subspace SY M (H®N).
dure can be described by the operation W, which sat-

The compression proce-

isfies
W lo)g @ o) e
2
- ZC’|EZ> ®10) [log, 3]
i=0
—0)?@|I)
2
= ali), (12)
i=0
where

—1/2

|Ei) = Sz (13)

2€{0,1}2,|z|=1

It is easy to obtain

co = a’?, (14)
¢ =2d't, (15)
co = b2 (16)

From Eq. (12), it is obvious that only o(log3)
qubits were transmitted to Trent, thus the capac-
ity of channel ‘AT’ is improved. For decompres-
sion, Trent just performs a reverse transformation
of Eq. (12) to obtain the original encrypted state
)% = (a’|0) + V'|1))®? which will then be trans-
mitted to the listeners, B and C.

Finally, B and C decrypt the states sent by Trent
with the key and obtain the initial state |¢)®? =

(al0) + b[1))®2.

3.3. Security

So far, QKD is proved to be unconditionally se-
cure no matter what strategies the eavesdropper (Eve)
performs.[*? Generally, the security of quantum con-
ference depends mainly on quantum principles, such
as the no-cloning theorem and the quantum uncer-
tainty principle. In our protocols, entanglement swap-
ping plays an important role in broadcasting the se-
cret information directly and distributing a key to
both users. Thus, the security of these two proto-
cols depends mainly on the purity of the Bell states
in Egs. (2) and (3). The best strategy for Eve to em-
ploy is to entangle her ancilla with particles ‘3’ and
‘5’, which travel in the public channel controlled by
her. Eve just performs a CNOT operation on particle
‘3", ‘57 and her ancilla |0),, |0),, then we have
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|<PABCE>

= UcnoT|®T)12 @ |81)34 @ |9 )56 @ [0)e, @ [0)e,

= Cl|>‘¢+>12 ® |G 340, @ |G 566, + 2| ) ABCE
= (IG{ ) 135 @ |G )2a6 + |G1 )135 @ |G1 )246) 1D Veres

2f
2f
7
2\f

(IG3)135 © |G )2a6 + |G3 D135 @ 1G5 )246) 1P ey
(IG5 )135 ® |GF )26 + |G5 )135 @ |G3 )246) |9 )eyes

(IG1)135 @ |G )26 + |G )135 @ |G )246) |9 )eyes

+ (IGT )135 ®@ |GT )26 + |G )135 @ |G )246) [P Deyes

2f
2f
2f

—— (IG5 )135 ® |G3 )46 + |G3 )135 @ |G )246) P Deyes

(IG3)135 © |G5 )26 + |G3 ) 135 © |G )246) 1P eyes

+ (G )35 @ |G )2a6 + |G V155 @ |G )246) |8 e

2v/2

+ co|I'") ABCES

where I is performed. However, the result state is
similar when ox is performed. |I")apcr and |I')aBcE
represent the state when A and B or A and C obtain
inconsistent results in the test, so it is natural that Eve
is able to extract a small portion of the key without
detection. From Eq. (17), we obtain that Eve is able
to extract a key bit with the probability of no more
than |c1]?, since LOCC cannot give any information
about the relative phase. Thus the maximal informa-
H(|c1]?), where H(x) is
the binary Shannon entropy function. From Eq. (17),

tion Eve can obtain is 1 —

we know that random test on the travelled particles
is indispensable since the entanglement swapping it-
self cannot guarantee security. Thus, we can conclude
that protocol A is unconditionally secure. So is proto-
col B, since the multiparty QKD procedure is similar
to protocol A and the key will be used in a quantum
one-time-pad system.

4. Conclusion

According to the two different network topologies,
we propose two corresponding multiparty quantum
conference protocols based on GHZ states and entan-
glement swapping. In protocol A, private information
is directly broadcast to both conferees by multiparty
entanglement swapping without encryption, entangle-
ment purification provides a way to detect any eaves-
dropping in the channel. Compared with the protocols
proposed in Refs. [36] and [37], it is more efficient be-
cause quantum memory is not introduced here and the

(17)

secret information is broadcast directly to both con-
ferees without encryption. In scheme B, a private key
is established to each conferee by multiparty QKD,
which is similar to protocol A. Then one-time-pad en-
cryption is applied to the quantum states which will
be compressed into a symmetric subspace. Obviously,
the channel capacity is improved and is more efficient
than previous ones. It is also concluded that network
topology should be taken into consideration when the
efficiency becomes the main concern, which also coin-
cides with the fact that efficiency is always the most
important factor for a secret conference protocol.
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