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Disturbance imposed on the chaotic systems is an effective way to maintain its chaotic good encryption features.

This paper proposes a new perturbation method to the Tent map. First it divides the Tent map domain into 2%V parts

evenly and selects a particular part from them, then proliferates the Tent map mapping trajectory of this particular

part, which can disturb the entire system disturbance. The mathematical analysis and simulated experimental results

prove that the disturbed Tent map has uniform invariant distribution and can produce good cryptographic properties of

pseudo-random sequence. These facts avoid the phenomenon of short-period caused by the computer’s finite precision

and reducing the sequence’s dependence on the disturbance signal, such that effectively compensate for the digital

chaotic system dynamics degradation.
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1. Introduction

Recently, with the continuous development of
chaos theory, various encryption algorithms based on
chaotic system are continually coming to the fore,[!=7]
they are largely based on the chaotic system trajectory
of the pseudo-randomness, as well as the sensitivity of
the initial value, ergodicity and mixing property.®%]

In the classical chaos theory, chaotic systems are
defined in a continuous domain, while computer and
other digital system are discrete digital system, so in
the process of the digital chaotic system, the com-
puter’s finite precision leads to the degradation be-
haviour of chaotic systems (short-cycle effects, low lin-
ear complexity and unbalanced distribution function
etc.). Thus, in the finite precision environment, to
maintain the good encryption features of chaotic sys-
tems is the core of chaotic encryption applications.

In order to overcome the degradation of chaotic
dynamics in the computer systems, recently there have
been many solutions, which can be divided into the
following two types: (i) to increase the dimension
of chaotic systems'~'¥ or use compound chaotic
systems;1>~17 (i) to disturb the iteration process
of the chaotic system using another low-dimensional
chaotic system.!®) While the first kind of methods only
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slow down the speed of chaotic system degradation
(with the gradually increasing number of iterations,
the phenomenon of short-period of the chaotic sys-
tem still appears), which are not real fundamental
solutions to the chaotic system’s degradation. The
second method, perturbing the chaotic system gradu-
ally in the iterative process, can reduce the error and
prevent the chaotic system’s degradation, but the cy-
cle of the final chaotic sequence will be affected by
low-dimensional chaotic map which is used to disturb
the iteration process. In this respect, we design a
new disturbance method to the Tent map, theoretical
analyses, mathematical proofs and computer simula-
tion experiments confirm that the disturbed Tent map
can produce good cryptographic properties of pseudo-
random sequence, hence avoids the phenomenon of
short-period caused by the computer’s finite precision
and reduces the sequence’s dependence on the distur-
bance signal, thus effectively compensates for the dig-
ital chaotic system dynamics degradation.

The rest of this paper is organized as follows. Sec-
tion 2 analyses the Tent map and designs the pertur-
bation method. While mathematical proofs are pro-
vided in Section 3. Section 4 contains the simulation
experiments and results of analysis. Finally, Section 5
concludes the paper.
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2. Design of the perturbation
method

2.1. Analysis of Tent map

Tent map is a classical one-dimensional chaotic
system, its definition is

T

, 0<x, <a,
a
Tny1 = g(an) = 1—x, (1)
) agxnél,
1—a

where a is the system parameter. The chaotic map is
defined in the interval [0, 1], which has the same in-
variant distribution function: p(x,) = 1, its Lyapunov
exponent can be obtained by the following formula:

dg(zn
dz,,

~

(2)

1 N
A=7}Lngoﬁizzlln

So we can obtain

1
A=aln| - 1—a)l
an<a>+( a)n(1
because 0 < a < 1, so
1 ( 1 )
- >1, >1
a 1—a
1 1
= In <> >0, In () >0,
a 1—a

that is A > 0. Therefore, the Tent map is chaotic and
its output signals have random, ergodicity and mixing

1
j— a ’

2.2. Description of the perturbation
method

Without loss of generality, we can extend Eq. (1)
to the following equation:

0<umx, <1/2V,
1/2V < 2, < 2/2N,

gl (xﬂ,)7

gQ(xn)v
Tpp1 = g(Tn) = .

gon (zn), 2N —1)/2N <2, < 1.

The interval [0, 1] is divided into 2V equal length
inter-cells:

1 1 2
11: |:072]\f)7 12: |:2]V’2]V>""’

2N —1
I2N == |:2]V’1:|

Select an inter-cell I, from 2V equal length inter-
cells and set the variable diffusion coefficient e € [0, 1].
The interval I,. is divided into two parts: I.; and Io
according to the ratio of (1 —e) : e. In each itera-
tion of the Tent map, if the system variable x,, does
not fall into the interval I, then z,, is unchanged; if
the system variable x,, falls into the interval I,., so the
proliferation of system variables will be carried out
according to Fig. 1, spread the interval I, to those
intervals located on the left side of the interval I,.q,

similarly, spread the interval I, to those intervals lo-

property. ‘ cated on the right side of the interval I,s,
r—1 r—1
PR n - " oN | n € I’r )
/ l1—e <x 2N > ! !
Tn =19 on (4)

2% —r r—1 1-—e n r el

Tn — - SN In r2-

e oN 2N 2N ?

Therefore, after the disturbance the Tent map becomes the following map:

g(x’n)a xn ¢ I’I“7

r—1 r—1 cr
Tn — ——— 5 Tp rly

Tpt1 = f(zn) = N1—e 2N ! (5)

N _p r—1 1—e n r cr
Tp — - anN | Tn r2:
I\ e 9N T oW 9N 2

|—expand]
I,
I I (1*6) ” Ion

il
L expand

Fig. 1. Disturbance spread figure.
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3. Mathematical and

proof

analysis

Theorem 1 The function (5) has the following
properties: (a) zp+1 = f(x,) is a chaotic iteration
function; (b) the function f(z,) has the same invari-
ant distribution function: p(x,) = 1.

Proof (i) By Eq. (2) we can obtain the Lyapunov
exponent of function f(x,):

2N
. 1
A= lim o > In|f (zn)].
=1

Because of 1 < In|f'(z,)| < 2V, we can obtain
1 2
0<A=lim D In|f'(zn)| <2V = Nn2.
i=1
Therefore, x,,+1 = f(z,) is a chaotic iteration func-
tion, so (a) is proved.
(ii) To prove (b), we only need to prove the prob-
ability P{zy|f(zn) <y} =1y,

Play|f(zn) <y}
Plz,|f(zn) <y, v € I}
+ P{z,|f(zn) < y,zn ¢ 1.}
= P{zp|f(zn) <y,on € L1}

+ P{z,|f(zn) < y,xn € Io}
r—1

+ZP{xn|f(;vn) <y, zn € I;}
i—1
2N

+ 3 Plaalfle) <yan € 1)

1=r+1
= P{$n|f(ajn) < Y, Tn € Irl}
+ P{an|f(zn) <y, 20 € L2}
r—1 1 oN 1
T2 Wit D gy
=1 i=r+1

l—e e 2N -1
= 27]\,29‘*‘27\,104‘271\;9:?/#0(9%):1-

So (b) is proved to be correct.

Theorem 2 The inverse of function f(z,), de-
noted f~1(z,), is a measure-preserving transforma-
tion in the Lebesgue sense.

Proof Suppose I = [zg,20 + Az] C [0,1], in
order to prove that f~1(x,) is a measure-preserving
transformation, we only need to prove the equation:
u(f~1(I)) = Az, where u(f~1(I)) denotes the mea-
sure of the function f~!(x,).

Assume that the length of the function f~—1(I)
corresponding to the interval [O,Z;Nl) is Axq, the

length of the function f~!(I) corresponding to the in-
terval [QLN, 1] is Azo and Axs is the length of the func-
tion f~1(I) corresponding to the interval [’"2—}1, QLN)
Therefore, we obtain the following equations:
Az Azxy
(r—1)/2N (2N — )2V

The Az3; denotes the length of the function f~1(I)
corresponding to parts of the interval I,.; which is

= Az,

transformed into the interval [0, 55), Azss denotes
the length of the function f~!(I) corresponding to
parts of the interval I,5 which is transformed into the
interval [5%,1], so we obtain the following two equa-
tions:

(r—1)/2N s
9N _ ) /2N
()

CERTE A

therefore we obtain

,u(f_l(l)) = Ax1 + Azy + Axs
= Az1 + Axy + Az + Az
r—1 2N

1—e e
= Ax.

Thus, f~!(x,) is a measure-preserving transformation
in the Lebesgue sense.
First, we define an operator

Mj(z) = [2/ x x| mod 2, =z€[0,1], j€N. (6)

The pseudo-random sequence, generated by the

chaotic map f(x,), is transformed into a binary bit
stream {b;} by Eq. (6),

bi = Mj(&?i) = L2j X sz mod 2.

Theorem 3 All bits in the binary bit stream
{b;} are independent and identically distributed, that
is
7an)€F2” (FQTL:FQXFQX'”XFQ),

n

V(al,ag, .

p(bl :a‘labQ =Qag,--- 7bn :an) == 2—11.

Proof Without loss of generality, we only want
to prove that when 5 = 1 by using mathematical in-
duction:

(i) n = Lip(by = 0) = p{a1 : Mi(z1) = 0} =
p{r1 21 €10,0.5)} = p{ay : f71(x1) €]0,0.5)}.

050509-3



Chin. Phys. B Vol. 20, No. 5 (2011) 050509

It is known from Theorem 2 that f~!(z,) is a
measure-preserving transformation in the Lebesgue
sense, so we obtain

p{zy: 7 (x1) €10,0.5)} = 0.5
= p{z1: Mi(x1) =0} = p{zy : My(x1) =1} = 0.5,
therefore the equation p(b; = a;) = 0.5 = 27! is true

when n = 1.
(ii) n = 2: Without loss of generality, we assume

tion p(by = a1,by = az) = 272, we first prove this
situation: p(by = 0,bp = 1) =272

p(by =0,b3 =1)
My (z1) =0, My (z2) =1}
= p{z1,22 : 21 €[0,0.5),22 € [0.5,1]}
= p{z1,22 : 21 €]0,0.5),20 € I}
+p{x1, 201 71 € [0,0.5), 22 € [0.5,1\],}, (7)

= p{$17$11

the interval I. C [0.5,1]. In order to prove the equa-  and
|
p{x1,x2 1 x1 €10,0.5),29 € I,.}
r—1r—1 1-—e
_p{xl,zgsx16[0,0.5),x2€ [ 9N ' 9N N ]}
r—1 1l—e r
—l—p{l‘l,l‘g 1 € [0,0.5),%‘2 S |:2N oN ,2]\[)}
1 y ) clo r—1 1 « ) c r—1 1
_176X2 Py X2t T2 "N _|_ix2 P Z2 T2 oN
2N r—1 2n . r—1
pPq T2 To € O,ZT P To : XTo € 2T71
l1—-e 1 e 1 1
TN (TN Mg TN "
1 1 1 1
p{z1, 22 : 21 €0,0.5), 25 € [0.5,1\],} = 3 X plze 22 € 0.5, 1\, } = 3% \l3 9% ) (9)

With Egs. (7), (8) and (9), we can obtain

p(by =0,b = 1)
= p{x1,22 : x1 €10,0.5), 29 € I.}

+p{z1,m2 : 71 €10,0.5), 22 € [0.5, 1\ I-}

1 1 (1 1 )

_ )
= W +-—X|=-—— | =-=27".
Similarly, we can obtain the following three equations:

2 2 2n 4

p(by =0,by =0) =272,
p(by =1,by =0) =272,
p(by = 1,bp =1) =272,
So, the equation p(by = aj,bs = az) = 272 has

been proved, we can demonstrate the equation p(b; =
ai,biy1 = a;41) = 272 for each Vi by the same way.

(iii) We assume the equation p(b; = ay,bs =
as, -+ ,bp = ag) = 27k is true when n = k, so when
n==k+1:

p(by = a1,b2 = ag, -+ by = ag, bpy1 = ag41)
= p(brs1 = apq1|b1 = a1, b2 = ag, -+, b, = ax)

x p(by = a1,by = ag,--- by = ay)
= p(bk_;,_l = ak+1|b1 =ay, by =ag, - ,bp = ak) x 27k,

Because b;
dent, for as much as

ai,bs = as, -+ ,bp = aj are indepen-

p(b1 = a1,b2 = ag, -+ ,bp = ap, bpt1 = ag41)
= p(bgs1 = agy1)br = ax) x 27F
Y

_ ~ 2—k — 2—(k+1)-

1/2
Therefore, p(by = a1,bs = as, -+ ,bp = ag,bpyr1 =
apa1) = 2-(k+1) ig also proved. In the end, the Theo-

rem 3 has been proved.

We can obtain the following conclusions from the
above proof. The Tent map still has the following
properties after the disturbance: (i) it is a chaotic
iteration function; (ii) it has the same invariant distri-
bution function p(x,) = 1; (iii) all bits in the binary
bit stream, produced by the Tent map iteration, are

independent and identically distributed.

4. Analysis of simulation experi-

ment

To estimate the performance of the proposed dis-

turbance and illustrate its virtue, we carry out a series
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of experimentals under the experiment environment:
CPU: AMD Athlon 1.80 GHz; Memory: 1 GB; OS:
Windows 7; Software: Matlab7.0.

4.1. Analysis of the Tent map trajectory

We do all the following experiments by using the
form of the Tent map defined by the equation (1).
Without loss of generality, take a = 0.18, that is,

(%’8, 0<z, <0.18,
Tniy1 = g(xn) = 1._ T (10)
n 018 <x, <1.
0.82 = o=

The definition interval in Eq. (10) is divided into
I, = [0,0.25), I» = [0.25,0.5),
I3 =[0.5,0.75), I, =1[0.75,1],
(11)

without loss of generality, select the interval I
[0.25,0.5) to disturb the Tent map, the interval
is divided into two parts according to the ratio
(1—e

spectively. The locus diagram is shown in Fig. 2.

: e, which are spread to other intervals re-

Figure 2(a) is the image which is the trajectory
diagram of the Tent map (1) with the initial value
xg = 0.24, the iteration value has been 0 after a few
iterations, which affects the generation of the digital
chaotic sequence. Iterated 2000 times for the Tent
map (10) with the initial value xg = 0.24, Fig. 2(b)
is the trajectory diagram of the former 200 iterations
and Fig. 2(c) is the trajectory diagram of the last 200
iterations. From the figure we can clearly see that the
iterative trajectory of the Tent map (10) has main-
tained a good randomness which resists the defects of

short-cycle phenomenon.

1.0

0.8
0.6

‘ 04

0.2

1.0 1.0
(a)
0.8 0.8
0.6 M I 0.6
0.4 I | 0.4 ‘
|

0.2 i A 0.2

0 - o1 . 1,

0 40 80 120 0 40 80
n

Fig. 2. Trajectory diagrams. (a) Tent map (1), a
map (10), the last 200 iterations.

4.2. Sensitivity test

1) The impact of the initial value on the chaotic
sequence

Iterating the Tent map (10) on the initial value
zo = 0.24 and xg = 0.2400001 respectively, we obtain
two chaotic sequences which are completely different,
as shown in Fig. 3. This shows that the Tent map (10)
still maintains the high sensitivity of the initial value,
so the chaotic sequence, produced by the Tent map
(10), can be better used in information encryption.

2) The impact of the initial value on the 0-1 se-
quence

We select the initial value zy from 0 to 1 with
step being equal to 0.0001, repeat the above experi-

120

n

160 200 40 80 120 160

n

200

0.5; (b) Tent map (10), the former 200 iterations; (c) Tent

ment 10001 times and calculate the ratio of 0 in the
0-1 sequence for each time, the experimental data are
shown in Fig. 4.

1.0
0.8

06|

04+

02

Fig. 3. The
sequence.

impact of the initial value on the chaotic
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From the figure we can see that the ratio of 0 in
the 0-1 sequence, always about 0.5, does not change
with the change of the initial value, so the Tent map
(10) is stable.

8

g

% 0.6

g

e 04

3

=

.8

= 02}

(=]

[=5

o

2

<o}

£ 0 ‘ ‘ L ‘

0 0.2 04 0.6 0.8 1.0

System variable initial value

Fig. 4. The ratio of 0 in the 0-1 sequence.

4.3. Self-correlation and cross-correlation
test

Self-correlation is used to describe the correlation
between any two different values in one signal. Cross-
correlation describes the correlation between the two
values at a certain time which belong to two differ-
ent signals.['8] They can be evaluated by the following

formula:
| N
R(m) = Am o ; (bi — bmean) (bit-m — bmean),
cm) = 1i iN_l(b—b ) (B — B
N IV Loy 00 Pmean) i ™ e
where

1 N-1
bm an — li T bi7
¢ Ngnoo N Zl

{b;} and {b} are the 0-1 sequences which are pro-
duced by the Tent map (10) with different initial val-
ues.

Selecting the initial values zg; = 0.57, xg2 =
0.5700001 respectively and the number of iterations
N = 10000, we obtain two 0-1 sequences: {b;} and
{bl}. Figure 5(a) is the self-correlation function im-
age of the sequence {b;}, Fig. 5(b) is the image of the
cross-correlation function which denotes the correla-
tion between the sequences {b;} and {b;}. From the
above figures we can see that R(m) € [—0.05, 0.05] and

¢(m) € [—0.1,0.1], therefore, the sequences generated
by the Tent map (10) have good encryption features.

0.20

0.10

R(m)

—0.10

—1.0

(b)

02

o#,..u

—-0.2

c(m)

—-0.4 . " .
—1.0 —0.5 0 0.5 10

Fig. 5. Self/Cross-correlation function image.
quence {b;}, (b) sequences {b;} and {b.}.

(a) Se-

4.4. The SP 800-22 test

The national institute of standards and technol-
ogy (NIST) special publication (SP) 800-22119 tests
are used for testing the sequence’s randomness in this
paper. The NIST Test Suite is a statistical package
consisting of 16 tests which were developed to test the
randomness of binary sequences produced by either
hardware or software based cryptographic random or
These tests fo-
cus on a variety of different types of non-randomness

pseudo-random number generators.

which can could exist in a sequence. In this test, we
test the cipher sequence, produced by the Tent map
(10), whose length is 10° bits. The test results of test-
ing sequence’s randomness are shown in Table 1. We
can conclude from Table 1 that the sequence produced
by the Tent map (10) in this paper is stochastic.
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Table 1. The SP 800-22 test results of sequence produced by the disturbed Tent map.

Statistical test P-value Conclusion
Frequency test (n = 100) 0.356147 random
Frequency test within a block (n = 100, M = 10) 0.459092 random
Runs test (n = 100, 7 = 0.02) 0.459092 random
Test for the longest run of ones in a block (n = 128) 0.704934 random
Binary matrix rank test (n = 100000, M = Q = 32) 0.731617 random
Discrete Fourier transform test (n = 128) 0.690421 random
Non-overlapping template matching test (n = 220, B = 000000001) 0.330470 random
Overlapping template matching test (n = 1000000, B = 111111111) 0.870238 random
Maurer’s “Universal statistical” test (n = 1048576, L = 7, Q = 1280) 0.912352 random
Lempel-Ziv compression test (n = 1000100) 0.421743 random
Linear complexity test (n = 1000,000, M = 1000) 0.702401 random
Serial test (m = 2, n = 1000000) 0.991039 random
Approximate entropy test (m = 2, n = 100) 0.894901 random
Cumulative sums test (n = 100, mode=0 (forward)) 0.460193 random
Random excursions test (n = 1000000) 0.949201 random
Random excursions variant test (n = 1000000) 0.251072 random

4.5. Application in image encryption

Experiment of the Lena image encryption has been done by using the sequence which is produced by the
Tent map (10). The plain-image with the size 256 x 256 is shown in Fig. 6(a) and the corresponding histogram
of the plain-image is shown in Fig. 6(b). Figure 6(c) is its encrypted image with the encryption key 2o = 0.24
which is the initial value of the Tent map (10), and the corresponding histogram is shown in Fig. 6(d).

7007
600
500
400
300
200

100

0 50 100 150 200 250

0 50 100 150 200 250

Fig. 6. Lena image encryption experimental result. (a) Original Lena, (b) corresponding histogram of image
(a), (c) encrypted Lena, (d) corresponding histogram of image (c).
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From the figure, one can see that the histogram
of the ciphered image is fairly uniform and is signifi-
cantly different from that of the original image. This
is because the image pixels are distributed uniformly
using the sequence which is produced by the Tent map
(10).

5. Conclusion

In this paper we design a new disturbance method
to the Tent map. This novel disturbance method

can avoid the phenomenon of short-period caused by
the computer’s finite precision, reduce the sequence’s
dependence on the disturbance signal and effectively
compensate for the digital chaotic system dynam-
ics degradation. Theoretical analyses, mathematical
proofs and computer simulation experiments confirm
that the disturbed Tent map can produce good crypto-
graphic properties of pseudo-random sequence, which
has a higher application potential in the confidential

communications and information security.
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