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This paper uses a correlation dimension based nonlinear analysis approach to analyse the dynamics of network
traffics with three different application protocols—HTTP, FTP and SMTP. First, the phase space is reconstructed and
the embedding parameters are obtained by the mutual information method. Secondly, the correlation dimensions of

three different traffics are calculated and the results of analysis have demonstrated that the dynamics of the three

different application protocol traffics is different from each other in nature, i.e. HTTP and FTP traffics are chaotic,

furthermore, the former is more complex than the later; on the other hand, SMTP traffic is stochastic. It is shown

that correlation dimension approach is an efficient method to understand and to characterize the nonlinear dynamics of

HTTP, FTP and SMTP protocol network traffics. This analysis provided insight into and a more accurate understanding

of nonlinear dynamics of internet traffics which have a complex mixture of chaotic and stochastic components.
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1. Introduction

Most complex phenomena observed in nature
arise from the nonlinear nature of the underlying dy-
namics. The development of nonlinear dynamics the-
ory has brought new methodologies to analyse nonlin-
ear behaviours in complex system; hence techniques
from nonlinear dynamics are increasingly applied in
diverse fields such as biology, economics and network
science.l'~4 Computer networks are highly compli-
cated systems, both in the temporal and spatial be-
haviour of their traffics.>6! Recently, it was found
that the Internet traffic could exhibit complex non-
linear dynamical behaviours.["~12] Nowadays, the ap-
plication of nonlinear theory in the analysis of network
traffic is a very active research field.

Chaos analysis is a powerful non-linear method
which enables the extraction of characteristic
quantities.['*9 Tt offers tools which bridge the gap
between experimentally observed irregular behaviour
and chaos theory and have been used in many re-
lated fields such as power system and biomedical engi-
neering as well as applications to internet traffic.[1:4?]
One of the most widely used methods for quantify-
ing the nature of such data is the calculation of the

correlation dimension Dy by using the Grassberger—
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Proccacia (GP) algorithm.[314 The results of the
analysis are often useful for indicating whether the
nature of complexity in the data is chaotic, stochastic
or a mixture of the two. Nowadays, the correlation
dimension has been widely used as a powerful tool for
interpreting irregular signals in electrical, mechanical
and other engineering domains.[1%:16]

Correlation dimension based non-linear analysis
for practical applications; especially for internet traffic
was reported in previous research work.[¥! Neverthe-
less, to our best knowledge, characteristics analysis of
network traffics with different application protocols is
still an open problem. Here, we introduce a method
for the analysis of different internet application pro-
tocol traffics. One of the main objectives is to explore
the nonlinear behaviours of three typical traffics with
different application protocols—Hypertext (HTTP),
file transfer (FTP) and simple mail transfer protocol
(SMTP), respectively.

In this paper, we introduce a correlation dimen-
sion approach for the dynamic analysis of different in-
ternet application protocol traffics, i.e. HTTP, FTP
and SMTP. First, a mutual information method is
employed to reconstruct the phase space of network
traffic. Secondly, correlation dimension based chaos
analysis is conducted and the analysis results have
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shown that HTTP traffic and FTP traffics are chaos
and SMTP traffic is stochastic, which indicates that
the dynamics of three typical traffics with different
application protocols is different in nature.

2. Data acquisition

In our study, network traffics for analysis are ac-
quired by the Netscope, which is a system developed
by our research group and used to monitor network
traffic, works at the gateway of the Local Area Net-
work (LAN) and captures all the in and out traffics
and packets, which is stored at a database for further
study. The scheme of the Netscope system is shown
as Fig. 1.
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Fig. 1. The schematic diagram of data acquisition system.
—Netscope.

The Netscope system is located at the main build-
ing in Tsinghua University, and captures the input
traffic of the Tsinghua University LAN. The recording
has been performed with a sampling time up to 10 sec-
onds. The recorded traffic data correspond approxi-
mately to 1 day (8640 records) of measurements. Mea-
sured traffic throughputs of HTTP, FTP and SMTP
are respectively shown in Fig. 2.
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Fig. 2. Network traffics with different application proto-
col. (a) HTTP, (b) FTP, (c) SMTP.

3. Phase space reconstruction of
network traffic based on mu-

tual information method

The embedding procedure is the first step of
the phase space reconstruction of a dynamical sys-
tem from the observation of a single variable. The
most common phase space reconstruction technique is
the method of delays (MOD) proposed by Takens et
ol [17:18]

Giving a time series {z;,4 = 1,2,...n}, we build a
new m-dimensional phase-space in the following way:

le = [.’L’l,$1+7—, ceey x1+(m71)‘r]7
Yy = [0, Z24 7).+, Tog (m—1)7),
YN = [TN, TN 17y TN (m—1)7)5 (1)

where N > n — (m + 1)7, m is the embedding di-
mension of the reconstructed phase space and 7 is the
lag time measured in unit of sampling interval. Tak-
ens et al. proved that such systems converge to the
real dimension if m > 2D + 1, where D is the frac-
tal dimension (FD) of the real system. In our study,
only embedding time delay 7 is wanted to estimate
for the computation of correlation dimension, so mu-
tual information method is employed to determine the

embedding time delay.!**!
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Let us consider two random vectors (Y;,Y;), de-
noted by p(yv;yv;), P(v;) and pgy;), the joint and
marginal densities of the random vectors. The mutual
information can be interpreted as the H-information
obtained from the Shannon entropy. The Shannon
entropy of a density p with respect to p, is defined by

H(p) = —/plog(p)du~ (2)

In the discrete case, H(p) always exists, is positive and
can be interpreted as an uncertainty or an information

measure.
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Fig. 3. The embedding time delay of network traffics: (a)
the HTTP traffic (time delay 7 = 9), (b) the FTP traf-
fic (time delay 7 = 13), (c¢) the SMTP traffic (time delay
T =6).

With respect to the Shannon entropy, the mutual
information between Y; and Y can be easily rewritten

as

I(Y:;Y;) = H(py,) — Epy [H(Pyi|v;=y,)]
= H(py,) = Epy, [H(pv;1vi=y,)]-  (3)

Hence, the mutual information can be interpreted as
the reduction in the uncertainty of Y; due to the
knowledge of Y;. Rewriting the expectation in Eq. (3),
we obtain

Epy [H(pvi)y;=y,)| = HPviv;) — Hlpy,).  (4)
Therefore the mutual information between Y; and Y;
is

I(Y3;Y;) = H(py,) + H(py,) — H(p(v,,v;))- (5)

In practice, the first local least value of the mutual
information defined as Eq. (3) can be estimated as the
embedding time delay for phase space reconstruction
of the time series. Phase space reconstruction results
of network traffics with three different application pro-
tocols are illustrated as Fig. 3, i.e. the embedding time
delay for HTTP trafficis 7 = 9, 7 = 13 for FTP traffic
and 7 = 6 for SMTP traffic.

4. Correlation dimension analysis
of network traffics with differ-

ent application protocols

The correlation dimension of non-linear time se-
ries is of an estimated value of the number of freedom
degrees, which represents the complex degrees of the
time series. To calculate the correlation dimension, a
correlation integral C,,(r) is defined as the probabil-
ity with which a pair of points chosen randomly with
respect to the natural measure is separated by a dis-
tance less than r in the reconstructed phase space of
m dimensions. The correlation integral C,,(r) is then

approximated by![15:20:21]

5 N N
Cm(r):mz Z o(|Y; = Yj|[ —r), (6)

i=1 j=i+1
where @ is the Heaviside function

0, if =<0,
O(z) = _ (7)
1, if x>0,
and 7 is the distance parameter, ||Y; — Y;|| is the dis-
tance between two reconstructed vectors.
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When N — oo, the scaling property is derived
from the inherent characteristics of the correlation in-

tegral as

Cin(r) rP2. (8)

So the correlation dimension D, of the recon-
structed time series is then defined asymptotically as

1
Dy = Tim 2m ().
r—0 In7r

(9)

The slope of In Cy, (r) versus Inr converges to Ds, the
slope is generally computed by using the method of
least squares fit of a straight line over a certain range
of r called the scaling region.

In the case of finite data the limit cannot be
formed. In practice, one usually locates a linear scal-
ing region from the plot of InCy,(r) vs. Inr and es-
timates the slope of the curve over the linear region.
This slope is then considered as an estimation of the
correlation dimension D5 of the reconstructed time
series. If Do, plotted as a function of m, reaches a
plateau for a range of large enough values of m, the
value is then taken to be an estimation of the true
correlation dimension Dy for the system and which
further shows that the analysed signal is chaos, other-
wise, it is stochastic.

We outline the procedure of calculating the corre-
lation dimension from the time series as follows. First,
the correlation integral C,(r) is calculated for differ-
ent values of r (radius of the sphere) for each embed-
ding dimension 1 to m. From the logarithmic plot of
these values, the scaling region to obtain the slopes can
be determined. Secondly, a linear regression is com-
puted with the points contained in the scaling region
for each embedding dimension, the resulting slope is
the dimension Ds.

The collected traffics were analysed by the cor-
relation dimension (D) method. The relationships
between In C,,(r) and Inr and the slope of InC,,(r)
vs. Inr for HTTP, FTP and SMTP traffics is pre-
sented in Figs. 4(a), 5(a) and 6(a) respectively. So
the function of Dy and m is plotted as Figs. 4(b),
5(b) and 6(b) respectively and the estimated correla~
tion dimension of HTTP traffic is Dy = 4.28 and FTP
traffic Doy = 1.90 respectively, this fact indicates that
the two typical traffics are chaos, furthermore, the for-
mer is more complex than the later, on the other hand,
SMTP traffic is stochastic, since Dy does not reach a

plateau for a range of large enough values of m.
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Fig. 4. Correlation dimension analysis results of HT'TP
traffic. (a) Correlation dimension results of HTTP traffic
(embedding dimension m = 1 to 13 from left to right), (b)
relationship between correlation dimension Dz and em-
bedding dimension m.
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Fig. 5. Correlation dimension analysis results of FTP traf-
fic. (a) Correlation dimension results of FTP traffic (em-
bedding dimension m = 1 to 10 from left to right), (b)
relationship between correlation dimension D2 and em-
bedding dimension m.
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Fig. 6. Correlation dimension analysis results of SMTP
traffic. (a) Correlation dimension results of SMTP traffic
(embedding dimension m = 1 to 14 from left to right), (b)
relationship between correlation dimension Do and em-
bedding dimension m.

5. Conclusion

We have analysed the dynamical behaviours of
three typical application protocol traffics (HTTP,
FTP and SMTP) respectively by using the correlation
dimensional method. The results indicate that the dy-
namics of the three protocol traffics is different from
each other. While HTTP and FTP traffics are low di-
mension chaos in nature, SMTP traffic, on the other
hand, is stochastic in nature. The differences may
arise from the users’ corresponding behaviours in the
respective applications. For HT'TP and FTP, the users
are involved more interactively, hence creating more
complexity and long tailed distributions; for SMTP,
the mail servers are responsible for messages deliv-
ery, thus more uniformly distribute the loads. Our
analysis provides a new insight and a more accurate
understanding of the characteristics of three kinds of
typical Internet traffics, which are valuable for devel-
oping efficient schedulers to achieve quality of service,
and therefore to improve the capability of networks in

general.
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