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Quantum secret sharing(QSS) is a procedure of sharing classical information or quantum information by using

quantum states. This paper presents how to use a [2k − 1, 1, k] quantum error-correcting code (QECC) to implement

a quantum (k, 2k − 1) threshold scheme. It also takes advantage of classical enhancement of the [2k − 1, 1, k] QECC

to establish a QSS scheme which can share classical information and quantum information simultaneously. Because

information is encoded into QECC, these schemes can prevent intercept-resend attacks and be implemented on some

noisy channels.
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1. Introduction

Alice wants to send a secret to two users, Bob and
Charlie, in such a way that the two users must collab-
orate to acquire the secret, whereas any one of them
acquires nothing about the secret, whatever he does.
In classical cryptography, this technique is termed se-
cret sharing.[1] In 1979, this technique was generalized
to a (k, n) threshold scheme.[2] In the (k, n) threshold
scheme with n ≥ k, a secret is divided into n shares,
any k or more shares of which can combine to recon-
struct the secret, but any k−1 or fewer shares of which
does not contain any information about the secret.

Now, this idea has been generalized to a quan-
tum scenario. In 1999, Hillery et al.[3] first proposed a
scheme sharing classical messages and a scheme shar-
ing an arbitrary secret quantum state by using GHZ
states. Schemes sharing secrets (classical secrets or
quantum secrets) by using quantum states have been
termed quantum secret sharing (QSS),[3−5] which are
quantum-mechanical version of classical secret sharing
schemes. After this, Cleve et al.[4] defined a quantum
(k, n) threshold scheme with k ≤ n, in which a secret
quantum state is divided into n shares and can only
be perfectly reconstructed from any k or more shares.
Cleve et al.[4] and Gottesman[5] also gave the following
results about a (k, n) threshold scheme based on quan-
tum mechanics. A (k, n) threshold scheme of classical
secrets exists for every value of n ≥ k, but a quantum

(k, n) threshold scheme, which shares an unknown
quantum state, only exists for k ≤ n < 2k. If n ≥ 2k,
no quantum (k, n) threshold scheme exists, due to the
‘no-cloning theorem’. In 2004, the QSS of Hillery
et al. was generalized by Xiao et al. into an (n, n)
scheme and was reformulated in simple mathemati-
cal terms.[6] Until now, many schemes have been pro-
posed to realize QSS. Besides GHZ states,[3,6−8] sin-
gle photons,[9−11] Bell-states[12−15] and W-states[16,17]

are used to realize QSS. All these schemes either deal
with QSS of classical messages[3,6,9−15] or deal with
QSS of quantum information.[3,7,8,16,17]

In this paper, we will describe a quantum (k, n)
threshold scheme based on a quantum error-correcting
code (QECC). On the other hand, we exploit redun-
dancy in QECC to encode classical information so that
we can establish a QSS scheme sharing both classi-
cal information and quantum information at the same
time. The paper is organized as follows. First, we
give a brief introduction of QECCs and classically en-
hanced quantum-error-correcting codes (CQECCs) in
Section 2. In Section 3, we give a concrete descrip-
tion on how to use a QECC to share quantum infor-
mation. In Section 4, we demonstrate a scheme that
shares classical information and quantum information
simultaneously based on a CQECC. We discuss secu-
rity and properties of our schemes in Section 5.
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2. The QECC and CQECC

In order to fight against decoherence in quan-
tum computers and quantum communication systems,
QECCs[18−21] were established. Since Shor proposed
the first QECC,[18] research in this field has made
rapid progress. Gottesman established the theory of
stabilizer codes,[22,23] which told us that QECCs are
simultaneous eigenspaces of a group S of commuting
operators. The group S of commuting operators is
called the stabilizer of the code and the code is called
the stabilizer code. A code with a code distance d

which encodes q logical qubits into n physical qubits,
is described as an [n, q, d ] code. Encoding operations
of the [n, q, d ] code consist of first appending n − q

ancilla states |0〉⊗(n−q), then performing unitary op-
erations on the q qubits and the n − q ancilla states.
Thus, the data are no longer stored in the q qubits,
but spread out among n qubits, which makes it possi-
ble for the information to be recovered, even if some
of them are affected by environment. For example,
the Shor code[18] encodes the data of a qubit into nine
qubits and its encoding operations consist of append-
ing eight ancilla states |0〉⊗8 followed by performing
two C-NOT operations, three Hadamard operations
and six C-NOT operations in turn. The Shor code’s
codewords are given as follows:

|0〉 → |0L〉
≡ (|000〉+ |111〉)(|000〉+ |111〉)(|000〉+ |111〉)

2
√

2
,

|1〉 → |1L〉
≡ (|000〉 − |111〉)(|000〉 − |111〉)(|000〉 − |111〉)

2
√

2
.

Stabilizer of the [n, q, d ] code has n−q generators. We
can diagnose errors and then correct errors by mea-
suring these n − q generators. The [n, q, d ] code can
correct (d−1)/2 arbitrary single qubit errors and d−1
qubits erasure errors. It can correct an error set ε if
for all Ea, Eb ∈ ε, E+

a Eb ∈ S ∪ (gn − N(S)), where
N(S) is the normalizer of the group S.[23]

The code space of the [n, q, d ] code is a 2q-
dimensional subspace of the full 2n-dimensional
Hilbert space. Generally, n is much larger than q. For
example, the smallest code encoding a logical qubit
and able to correct an arbitrary error on a single
qubit must satisfy n ≥ 5.[24] Therefore, the [n, q, d ]
code is an overly redundant quantum code, so we can
exploit that redundancy to encode classical informa-
tion. Suppose our classical information contains c bits,

with c < n − q. The codes that encode both quan-
tum information and classical information are called
CQECCs.[25] An [n, q : c, d′ ] CQECC is defined as a
code that encodes q logical qubits and c classical bits
into n physical qubits with a code distance d′. The
stabilizer of CQECC is described by (SQ, SC), where
SQ is the quantum stabilizer and SC is the classical
stabilizer. The group (SQ, SC) is the same as the
stabilizer S of the [n, q, d ] code. Our code word is
denoted by |Ψ〉.

Theorem 1[25] The quantum stabilizer SQ of the
[n, q : c, d′ ] code is generated by n − q − c elements.
The classical stabilizer SC of the [n, q : c, d′ ] code is
generated by c elements, such that ∀gj ∈ SQ

gj |Ψ〉 = |Ψ〉 ,
and

g′i |Ψ〉 = (−1)xi |Ψ〉 ,
where g′i is the ith element of the generator set of SC

and xi is the ith bit of the c classical bits. If the
measured result of the ith generator of SC is 1, then
xi = 0, if −1, then xi = 1.

Theorem 1 tells us that an [n, q : c, d′ ] CQECC
is simultaneous eigenspaces of the quantum stabilizer
SQ. We can diagnose errors by measuring the gener-
ators of the quantum stabilizer SQ. The [n, q : c, d′ ]
code can correct (d′ − 1)/2 arbitrary single qubit er-
rors and d′ − 1 qubits erasure errors. It can cor-
rect an error set ε if for all Ea, Eb ∈ ε, E+

a Eb ∈
(SQ, SC)∪(gn−N(SQ)). Let ε1 be the error set which
can be corrected by the [n, q, d ] QECC and let ε2 be
the error set which can be corrected by the [n, q : c, d′ ]
CQECC. Obviously, ε2 ⊂ ε1. After encoding classi-
cal messages, the [n, q : c, d′ ] CQECC can correct less
errors than the [n, q, d ] QECC. Therefore d′ ≤ d.

3. Sharing quantum information

by using a QECC

In this section, we will present how to use a QECC
to share a secret quantum state, so that we realize a
quantum (k, n) threshold scheme.

In Ref. [4], Cleve et al. pointed out the relation-
ship between QSS schemes and QECCs. Concretely,
every QSS scheme is a QECC; but not all QECCs are
QSS schemes. Cleve et al. gave a theorem as follows.

Theorem 2[4] If a [2k − 1, 1, k] code exists, a
(k, n) threshold scheme exists for any n < 2k. For a
pure state (k, n) scheme, n = 2k − 1 and for a mixed
state (k, n) scheme, n < 2k − 1.
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In Theorem 2, the pure state scheme encodes pure
state secrets as pure states and the mixed state scheme
encodes pure state secrets as mixed states.[4,5] The va-
lidity of the theory is obvious for a pure state (k, 2k−1)
scheme. The [2k − 1, 1, k] code spreads out the infor-
mation of a qubit among 2k−1 qubits. Of course, the
2k − 1 qubits together can extract the information.
However, a code with the code distance k can correct
any k− 1 erasures, which means that we can compen-
sate for the absence of any k− 1 qubits and construct
the secret in the absence of them. In other words, any
k qubits are enough to recover the information. Thus
a pure state (k, 2k − 1) scheme exists. A mixed state
scheme can be realized by a pure state scheme along
with discarding qubits. Therefore, for a mixed (k, n)
threshold scheme, n < 2k − 1.

Let us give a concrete description about a quan-
tum (k, 2k − 1) threshold scheme based on the [2k −
1, 1, k] QECC. Suppose Alice wants to send an arbi-
trary quantum state |ϕ〉 in a qubit to 2k−1 users at a
distance in such a way that only any k or more users
can infer the state |ϕ〉 by their mutual assistance. This
goal can be achieved by following steps.

1) Alice performs a unitary operation U to en-
code |ϕ〉 into 2k − 1 physical qubits. In order to
prevent eavesdropping and the dishonest guys among
the 2k − 1 receivers from cheating, for example, their
intercept-resend attacks, Alice also prepares a check-
ing quantum state |ϕ′〉 and encodes |ϕ′〉 into another
2k − 1 physical qubits by performing a different uni-
tary operation U ′. We denote the code stabilizers of
the information sequence and the checking sequence
by S, S′, respectively. Alice sends the two 2k − 1
physical qubits sequences to 2k − 1 receivers, so that
each receiver has two qubits, respectively from two se-
quences. Of course, the larger the number of checking
sequences is, the more secure our (k, 2k−1) threshold
scheme is.

2) After Alice makes certain that each of the 2k−1
receivers has two qubits in hand, she announces the
position of the checking sequence and her encoding
operation U ′ on the checking quantum state |ϕ′〉 pub-
licly.

3) According to Alice’s announcement, the 2k−1
receivers collaborate to measure generators of the code
stabilizer S′ to diagnose errors on the checking se-
quence. If the error rate is high, the process is aban-
doned. Otherwise the process continues.

4) If the error rate is low, Alice announces the
unitary operation U on the quantum state |ϕ〉 pub-

licly.
5) According to Alice’s encoding operation, the

2k−1 receivers measure generators of the stabilizer S

jointly in order to correct errors resulting from noisy
channel. Note that the receivers can correct any set of
errors {Ei} if E+

a Eb ∈ S ∪ (g2k−1 −N(S)), ∀Ea, Eb.
6) After assuring that no error happened during

transmitting from Alice to the 2k − 1 receivers, arbi-
trary k receivers of the 2k − 1 receivers combine to
reconstruct the code state in the absence of the other
k−1 receivers. Concretely, the k receivers fill the other
k−1 qubits with standard states, such as |0〉s and then
collaborate to measure the generators of the code sta-
bilizer S to diagnose which type of error this filling will
result in. The k receivers perform error-correcting op-
eration to recover the code state and then decode the
state |ϕ〉.

So far, we have explained in detail how to use a
[2k − 1, 1, k] QECC to realize a quantum (k, 2k − 1)
threshold scheme.

4. Sharing classical information

and quantum information si-

multaneously based on a

CQECC

In this section, we will present a QSS scheme that
can share both a classical message and an unknown
quantum state simultaneously.

The [2k − 1, 1, k] code encodes a logic qubit into
2k − 1 physical qubit and the code space is a 2-
dimensional subspace of the full 22k−1-dimensional
Hilbert space. The stabilizer S of the code is gener-
ated by 2k − 2 elements. Our encoding operation for
the [2k−1, 1, k] code imports 2k−2 redundant qubits.
We can exploit some of these 2k− 2 redundant qubits
to encode a c-bit classical message, with c < 2k − 2.
Our c-bit classical message is denoted by {xi}, where
xi ∈{0,1} and i = 0, 1, . . . , c. The [2k − 1, 1, k] code
encoding c-bit classical information is described as a
[2k − 1, 1 : c, k′ ] CQECC, which is classical enhance-
ment of the [2k−1, 1, k] QECC. The value of the code
distance k′ depends on the number of the classical
bits. Because of encoding the classical information ad-
ditionally, the code distance of this CQECC decreases
if it is compared with its corresponding QECC, i.e.
k′ ≤ k. The [2k − 1, 1 : c, k′ ] CQECC can correct
(k′− 1)/2 arbitrary single qubit errors and k′− 1 era-
sure errors.
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Now we use the [2k− 1, 1 : c, k′ ] CQECC to com-
plete a QSS scheme sharing c-bit classical information
and a quantum state simultaneously. Suppose Alice
wants to transmit a secret quantum state and a clas-
sical message to the 2k−1 receivers in such a way that
only any 2k − k′ or more receivers can collaborate to
retrieve the information, but fewer receivers acquire
nothing about the information. She can achieve the
goal as follows.

1) first Alice performs a unitary operation U to
encode a state |ϕ〉 into 2k−1 physical qubits sequence,
then selects c physical qubits randomly from 2k − 2
ancillas of the sequence to encode the classical mes-
sage {xi} by using operation Xx1 ⊗Xx2 ⊗ · · · ⊗Xxc .
Thus our encoded state is

|Ψ〉 ≡ Xx1 ⊗Xx2 · · · ⊗Xx3U(|0〉⊗(2k−2) |ϕ〉).

At the same time, Alice also performs a unitary oper-
ation U ′ to encode a checking state |ϕ′〉 into another
2k − 1 physical qubits sequence.

2) Alice sends the two 2k − 1 physical qubits se-
quences to 2k − 1 receivers, each receiver has two
qubits, each from one sequence.

3) After Alice makes certain that each of the 2k−1
receivers has two qubits in hand, she announces her
encoding operation U ′ on the checking state and the
position of the checking sequence. The 2k − 1 re-
ceivers jointly measure the generators of the checking
sequence stabilizer S′ to determine the error rate. If
the error rate is high, the process is cancelled. Other-
wise the process continues.

4) If the error rate is low, Alice announces what
her encoding operation U on the state |ϕ〉 is and
which qubits the classical message is encoded on pub-
licly, so that the receivers can obtain the quantum
stabilizer SQ and the classical stabilizer SC of the
[2k − 1, 1 : c, k′ ] CQECC.

5) According to Alice’s encoding operation, the
2k − 1 receivers collaborate to measure the genera-
tors of the code stabilizer SQ to correct errors from
noisy channel. They can correct an error set ε if
E+

a Eb ∈ (SQ, SC)∪(g2k−1−N(SQ)) for all Ea, Eb ∈ ε.
After error recovery, the state that the receivers pos-
sess will be ±|Ψ〉, where ‘–’ results from some errors
of SC.

6) After errors are corrected, we begin to imple-
ment a (2k−k′, 2k−1) QSS scheme of both the quan-
tum information and the classical information, where
k′ ≤ k. Because the [2k−1, 1 : c, k′ ] CQECC can cor-
rect fewer erasure errors than the [2k−1, 1, k] QECC,

more than k receivers are necessary to recover the code
state. The scheme can be implemented as follows: any
2k − k′ of the 2k − 1 receivers fill other k′ − 1 qubits
with standard states and then they measure the gen-
erators of the quantum stabilizer SQ so that they can
correct the errors from the filling and recover the code
state to ±|Ψ〉.

7) The 2k−k′ receivers measure the generator set
of SC on ±|Ψ〉 to decode the classical message {xi},
then perform the operation Xx1⊗Xx2⊗· · ·⊗Xxc and
U on ±|Ψ〉 to decode the original qubit state |ϕ〉.

So far a QSS scheme has been established to re-
alize simultaneous quantum information and classical
information sharing.

5. Discussion

In this paper, we have presented a detailed pro-
cedure of sharing a secret quantum state based on a
[2k − 1, 1, k] QECC. We have also taken advantage
of a [2k − 1, 1 : c, k′ ] CQECC, which is a unifica-
tion of both quantum and classical coding theory,[25]

to establish a QSS scheme which can share a secret
quantum state and a classical message at the same
time. In our schemes, we add a checking sequence to
prevent eavesdroppers or the dishonest receivers from
acquiring the secrets by their intercept- resend at-
tacks. If Alice only sends the secret sequence, once all
qubits were intercepted, the interceptors would gain
the secrets after Alice announces her encoding oper-
ation publicly. However, if Alice adds the checking
sequence and first announces her encoding operation
on it, the interceptors’ behaviour will import some er-
rors into the checking sequence which can be detected
when all the receivers measure the stabilizer genera-
tors of the checking sequence. According to the error
rate, Alice decides whether she continues to announce
her encoding operation on the secrets. Under these
circumstances, even if all qubits encoding the secrets
were intercepted, the interceptors would not acquire
any information about the secrets because they did
not know Alice’s operation on the secrets.

On the other hand, because our quantum informa-
tion and classical information are encoded on QECC,
we can depend on properties of QECC to correct some
errors from noisy channel, including errors on the clas-
sical information. After assuring no error happened
during transmission, we implement the QSS schemes,
which improves the success possibility of the schemes.
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Thus the above schemes can be implemented on some
particular noisy channels.

In our schemes, the secrets are shared by encoding
and decoding operations. In 2003, Hsu[26] proposed a
(2,2) threshold scheme in which Grover algorithm op-
eration was used to encode and decode classical secret.
Recently Hao et al.[27] proved that the Hsu-protocol is
completely unsecure and proposed an improved pro-
tocol with large information capacity and better se-
curity. Compared with the improved Hsu-protocol,

our schemes encode and decode both quantum secret

and classical secret and are not limited to some en-

coding operations. If a concrete encoding operation

is given, our schemes can be experimentally imple-

mented. Of course, whether a (k, n) threshold scheme

can be experimentally realized depends on the devel-

opment of quantum information networks. Recently,

some progress has been made in this direction,[28]

which provides an experimental base for our schemes.
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