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Three clock synchronization schemes for a quantum key distribution system are compared experimentally through
the outdoor fibre and the interaction physical model of the the clock signal and the the quantum signal in the quantum
key distribution system is analysed to propose a new synchronization scheme based on time division multiplexing and
wavelength division multiplexing technology to reduce quantum bits error rates under some transmission rate conditions.
The proposed synchronization scheme can not only completely eliminate noise photons from the bright background light
of the the clock signal, but also suppress the fibre nonlinear crosstalk.
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1. Introduction

Since BB84 protocol was proposed by Bennett
and Brassard in 1984, quantum key distribution
(QKD) has gone through a rapid development. Many
other protocols have been put forward such as the
two-state protocol, six-state protocol and Einstein—

291 The unconditional se-

Podolsk—Rosen protocol.
curity for BB84 has been proven even with an at-
tenuated laser source.['°=17] Recently, much QKD re-
search has focused on the QKD network.['8~21] How-
ever, there are still several key problems when the
QKD system is put into practical operation, such
as single photon sources, single-photon detectors and
clock synchronization technology. Nowadays, the sin-
gle photon sources have been studied widely by var-
ious physical systems and the primary single photon
sources in use are heralded as single photon sources
based on parametric processes either in the form
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of spontaneous parametric down-conversion!?23 or

[24.25] Ag for single-photon detec-

four-wave mixing.
tors, superconducting single photon detectors (SSPD),
which offer a very low dark counting (a few Hz) and
small timing jitter, have been applied to the QKD
system. [26—28]

Clock synchronization technology is crucial for a
practical QKD system besides single photon sources
and single-photon detectors, because base comparison
over a public classical channel requires accurate syn-
chronization. In particular, when InGaAs avalanche
photodiodes (APDs) are used and operated in Geiger
mode, it meets higher demands for clock synchroniza-
tion. There are many ways for clock transmission in
the QKD system, such as transmitting clock in an elec-
trical cable,2?) in the paired fibres'93%:31] and in the
same fibre with the quantum signal.l3233 Wavelength
division multiplexing is employed to transmit the opti-

cal the clock signal and the quantum signal in the same
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fibre to compensate the fluctuation of the photon ar-
rival time, in parallel with the quantum signal.[28:32:33]
However, this synchronization technique of the QKD
system suffers badly from the bright background of op-
tical clock signal and the interaction of the the clock
signal and the quantum signal.[?*=36/ A main method
for avoiding these impacts is to use a low-loss, high-
isolation filter architecture to suppress the noise pho-
tons from the clock signal and nonlinear effects.®]
However, if the frequencies of the noise photons are
just in the quantum bandwidth, they cannot be elim-
inated by this method.

In this work, three clock synchronization schemes
for the QKD system are compared experimentally
through the outdoor fibre, which shows that transmit-
ting the the clock signal and the the quantum signal in
the same fibre is more suitable for the practical opera-
tion of QKD. When two signals propagate in the same
fibre, there is interaction between them. We analyse
the interaction physical model of the the clock signal
and the the quantum signal in the QKD system and
give a method based on wavelength division multiplex-
ing (WDM) and time division multiplexing (TDM)
to reduce quantum bits error rates (QBER) induced
by the the clock signal under some transmission rate
condition. This method can not only completely elim-
inate noise photons from the bright background light
of the clock signal, but also suppress the fibre nonlin-
ear crosstalk.

2. Three different schemes for

clock synchronization

Clock synchronization is absolutely necessary in
the QKD system. Without the time gate being syn-
chronized to the photon arrival, the receiver cannot
identify the the quantum signal correctly, because the
photon arrival time may drift due to the change in
the long transmission fibre. Importantly, without the
time gate synchronized to the photon arrival, Bob can-
not record accurately the photon arrival time which is
required in the next step, where Alice and Bob deter-
mine, by public exchange of message, which photons
are successfully received and among these which are
received with the correct basis. We have researched
the three different schemes for clock synchronization
experimentally. As we know, though using a single fi-
bre channel for QKD has been proposed in prior pub-
lications, there is no experimental proof.

The experimental setups are shown in Fig. 1. A
pulse generator was used as a clock source to trig-
ger PLS PDL 808 produced by PicoQuant GmbH.

Single photons at 1546 nm from an attenuated PLS
were transmitted through 75 km single mode fibre
(SMF) which was placed outdoors and then detected
by SPD with a 2.5 ns-width time gate. The attenuator
FVA3100 is produced by Exfo and the single photon
detector ID201 by IDquantique. the clock signals are
transmitted in an electrical cable in Fig. 1(a), in a
paired fibre in Fig. 1(b) and in the same fibre as the
quantum signal in Fig. 1(c), respectively.

(a) Alicei A cable Bob
1550 nm 75 km
SZISE(I; encoder decoder H SPD
(b) 1310 nm Alice 5(%(6111 amplifier Bobs
—| PLS O/E
clock 75 km
source | | 1850 nm m
encoder decoder |- SPD
1310 nm .
c Al
i oo 75 tom
clock ((.
source | 1550 nm WDM

Fig. 1. Three different schemes for clock synchronization.
(a) the clock signal transmitted in 1-m electrical cable,
(b) the clock signal transmitted in the other fibre, (c) the
clock signal transmitted in the same fibre with the quan-
tum signal. SPS: single photon source, PLS: pulse laser
source, O/E: photoelectric converter, SPD: single photon
detector.

When clock synchronization is set to be the best
value, there is a maximum count in single photon de-
tector, which indicates the best detection efficiency. If
the position of the maximum count is stable, the de-
tection time gate of SPD can be set there. However,
the position of the maximum count may drift with the
change in the transmission distance, resulting in rapid
decline in accuracy of clock synchronization and a de-
cline in detection efficiency. As shown in Fig. 2, the
position of the maximum count drifts more quickly in
an electrical cable and in the paired fibres system than
in the same fibre system. The maximum drift is about
8.5 ns in a cable system, 6.2 ns in the paired fibres sys-
tem, but only 0.3 ns in the same fibre system. When
the detection time gate was set to be 2.5 ns in width,
the position of the maximum count drifted out of the
detection time gate in the first two systems, leading
to a rapid decline in detection efficiency, even avoiding
detection, while it did not drift out in the same fibre
system. Therefore, it is impossible to achieve the rea-
sonable synchronization performance that clock signal
and the quantum signal are not transmitted in the
same fibre, because they experience different ambient
environments, which will degrade the accuracy of syn-
chronization, resulting in a lower detection efficiency
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and a raw key rate. Meanwhile, it is costly to main-
tain a separate cable or fibre infrastructure solely for
QKD. From the above analysis, we can find that trans-
mitting the clock signal and the the quantum signal
in the same fibre is the best synchronization scheme.
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Fig. 2. The position of the maximum count drifts with time.

There are two schemes for delivering the the
clock signal in the same fibre: TDM and WDM.
Both of them have its advantages and disadvantages.
TDM has an advantage of avoiding crosstalk between
clock and the quantum signals, but requires opti-
cal switch,37) sufficiently long time interval between
quantum and clock pulses, extremely high extinction
ratio of the clock pulses and precise waveform dis-
tortion compensation, to avoid interference between
these pulses, which limit the key sharing speed.?8!
Compared with TDM scheme, WDM synchronization
is free from speed limitations, but the the clock signal
will provide a strong background light especially when
its side-mode suppression ratio is not high enough, and
will produce noise photons through x? fibre nonlinear
effects, such as stimulated Raman scattering and para-
metric amplification.®5:36] These photons accumulate
easily to a critical level, because the clock signal is
extremely larger than the the quantum signal. If the
nonlinear crosstalk could be sufficiently suppressed,
then the WDM system would be an ideal synchro-
nization system.

3. Physical models of the interac-
tion between the clock signal
and the quantum signal in the
WDM+QKD system

When the clock signal and the quantum signal are
transmitted in the same optical fibre, it will introduce
some new problems and the most critical problem is

that the the clock signal will produce noise photons
which have an impact on the performances of the QKD
system. The noise photons impact the WDM+QKD
system in two ways. First, because of the low isolation
of WDM, some of the the clock signal will not be com-
pletely separated from the the quantum signal and if
these photons and quantum signal overlap or prop-
agate closely enough, they will fall on the detection
time gate at the same time and can be detected simul-
taneously by SPD, resulting in the increase of QBER.
Secondly, nonlinear noises produced in the process of
signal transmission may fall on the detection time gate
together with the quantum signal at the same time,
which also results in an increase of QBER.

The noises generated in the first case can be re-
moved by increasing the isolation of the WDM or us-
ing a low-loss, high-isolation narrow-band filter archi-
tecture. In the second case, those noise photons with
different frequencies from the the quantum signal can
be eliminated by using filtering architecture, but other
noise photons with the same frequency as the quantum
signal cannot be eliminated by the filtering method.
However, we can suppress the nonlinear effects to re-
duce these noise photons. According to the walk-off
effect, there will be no nonlinear interaction between
two optical pulses when the faster moving pulse com-
pletely walks through the slower moving pulse. There-
fore, in the WDM+QKD system, because clock signal
and the quantum signal have different frequencies, the
nonlinear crosstalk between them occurs only in a cer-
tain length of transmission link referred to as the effec-
tive interaction length, where the two pulses overlap
or partially overlap. The distribution of the effective
interaction length between the clock signal and quan-
tum signal takes three forms. In the first form, there is
no effective interaction in the whole transmission link,
that is, the clock signal pulse and the the quantum sig-
nal pulse propagate separately in the whole transmis-
sion process; the second one, the effective interaction
between the two pulses occurs during the transmission
process, but the interaction will stop when they reach
the detector; the third one, the the clock signal pulse
and the quantum signal pulse propagate separately at
the beginning, but will overlap when they arrive at
the detector.

In the first case, there is no interaction between
the the clock signal and the quantum signal, but the
the clock signal itself has nonlinear effects and may
produce noise photons. However, these noise pho-
tons have little impact on the QBER, for they are
always separated from the the quantum signal in the
whole transmission link and so long as the two pulses
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separate at a greater time-interval than the detection
time gate of SPD, the noise photons can be hardly
detected by SPD in Geiger mode. In the second case,
there is interaction between the the clock signal and
the quantum signal and the noise photons with the
same frequencies as the quantum signal will increase
the QBER of the WDM+QKD system, because they
propagate at the same speed as the quantum sig-
nal, and arrive at the detector simultaneously, while
the noise photons with different frequencies from the
quantum signal can be eliminated for their different
speeds from the quantum signal or by filters In the
third case, the interaction happens at the receiver and
the noise photons, with the same frequencies as the
quantum signal or not, will increase the QBER of the
WDM+QKD system, because they arrive at the de-
tector at the same time as the quantum signal and
then can be detected by SPD.

4. A solution to reduce noise pho-
tons produced by the clock sig-

nal

Since quantum pulses and clock pulses have dif-
ferent wavelengths in the WDM+QKD system, they
propagate at different speeds inside the fibre because
of chromatic dispersion and there will be no nonlin-
ear interaction between them when the faster mov-
ing pulse completely walks through the slower mov-
ing pulse. Therefore, there is an effective interac-
tion length, where the nonlinear interaction happens
rather than in the entire transmission fibre. If we
can change the effective interaction length, we can
control the nonlinear interaction. A method for re-
ducing QBER of the WDM+QKD system by control-
ling the effective interaction length is then proposed
as follows. This method using wavelength-division
and time-division transmission but time-division de-
tection, combines the advantages of WDM and TDM.
By using this method, it is not necessary to add any
other optical components to the QKD system, result-
ing in reduced channel loss, streamlined system struc-
ture and cutting cost. Most importantly, when the
effective interaction length is set to be zero, it can
not only eliminate the nonlinear crosstalk, but also re-
move the effects of noise photons from the bright back-
ground light of the clock signal, because this method
make noise photons and quantum signal arrive at SPD
at different times. If noise photons arrive at SPD out

of the detection time gate, they will not be detected

and have no effect on the quantum signal. This re-
search is also very useful for coexistence of QKD and
telecom channels in shared-fibre networks. 38!

There are two methods to make the effective in-
teraction length be zero. The first one is letting faster
moving pulses travel ahead with a certain delay At
into the WDM; the second one is letting slower mov-
ing pulses travel ahead into the WDM. We study the

both cases in experiment and in theory.

4.1. Experimental research

Figure 3 shows the experimental setup to inves-
At Alice,
a 1546 nm directly modulated laser diode created
100 ps-wide pulses with a repetition of 1 MHz and the

tigate the influence of the clock signal.

average photon number is 0.1 photons every pulse. A
1309 nm clock source created 100 ps-wide clock pulses
with a repetition of 1 MHz by the same clock source.
the clock signal and the quantum signal were com-
bined into the same fibre by a high-isolation WDM
coupler (80 dB) and then were divided by WDM in
the receiver. At Bob, single photon detectors based
on avalanche photodiodes, with 2.5 ns-width time gate
and 10% detection efficiency, were used to detect sin-
gle photons. The length of transmission fibre was
about 50 km. The delay fibre was used to change
the effective interaction length between the quantum
signal and the clock signal.

i delay fib
Alice 1310 nm elay fibre
ok PLS 50 km
cloc]
source 1550 nm __ WDM

SPS Hencoder

Fig. 3. Experimental setup.

To study the effects of the the clock signal on the
QKD system, the quantum channel was cut off and
then a higher photon count than dark count was ob-
served. These noise photons probably came from the
clock signal which was not isolated enough by WDM
and new frequency photons produced by fibre nonlin-
ear effects. If they are not suppressed to an extremely
low level, the QBER of the QKD system will increase
sharply and the secret key rate will reduce. A narrow-
band optical filter for the the quantum signal is used
to eliminate these noise photons after being divided
from the WDM in many laboratories.?8] However, it
cannot eliminate all of the noise photons, especially
when the noise photon frequencies are just in quan-
tum bandwidth. By our reported method, the noise
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photons can be completely eliminated and the QBER
can be reduced to the minimum value limited by dark
counts of SPD.

Figure 4 shows the QBER versus the arrival time
delay between the the quantum signal and the clock
signal into the WDM. When the quantum signal trans-
mits 105 ns ahead of clock quantum or 67 ns behind
the clock signal into the WDM, they do not overlap in
the whole transmission link (50 km fibre can produce
about 100 ns time delay) and then there is no interac-
tion, resulting in the decrease of the QBER to 0.7%.
When the quantum signal transmits 0 ns—100 ns ahead
into the WDM, there is interaction between them, re-
sulting in the increase of QBER. The maximum value
shows that the clock signal and the quantum signal
arrive at the detector at the same time. Therefore,
whether noise photons exist or not, there is little im-
pact on QBER when the quantum signal and the clock
signal are transmitted with a certain delay in the same
fibre.
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Fig. 4. Relationship between QBER and delay arrival
time.

4.2. Theoretical analysis

An important feature of chromatic dispersion is
that pulses at different wavelengths propagate at dif-
ferent speeds inside the fibre because of the group-
velocity mismatch. This feature leads to a walk-off
effect that plays an important role in the description
of the nonlinear effects involving two or more overlap-
ping optical pulses. More specifically, there will be no
nonlinear interaction between two optical pulses when
the faster moving pulse completely walks through the
slower moving pulse. As the quantum signal and clock
signal have different frequencies, they travel at differ-
ent group velocities. Therefore, it is possible to trans-
mit the quantum signal pulses and the clock signal
pulses in the same fibre without overlapping and also

possible to make them arrive at single photon detec-
tion with a certain delay, resulting in completely elim-
inating noise photons produced by the clock signal.

When the clock signal transmits At ahead of the
quantum signal into the WDM, as the clock signal
travel faster than the quantum signal in SMF, the de-
lay time of the two signals will increase with the in-
crease of transmission length. In order to make sure
the two kinds of pulses do not overlap, the delay time
must meet the following relationship:

AIAT+ T, + T, < T, (1)

where A7 is the delay time caused by the group-
velocity mismatch, the parameters T, and 7T, stand
for the full width of the broadened clock pulses and
quantum pulses respectively and the quantity T rep-
resents the transmission repetition period. By using

AT =1L |ﬁ1 ()‘C) - ﬁl ()‘q)| ) TC = TCO + DCLA)\C

and Ty = Ty + DqLA)\q,m] where D, and D, are
the dispersion parameters of the clock signal and
the quantum signal respectively and L represents the
length of transmission fibre, Eq. (1) can be written as

At + L [B1 (Ac) = B1 (Aq)]
+Too + DeLAA 4 Ty + DeLAN < T, (2)

By using T = 1/f, equation (2) can be written as

[ < 1/(At+ LB (Ac) = B (Ag)
+Teo + D LAN + Tgo + DgLAN,).  (3)

When clock the quantum signal transmits At ahead
of the quantum signal into the WDM, the minimum
At to avoid their overlapping is the full width of clock
pulses, for the group-velocity mismatch makes them
separate farther and farther and they are not overlap-
ping at a later time. Therefore, we obtain the maxi-
mum transmission repetition rate as

fmax = 1/(Tc0 + L |/61 <)\c) - 61 ()‘q)‘
+ Tup + DeLAN + Ty + DgLAN,). (4)

Mathematically, 81 (A) can be expanded in a Taylor
series about the center wavelength A,

B (A) = Bio (Aq) + Br1 (Ag) (A — Ag)

F5B ) A=)+ ()
where
ﬁm:(ngj (m=0,1,2,...). (6)

When we just take the first derivative into account and
suppose A = \., we can obtain the following equation
from Eq. (5):

AT = LB (A) — 51 ()‘q)l ~ LDqAN e, (7)
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then, equation (2) can be written as

fmax = 1/(LDqAN ¢ +2Tco + D LA
+Tho + DqLAN,). (8)

This equation shows that the maximum transmis-
sion repetition rate is dependent on the frequencies
of quantum and the clock signals, the dispersion pa-
rameter D, the line-width of the light sources and the
fibre length.

When the wavelengths of the quantum signal and
the clock signal are 1550 nm and 1310 nm, respec-
tively, the wavelength mismatch A  is far longer than
the line-width of the light source AX. or A)y. As a
result, the extent of signal pulses broadening can be
neglected. Meanwhile, the pulse-width of the light
sources is about 100 ps and can also be neglected. By
using these two approximations, equation (8) can be
written as

fmax ~ 1/ (LDCIA)\(%C) . (9)

if L = 100 km and D1546 =
14 psnm~'km~!, then the maximum transmission

For example,

frequency is about 3 MHz.

When the quantum clock signal travels At ahead
of the quantum signal into the WDM, as the clock
signal travels faster than the quantum signal in SMF,
the delay time of the two signals will reduce with the
increase of transmission length. In order to make sure
the two kinds of pulses do not overlap, the delay time
must meet the following relationship:

At — A7 — AT, — AT, > 0. (10)

The parameters A7 are defined as above, by using
AT, = D.LA); and AT, = DqLA),, equation (10)
can be written as

At = L1 (Ac) = B1 (Ag)|
— DeLAN. — DiLAN— Dy > 0. (11)

When At is set to be the approximate maximum delay
1/f, we can obtain the relationship as follows:

fmax = 1/ (LDqAMNq,c + Dc LA + DqLAN) . (12)

The above theoretical analysis shows that this
method, which makes sure that the clock signal and
the quantum signal do not overlap in the transmis-
sion fibre and arrive at single photon detection with a
certain delay, can not only completely eliminate noise
photons from the bright background light of the clock
signal, but also suppress the fibre nonlinear crosstalk.
However, it has a frequency limit. When the trans-
mission repetition rate is higher than a certain value,
it is certain that the two kinds of signal pulses will
overlap, resulting in new noise photons produced by
nonlinear effects to increase the QBER.

5. Conclusion

In this paper, three different schemes for clock
synchronization in the QKD system are compared ex-
perimentally and transmitting the clock signal and
the the quantum signal in the same fibre is demon-
strated to be the best synchronization scheme. In
the WDM+QKD system, the physical model of the
interaction between the clock and quantum signal in-
side the transmission fibre is analysed to introduce a
method to reduce the QBER of the QKD system. Us-
ing this method, it is not necessary to add any other
optical components to the QKD system, resulting in
reduced channel loss, streamlined system structure
and cutting cost. Most importantly, it can not only
completely eliminate noise photons from the bright
background light of the clock signal, but also suppress
the fibre nonlinear crosstalk. We also calculate the
maximum transmission repetition rate for a certain fi-
bre length limited by this method. We expect that
improvements to QKD systems for longer fibre trans-
mission distances will extend the application of this
approach to metropolitan area networks.
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