Chin. Phys. B Vol. 20, No. 4 (2011) 040506

Digital image encryption with chaotic map lattices®
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This paper proposes a secure approach for encryption and decryption of digital images with chaotic map lattices.

In the proposed encryption process, eight different types of operations are used to encrypt the pixels of an image and

one of them will be used for particular pixels decided by the outcome of the chaotic map lattices. To make the cipher

more robust against any attacks, the secret key is modified after encrypting each block of sixteen pixels of the image.

The experimental results and security analysis show that the proposed image encryption scheme achieves high security

and efficiency.

Keywords: image encryption, image decryption, chaotic map lattice, cryptography, spatiotemporal

chaotic system
PACS: 05.45.—a, 05.45.Gg

1. Introduction

In the last decade, security communication by ap-
plying chaotic maps has attracted a great deal of at-
tention. Especially with the rapid distribution and
application of digital images, chaos-based image en-
cryption has become a significant topic.

A cryptosystem is a useful tool for information
security. As we know, a chaotic system has many in-
teresting features, such as the sensitivity to the ini-
tial condition and control parameter, ergodicity and
mixing property, which have tight relationships with

(1-3] In recent years,

the requirements of cryptography.
many researchers have proposed and analysed a lot of
chaotic cryptosystems,*~7) and they have proven that
chaos-based ciphers have some exceptionally good
properties in many concerned aspects regarding secu-
rity, complexity, speed, computing power, etc. How-
ever, many of them are not suitable to encrypt images
directly, due to some intrinsic features of image such as
bulk data capacity and high correlation among pixel.
So far, for realizing secure image transmission over
the Internet and through wireless networks, a number
of chaos-based image encryption schemes have been
proposed, 8715 which are briefly discussed here. In
Ref. [5], an image encryption scheme which utilizes
the SCAN language to encrypt and compress an im-
age simultaneously was proposed. In Ref. [4], a chaotic
Kolmogorov-flow-based image encryption algorithm
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was designed. In this scheme, the whole image was
taken as a single block and permuted through a key-
controlled chaos system based on Kolmogorov flow,
in order to confuse the pixels, a shift register pseudo
random generator was also applied. Further, Chen et
al.!] have proposed a symmetric image encryption
in which a two-dimensional chaotic cat map is gener-
alized to three-dimensional (3D) to shuffle the posi-
tions of the image pixels and another chaotic map is
used to confuse the relationship between the encrypted
and its original image. Spatiotemporal chaotic sys-
tem is a spatially extended system, which can ex-
hibit spatiotemporal chaos, namely, nonlinear dynam-
ics in both space and time, it may fully manifest
all the advantages of chaotic cryptography.l16=23] Re-
cently, coupled map lattices (CML)-based spatiotem-
poral chaotic system was proposed for cryptography
of a self-synchronizing stream cipher.['%:21] Tt has been
verified that spatiotemporal chaotic systems main-
tain much longer periodicity in digitalization and gain
good performance in cryptography,?? and then the
communication with the CMLs is more secure than
the communication with a single map.

In this paper, a red-green-blue (RGB) colour im-
age encryption scheme is proposed, in which a CML
consisting of logistic maps is used to perform encryp-
tion and decryption. In the proposed encryption pro-
cess, eight different types of operations are used to en-
crypt the pixels of an image and which operation will
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be used for particular pixels is decided by the outcome
of the CML, so multiple keystreams are generated
from the CMLs by applying simple algebraic computa-
tions. To make the cipher more robust against any at-
tack, after each encryption of a block of sixteen pixels,
the secret key is modified. The cryptographic prop-
erties of the keystream are investigated numerically,
the results show that the properties are satisfactory.
The security of the cipher is evaluated by analysing
its known-plaintext attack, differential attack, brute-
force attack and chosen-plaintext/ciphertext attack.
It is shown that the proposed cipher has higher secu-
rity, lower computation cost and other similar good
cryptographic properties. The rest of this paper is or-
ganized as follows. Section 2 describes the chaotic map
lattice and the proposed image encryption method.
In Section 3, we prove our method with a computer
experiment by encrypting a colour image and study
sensitivity of our cryptosystem to secret keys. In Sec-
tion 4, the security of the new scheme is evaluated. In
Section 5 we conclude the paper.

2. Image encryption based on

spatiotemporal chaos

2.1. A spatiotemporal chaotic system

In this paper, CML is adopted as the basic model
of a spatiotemporal chaotic system. It consists of non-
linear maps located on the lattice sites, named as lo-
cal maps. Each local map is coupled with other local
maps in terms of certain coupling rules. Because of the
intrinsic nonlinear dynamics and the diffusion which is
caused by the spatial coupling among the local maps,
a CML can exhibit spatiotemporal chaos.?*! Further,
by adopting various local maps and coupling methods,
various CMLs can be constructed.

A CML consisting of logistic map is adopted
to construct the spatiotemporal chaotic system. Its
mathematical representation is given by

wh = (L—e)f(ah) +ef(@l™), (1)

where xJ represents the state variable for the j-th site
(j =1,2,...,L, L is the lattice site in the CML), n is

the discrete time index and ¢ is the coupling constant.

In general, the periodic boundary condition 20 = xZ
is assumed and the mapping function f(z) is chosen

to be the logistic map f(z) = axz(1 —z),a € (0,4].

2.2. The proposed method

The RGB image represents colour by the RGB
colour model, which is an additive model that the
three primary colours red, green and blue are com-
bined to produce other colours. The integer num-
bers between [0, 255] are used to describe these gray
levels. The final displayed colour is determined by
these three components. In digital computer commu-
nication, each colour level for red, green and blue, is
usually represented by an 8-bit value. The RGB im-
age can be regarded as an extended gray-level image.
When the encryption of an RGB image is required, one
can firstly decompose the red g.(z,y), green gq(z,y)
and blue g,,(x,y) components of each pixel and repre-

sent their values in binary mode described as follows:

9:(2,Y) = P(1)P6)P(5)Pa)P(3)P2)P1)P0),  (2)
9¢(7,Y) = P7)P(6)P(5)P(4)P(3)P2)P(1)P(0)>  (3)
gv(z,y) = P)P6)P(5)P(4)P(3)P(2)P(1)P(0)- (4)
Then the image is transformed into the bitstream of

It is divided into blocks of 32-bit
size and the block of data at index 7 is denoted as

three channels.

D, (i), Dg(i), Dy, (i) for red, green and blue, respec-
tively.

Since we need to encrypt red, green and blue
channels for each pixel of an RGB image, we intro-
duce CML mode to serve as the keystream generator,
which is described by

wh oy =(1—e)f(ad,a;) +ef(al ™ a;o1), (5)
(@l a5) = (3.9 + 0.1a;)ad (1 — a3), (6)

where j = 1,2,...,8, 2% = 28 ¢ is set to 0.99 through-
out this paper. The system parameter a; € [0,1] and
initial condition of f, namely, mé € (0,1) serve as
the secret key, denoted as a = {a1,aq,...,as} and
al) = {ad,x2,. .., a3}, respectively.

Considering the period of the keystream, which
equals about 107,129 the lattice site number is adopted
as 8. Thus, the system can have eight output vari-
ables: xl,22,... 2%, simultaneously, they are then
further adopted to generate keystream K7 by apply-

ing simple algebraic computations given by
KJ = int(z? x 2“)mod 2V, (7)

since the number of significance bits of the binary rep-
resentation of a number in a computer is 52, u and v
are chosen as 52 and 32, respectively, v is the last 32
bits extracted from the 52 bits, considering the effi-
ciency and security, we fix v as 32.
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The encryption algorithm includes the following
steps.

(i) Read the three consecutive 32 bits from the im-
age file. These three 32 bits represent the value of the
red, green and blue colour respectively and together

form four pixels of the image.

(ii) Generates N by using the following formula:
N = mod(z? x 103, 8). (8)

As N € [0,7], so from Table 1, we select the corre-
sponding group used to perform encryption operation
if N equals to the group number of sequence of the
group.

Table 1. Different operations for RGB image encryption and decryption.

group No. operation for encryption/decryption
0 NOT operation, i.e. invert the bits of all three RGB bytes
1 Du(i) ® K1, Dg(i) @ K2, Dy (i) @ K3
2 encryption
Si(3) = (Dr (i) + KL)mod 2?, Sg(i) = (Dg(i) + K2)mod 2V, S, (i) = (Dp(i) + K2)mod 2V
decryption
D:(3) = (Sk(i) — K})mod 27, Dg (i) = (Sg (i) — K2)mod 2V, Dy, (i) = (Sp(i) — K3)mod 2V
3 encryption
NOT(D:(i) @ K.),NOT(Dg (i) ® K2),NOT(Dy, (i) ® KJ)
decryption
INOT(D:(1)] @ K1, [NOT(Dg(0))] @ K2, [NOT(Dy (i))] @ K2)
4 Similar to group 1 except that K;‘L, KTSL and Kg are used instead of K}L, K% and K%, respectively.
5 Similar to group 2 except that K2, K2 and K8 are used instead of K}, K2 and K3, respectively.
6 Similar to group 3 except that K2, K2 and K9 are used instead of K}, K2 and K3, respectively.
7 no operation is made.

Here, S:(i),Sg(i) and Sy, (i) are ciphered image, @ means bitwise XOR, “int” extracts the integer part of a

number and “mod” is the modulus operation.

(iii) We assign different types of operation in eight
groups. The generated keystreams are then used to
encrypt red, green and blue components by the same
rule in each of these groups, simultaneously. In Ta-
ble 1, we have given the corresponding operations in
different groups. We repeat steps (i)—(iii) for next 12
pixels of the image file.

(iv) After encryption of a block of 16 pixels of
the image file, one can modify the session keys aJ, as
follows:

aj =1—mod(z? + 232 1), j=1,...,8. (9)

After modifying the secret key in the above manner,
we again repeat steps (i)—(iii) until the entire image
file is exhausted.

3. Experimental analysis

Experimental analysis of the proposed image en-
cryption algorithm in this paper has been done. Tak-
ing an image in 24-bit true colour with 512 x 512 pixels
as an example, the original image is shown in Fig. 1(a),

we have also shown the histograms of red, blue and
green channels of the original image in Figs. 1(b)-1(d)
respectively. The encrypted image by using the key
(a1 = 0.234567,a9 = 0.334567,a3 = 0.814567,a4 =
0.512345,a5 = 0.123456, ag 0.234567,a7 =
0.4534589, a3 = 0.654321,25 = 22 = -+ = a8 =
0.3456789) is shown in Fig. 1(e) and the histograms
of red, blue and green channels of the encrypted im-

age is shown in Figs. 2(a), 2(b) and 2(c) respectively.
It is clear from Fig. 2 that the histograms of the en-
crypted image are fairly uniform and significantly dif-
ferent from the respective histograms of the original
image. Figure 3(a) shows the decrypted image using
the right key. However, if we make the slight modifica-
tion in secret key (a; = 0.234567, as = 0.334567, a5 =
0.814567,as = 0.512345,a; 0.123456,a5 =
0.234567, a7 = 0.4534589, ag = 0.654321, 23 = 22 =

- = 2§ = 0.3456788), the resultant image is shown
in Fig. 3(b). So it can be concluded that the chaotic
encryption algorithm is sensitive to the keys, a small

change of the key will generate a completely differ-
ent decryption result and cannot obtain the correct

original image.
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Fig. 1. Panel (a) shows a plain image. Panels (b), (c) and (d) respectively, show the histograms of red, green and blue channels of the
plain image shown in frame (a). Frame (e) shows the encrypted image of the plain image.
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Fig. 3. Decrypted image: (a) decrypted image by correct key, (b) decrypted image by wrong key.
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4. Security analysis

A good encryption scheme should resist all kinds
of known attacks, it should be sensitive to the se-
cret keys. Some security analysis has been performed
on the proposed image encryption scheme, as demon-
strated in the following.

4.1. Key space analysis

Key space size is the total number of different
keys that can be used in the encryption. A good en-
cryption scheme should be sensitive to the secret keys
and the key space should be large enough to make
brute-force attacks infeasible. In this algorithm, the
initial conditions and parameters can be used as keys.
If the precision is 10~'*, the key space size can reach
to 10'4*16. One can see that the key space is incom-
parably large to resist the statistical attacks.

4.2. Correlation analysis

Correlation indicates the strength and direction of
a linear relationship between two random variables. In
image processing, it is usually employed to investigate
the relationship between two adjacent pixels. In order
to investigate the confusion effect of the encrypted im-
age, we randomly select 1000 pairs of adjacent pixels
in each direction (horizontal, vertical and diagonal)

from the original and its encrypted images, we then
calculate the correlation coefficients of two adjacent
pixels in each component of original image and its en-
crypted version by using the following formulae:

i=1
N
cov(z,y) = %Z(l‘z - E(x))(yi — E(y)), (12)
oo _CV(@Y)
v D(x)D(y)’ 1

where xz and y are grey-scale values of two adjacent
pixels in the image.

The results are shown in Table 2. From the first
three columns, one can conclude that there is a strong
correlation between adjacent pixels in all directions of
each component of the original image, especially for
the red component. However, judging from the data
in the last three columns, the situation is totally dif-
ferent in the encrypted image as very little correlation
is found. The correlation distributions between two
vertically as well as horizontally adjacent pixels in the
original and encrypted images are shown in Fig. 4.
These correlation analyses prove that the chaotic en-
cryption algorithm satisfies zero co-correlation.

Table 2. Correlation coefficient of two adjacent pixels in each component of original image

and encrypted image.

original image encrypted image
red green blue red green blue
horizontal  0.97365 0.877451 0.634216 | 0.00126 —-0.00159 —-0.00181
vertical 0.964523 0.862451 0.657874 | 0.00112 0.00134 0.00128
diagonal 0.951567 0.845175 0.610708 | 0.00106 0.00209 0.00273
__ 300 _ 300
2 (a) 2
i i
+ o +
= 200 e = 200 |-
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Fig. 4. Correlation of two adjacent pixels: panels (a) and (b) respectively, show the distribution of two horizontally
adjacent pixels in the original and encrypted images; and panels (c) and (d) respectively, show the distribution of two

vertically adjacent pixels in the original and encrypted images.

4.3. Differential attack

The number of pixels change rate (NPCR) Rypcr
was used to test the influence of changing a single
pixel in the original image on the whole image en-
crypted by the proposed algorithm. For the calcu-
lation of Rnxpcr, let us assume two ciphered images
C1 and Cs whose corresponding original images have
only one-pixel difference. The grey-scale values of the
pixels of the ciphered image Cy and Cy at grid (i, )
are labeled as C1 (i, j) and Cy(4, j), respectively. Take
an array D, with the same size as image Cy or Cj.
Then, D(i,7) is determined by C1(4,j) and Ca(i, 7).
So, if C4(i,7) = Ca(i,7) then D(i,j) = 1; otherwise,
D(i,j) = 0. The Rnpcr is defined through the fol-
lowing formula:

224, D j)

Wam < 100%

Rnper = (14)
where W and H are the width and height of ciphered
image. One obtained Rnxpcr to be over 99.3% by us-
ing the proposed encryption scheme. The result shows
that a swiftly change in the original image will result in
a significant change in the ciphered image, so the pro-
posed algorithm has a good ability to anti-differential

attack.

4.4. Other attacks

Other attack models, such as known-plaintext at-
tack and chosen-plaintext attack, are less effective and
therefore they are not considered here because they
are only valid in the situation when the same key is

used repeatedly. The two models do not work be-
cause our encryption scheme is requested to change
the secret key frequently. In addition, for a newly
introduced attack model, namely, error function at-
tack, it has proven that spatiotemporal chaotic ci-
phers based on coupled chaotic map lattices perform
outstandingly well against error function attack be-
cause the key basin is very small.['718] Based on the
same principle, the proposed scheme is undoubtedly
immune to error function attack.

5. Conclusions

A spatiotemporal chaotic system adopting CML
consisting of logistic map is proposed to serve as a
keystream generator for RGB image encryption and
decryption. Multiple keystreams are produced from
the CML via eight different types of operations to en-
crypt the original image and which operation will be
used for particular pixels is decided by the outcome
of the CML. To make the cipher more robust against
any attack, the secret key is modified after encrypting
a block of sixteen pixels of the image. Some secure
analyses are given to demonstrate that the key space
of the new algorithm is large enough to make brute-
force attacks infeasible, digital simulations have been
carried out with detailed numerical analysis, demon-
strating the high security of the new image encryption
scheme. Compared to other stream ciphers, the pro-
posed scheme has higher security, faster encryption
and lower computation expense as well as other good
cryptographic properties.
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