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Controlled quantum teleportation with Bell states∗
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We propose a new scheme for controlled quantum teleportation with Bell states in which classical keys for con-

trollers’ portion are used. We also discuss the security of the proposed scheme and show that it can satisfy the

requirements for controlled quantum teleportation. The comparison between this scheme and the previous ones shows

that it is more economical and efficient.
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1. Introduction

The principles of quantum mechanics have sup-
plied many interesting applications in the field of
quantum information in the past years, such as quan-
tum computation, quantum key distribution, quan-
tum secret sharing, quantum teleportation (QT),
etc.[1,2] Especially, QT is an important branch of
quantum information which allows the two remote
parties, the sender Alice and the receiver Bob, to tele-
port an unknown quantum state α|0〉+ β|1〉, utilizing
the nonlocal correlation of quantum channels.[3] QT
has attracted much attention in both theoretical and
the experimental aspects[4−17] since Bennett et al.[3]

first introduced the concept of QT in 1993.
Controlled quantum teleportation (CQT), first in-

troduced by Karlsson and Bourennane[18] in 1999, is a
variant of QT in which a teleportation of a quantum
state is performed under the supervision of all con-
trollers. The property of CQT can be used in some
special occasions, such as networked quantum infor-
mation processing, cryptographic conferencing,[19−21]

opening a credit account on the agreement of all the
managers in a network,[22] etc. Accordingly, lots of
schemes for CQT have been presented,[22−39] which
can be classified into two kinds: one uses qubits
as keys distributed among controllers[22−36] and the

other uses classical bits as keys distributed among
controllers.[37−39] As mentioned in Refs. [37]–[40], the
schemes using qubits as keys distributed among con-
trollers are, however, not as economical as those us-
ing classical keys. In the present paper, using classical
bits as keys distributed among controllers, we propose
a new CQT scheme with Bell states, which can guar-
antee the security through using the method of decoy
states.[41−44] This scheme is more efficient than other
similar ones.[37−39]

2. Proposed scheme

Suppose that the sender Alice wants to teleport a
string of message qubits labeled by 1, 2, . . . , l, which is
initially in the state ⊗l

i=1(αi|0〉 + βi|1〉), to a remote
receiver Bob, but she requires that Bob can recover
the qubits ⊗l

i=1(αi|0〉 + βi|1〉) if and only if all the
controllers (Charlie1, Charlie2, . . . , Charlien−1 and
Charlien) approve.

Let s be the security parameter, this scheme can
be detailed as follows.

(i) Alice prepares l Bell states ⊗l
i=1|φ+

i 〉12, where
|φ+

i 〉12 =
√

2
2 (|00〉 + |11〉)12 (i ∈ {1, 2, . . . , l}) and the

subscripts 1 and 2 denote the two correlated qubits
of the state |φ+

i 〉12, respectively. Then she takes the
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qubit 2 from each Bell state |φ+
i 〉12 to form an or-

dered qubit sequence P2 and all the remaining qubits
1 form another qubit sequence P1. At the same
time, she prepares s single-qubit states and each of
them is randomly in one of the four quantum states:
|0〉, |1〉, |+〉 =

√
2

2 (|0〉 + |1〉), and |−〉 =
√

2
2 (|0〉 − |1〉).

Finally, she randomly inserts the s decoy states into
the sequence P2 to generate a new photon sequence
P ′2 and sends it to Bob. Note that nobody knows the
initial states and positions of these s decoy states in
the P ′2 sequence except Alice.

(ii) When confirming that Bob has received the P ′2
sequence, Alice informs him of the positions and ini-
tial states of the s decoy states. According to Alice’s
notification, Bob chooses the proper basis to measure
every decoy state, i.e., if the initial state of the de-
coy state is either |0〉 or |1〉, he performs a Z-basis
measurement; otherwise, he conducts an x-basis mea-
surement. By combining the initial states and the
measurement results of the s decoy states, Bob can
evaluate the error rate of the transmission. If the er-
ror rate exceeds the threshold they preset, they abort
the protocol; otherwise, the protocol continues.

(iii) Similarly, as in step (i), Alice prepares an-
other s decoy states and randomly inserts them into
the sequence P1 to generate a new qubit sequence P ′1.
Then she sends it to the first controller Charlie1.

(iv) When receiving the P ′1 sequence, for each
qubit: Charlie1 first ascertains whether each quan-
tum signal only contains a single photon using a sim-
ilar method to that in Refs. [45]–[48]. If it is not, he
aborts the protocol; otherwise, he randomly chooses
a phase θ (θ ∈ {0, 2

3π, 4
3π}) and performs the phase

operation U(θ) on it, where

U(θ) = {|0〉 → |0〉; |1〉 → ei θ|1〉}. (1)

Then he sends the P ′1 sequence to the next controller
Charlie2.

(v) After receiving the P ′1 sequence, Charlie2 does
the same action as Charlie1 in step (iv), then he sends
it to the next controller Charlie3. Similar procedures
are repeated until the last controller Charlien sends
the P ′1 sequence back to Alice after his encryption.

(vi) When receiving the P ′1 sequence encrypted
by all controllers, Alice also first ascertains whether
each quantum signal contains only a single photon. If
it does not, she aborts the protocol; otherwise, she
performs an eavesdropping check by measuring the s

decoy states prepared by herself in step (iii). Specif-
ically, if the initial state of the decoy state is either

|0〉 or |1〉, she performs a Z-basis measurement on it
directly; otherwise, she randomly selects a controller
Charliei one by one and lets him inform her of his
phase θi until she obtains all the phases θ1, θ2, . . . , θn,
then she performs the phase operation U(−∑n

i=1 θi)
on it. After that, the decoy state should be recovered
into its original state if it is not disturbed during the
transmission and Alice measures it with x-basis. Ac-
cordingly, Alice can determine the error rate and judge
whether the P1 sequence is disturbed by comparing
the initial states and the measurement outcomes of
the s decoy states. If the error rate exceeds an ac-
ceptable threshold, the process is aborted. Otherwise,
Alice performs a Bell measurement on the message
qubit αi|0〉 + βi|1〉 and the qubit 1 of the Bell state
|φ+

i 〉12, i = 1, 2, . . . , l, then she informs Bob of her
measurement outcome.

(vii) When all the controllers approve that Bob
recovers the message qubits ⊗l

i=1(αi|0〉 + βi|1〉) tele-
ported by Alice, they inform him of their phase oper-
ations on each qubit 2 of the l Bell state ⊗l

i=1|φ+
i 〉12.

(viii) According to Alice’s measurement outcomes
and the controllers’ phase operations, Bob can success-
fully recover the message qubits ⊗l

i=1(αi|0〉+βi|1〉) by
performing a corresponding unitary operation on each
qubit 2 of the l Bell states ⊗l

i=1|φ+
i 〉12.

So far, using Bell states and phase encryption, we
have completed the scheme for CQT. Now we show
that Bob can recover the message qubits ⊗l

i=1(αi|0〉+
βi|1〉) when the controllers Charlie1, Charlie2, . . . ,
Charlien−1 and Charlien approve. It can be seen
that the Bell state |φ+

i 〉12 will evolve into the state
I⊗U(θi)|φ+

i 〉12 =
√

2
2 (|00〉+ei θi |11〉)12 after the n con-

trollers’ phase operations: U(θi
1), U(θi

2), . . . , U(θi
n),

where U(θi) = U(θi
1)U(θi

2) · · ·U(θi
n). Combining the

states αi|0〉 + βi|1〉 and
√

2
2 (|00〉 + ei θi |11〉)12, we can

have

(αi|0〉+ βi|1〉)0 ⊗
√

2
2

(|00〉+ ei θi |11〉)12
= |φ+〉01 ⊗ IU(θi)(αi|0〉+ βi|1〉)2

+|φ−〉01 ⊗ σzU(θi)(αi|0〉+ βi|1〉)2
+|ψ+〉01 ⊗ σxU(θi)(αi|0〉+ βi|1〉)2
+|ψ−〉01 ⊗ iσyU(θi)(αi|0〉+ βi|1〉)2, (2)

where |φ±〉01 =
√

2
2 (|00〉± |11〉)01, |ψ±〉01 =

√
2

2 (|01〉±
|10〉)01, I = |0〉〈0| + |1〉〈1|, σx = |1〉〈0| + |0〉〈1|,
iσy = |0〉〈1| − |1〉〈0|, σz = |0〉〈0| − |1〉〈1| and
the subscript 0 denotes the message qubit αi|0〉 +
βi|1〉. From Eq. (2), we can see that when Al-
ice performs a Bell measurement on qubits 0 and
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1, the state of qubit 2 will collapse into one of the
four states: IU(θi)(αi|0〉 + βi|1〉), σzU(θi)(αi|0〉 +
βi|1〉), σxU(θi)(αi|0〉 + βi|1〉), and iσyU(θi)(αi|0〉 +
βi|1〉). Accordingly, Bob can recover the message
qubits ⊗l

i=1(αi|0〉 + βi|1〉) by performing one of
the four operations U(−θi)I, U(−θi)σz, U(−θi)σx, or
U(−θi) iσy on qubit 2 according to Alice’s measure-
ment outcome and the phase θi.

3. Security analysis

Now we analyse the security of the proposed
scheme for CQT. For CQT, the security requires that
nobody can recover the message qubits ⊗l

i=1(αi|0〉 +
βi|1〉) except the receiver and the receiver can recover
them if and only if all the controllers approve. In the
following, we show that the proposed scheme can sat-
isfy the requirement.

First, we show that nobody can learn any con-
troller Charliei’s (i ∈ {1, 2, . . . , n}) encryption oper-
ation U(θi) before he publishes it. The controller
Charliei’s encryption operation U(θi) is randomly cho-
sen from U(0), U( 2

3π) and U( 4
3π). If we perform the

three operations on a single-qubit state α|0〉+β|1〉,
separately, where |α|2+|β|2=1, we will have the fol-
lowing three quantum states:

α|0〉+ β|1〉, α|0〉+ ei 2
3 πβ|1〉, α|0〉+ ei 4

3 πβ|1〉. (3)

Obviously, the three states cannot be completely or-
thogonal. If we perform the three operations on one
qubit of any entangled state |φ〉, separately, we will
have three nonorthogonal entangled states. With-
out loss of generality, suppose that we perform the
three operations on the first qubit of the entangled
state |φ〉=|0〉|φ1〉+|1〉|φ2〉, separately, we will obtain
the three entangled states:

|0〉|φ1〉+ |1〉|φ2〉, |0〉|φ1〉
+ ei 2

3 π|1〉|φ2〉, |0〉|φ1〉+ ei 4
3 π|1〉|φ2〉. (4)

We can prove that these entangled states cannot
be completely orthogonal by simple computation
either. By the quantum no-distinguishing theo-
rem, nonorthogonal states cannot be perfectly distin-
guished. Therefore, nobody can learn the controller
Charliei’s encryption operation U(θi) before he pub-
lishes it.

Secondly, we show that nobody can recover the
message qubits ⊗l

i=1(αi|0〉 + βi|1〉) transmitted by
Alice except Bob. It is evident that if the CQT

scheme is secure to the dishonest controllers, then
it is secure to any adversary. In the following, we
show that they cannot recover the message qubits
⊗l

i=1(αi|0〉+βi|1〉) even if all the controllers Charlie1,
Charlie2, . . . , Charlien−1 and Charlien are in collab-
oration. In step (i), Alice sends the P2 sequence to
Bob by using the method of inserting decoy states,
which is similar to the quantum key distribution[49]

whose security has been proven in Refs. [50] and [51].
Accordingly, the n controllers cannot recover the mes-
sage qubits ⊗l

i=1(αi|0〉+ βi|1〉) by stealing the P2 se-
quence. Another possible strategy to recover the mes-
sage qubits ⊗l

i=1(αi|0〉+ βi|1〉) for the n controllers is
that they send false qubits to Alice in step (v), i.e.,
for each qubit in the P ′1 sequence, they send a false
qubit (one qubit of a maximal entangled state) to Al-
ice instead of the true one. In step (vi), Alice performs
the teleportation measurement and informs Bob of the
measurement outcome if and only if she confirms that
the P1 sequence is not disturbed, so this attack must
evade Alice’s detection in step (vi). Nevertheless, it
is impossible for the n controllers. There are two rea-
sons: one is that they do not know the positions and
initial states of the s decoy qubits in the P ′1 sequence
and the other is that this scheme involves only three
phase operations to encrypt the qubit in the P ′1 se-
quence. Accordingly, the n controllers cannot evade
Alice’s detection in step (vi) by taking a teleporta-
tion attack in Refs. [52]–[55] since the number of the
corresponding unitary operations on the teleportation
measurement is at least four.

Finally, we show that Bob cannot recover the
message qubits ⊗l

i=1(αi|0〉 + βi|1〉) even if arbitrary
n − 1 controllers approve. As shown above, af-
ter Alice’s Bell measurement in step (vi), the qubit
2 in the P2 sequence collapses into the following
four states: IU(θi)(αi|0〉 + βi|1〉), σzU(θi)(αi|0〉 +
βi|1〉), σxU(θi)(αi|0〉 + βi|1〉), and iσyU(θi)(αi|0〉 +
βi|1〉). Therefore, if Bob does not know the re-
maining controller Charliei’s encryption operation
U(θi

i) on the qubit 2 of the Bell state |φ+
i 〉12, he

cannot choose the right unitary operation U(−θi)I,
U(−θi)σz, U(−θi)σx, or U(−θi) iσy to recover the
message qubit αi|0〉 + βi|1〉, but he can obtain the
state α|0〉+ ei θi

iβ|1〉.
It is noted that we do not consider the invisible

photon attack and Trojan horse attack strategy in the
above analyses. It is evident that these attack strate-
gies are also invalid to this scheme since the similar
ways proposed in Refs. [45]–[48] to resist them are
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employed in this scheme.
From the above analyses, we can say that nobody

can recover the message qubits ⊗l
i=1(αi|0〉+βi|1〉) ex-

cept the receiver Bob and Bob can recover them if and
only if all the controllers approve.

4. Discussion and conclusion

With present technology, the transmission dis-
tance of qubits is very limited and the channel loss
and error in transmission are inevitable. In the pro-
posed scheme, qubits 2 must be transmitted sequently
among the n controllers: Charlie1, Charlie2, . . . ,
Charlien−1 and Charlien, which makes the channel
loss and the error rate in transmission become large.
These restrict the application of the scheme. Never-
theless, with the progress of experimental technology,
these will not be problems before long.

The main contribution of this article is to give a
new way for CQT in theory, without considering the
experiment realization with the present technology.

In the proposed scheme we use classical bits as
keys distributed among the n controllers and require
only two-qubit entangled states, which makes it the
economically as other similar schemes.[37−39] As men-
tioned in Refs. [37]–[39], the controlled parameters
of controllers can be achieved by using quantum key
distribution, quantum secure direct communication,
quantum secret sharing or the combinations. Nev-
ertheless, for any method of them up to no less than
O(2l) quantum qubits will be used additionally. In the
proposed scheme, the controlled parameters of the n

controllers are encrypted on the qubit 2 of the Bell
states ⊗l

i=1|φ+
i 〉12 and additional quantum resources

are not necessary except the s decoy states used for
eavesdropping check. Therefore, the proposed scheme
is more efficient than previous ones.[37−39]

In conclusion, we presented a new CQT scheme
with Bell states. We also analysed the security of the
proposed scheme and showed that it can resist all the
possible attack strategies in theory. This scheme can
be used in some special scenarios.
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