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This paper proposes a protocol for multi-party quantum secret sharing utilizing four non-orthogonal two-particle

entangled states following some ideas in the schemes proposed by Liu et al. (2006 Chin. Phys. Lett. 23 3148) and
Zhang et al. (2009 Chin. Phys. B 18 2149) respectively. The theoretical efficiency for qubits of the new protocol is
improved from 50% to approaching 100%. All the entangled states can be used for generating the private key except

those used for the eavesdropping check. The validity of a probable attack called opaque cheat attack to this kind of

protocols is considered in the paper for the first time.
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Suppose that the president of a bank knows the
combination that gives access to the banks vault, this
vault has to be opened regularly; but unfortunately,
the president is often away. Therefore, he or she wants
the remaining staff to have access to the vault as well,
but meanwhile, he or she does not want to tell them
the combination individually. In the field of cryptogra-
phy, this problem is known as secret sharing. In 1979,
Shamir addressed a generalization of the above prob-
lem and proposed the first secret sharing scheme,!!
he used polynomials to show how to divide a secret
into n shares such that at least ¢ of those shares can
be used to reconstruct the secret, while any t — 1 or
fewer shares have no information about the secret at
all. This is an example of a (¢,n) threshold scheme.
We call these kinds of cryptosystems classical secret
sharing schemes, which are designed on the basis of
certain unproven computational assumptions such as
the infeasibility of factoring large integers and solv-
ing discrete logarithms. Unfortunately, quantum al-
gorithms are capable of factoring large integers and

solving discrete logarithm, !

with the rapid develop-
ment of quantum computing technology many classi-
cal secret sharing schemes which are based on these

unproven classical computational assumptions would
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become unsecure and worthless. Fortunately, when
quantum mechanics enters the field of secret sharing,
the story is changed; in contrast to classical secret
sharing, the security of quantum secret sharing (QSS)
relies on quantum mechanical principles rather than
on computational complexity, the principles in quan-
tum mechanics, such as the uncertainty relation, the
correlation of entangled quantum systems and the col-
lapse in quantum measurement, provide some novel
ways for secure communication.

The original QSS scheme was proposed by Hillery,
Buzek and Berthiaume (we called HBB quantum se-
cret sharing protocol) in 1999, accomplished by
using a three-photon entangled Greenberger—Horne—
Zeilinger (GHZ) state. Subsequently Karlsson, Koashi
and Imoto (we called KKI QSS protocol) put for-

ward another QSS schemel*

with a two-photon po-
Since these two QSS

were presented, quantum secret shar-
[5—30]

larization entangled state.
protocols(®4l
ing has progressed quickly in recent years. In
Ref. [31], Liu et al.

tum secret sharing with two-particle entangled state

proposed a protocol of quan-

(we called LLLY protocol). By performing local uni-
tary operations and individual measurements on ei-
ther of two particles, the agents can finally share a
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secret key in the LLLY protocol. Because only sim-
ple two-particle entanglement sources as well as linear
optical elements are employed in the LLLY protocol,
the protocol seems secure and realizable with present-
day. In a recent paper,®? Zhang et al. presented a
powerful attack against LLLY protocol, by applying
entangled photons as fake signals, the attacker Eve
could successfully steal the exact information without
being revealed. They also gave an effective modifica-
tion to improve the protocol (we called ZWHL pro-
tocol). However, the theoretical efficiency for qubits
Nq = qu/¢: in these two protocols is only 50%, because
half of the instances are discarded as the last recipi-
ents choosing incompatible measuring bases (MBs),
where ¢, is the useful qubits and ¢ is the total qubits
transmitted.3334 We also point out that there is a se-
rious problem existed in these two protocols, that is,
having obtained the announcement of the operations’
classification, the last recipients can make sure which
runs are valid and then deduce all the information of
the boss.

In this paper, we propose an efficient QSS scheme
with four non-orthogonal two-particle entangled states
instead of utilizing a certain state as that in LLLY
protocol®!l and ZWHL protocol.[*?l In our scheme,
the last recipients of each particle send the photons
to the boss Alice, Alice chooses some corresponding
samples for checking—eavesdropping with the help of
all the agents, so the above problem existed in LLLY
protocol and ZWHL protocol does not exist in our
protocol. In our protocol, all the Einstein—Podolsky—
Rosen (EPR) pairs except those used for eavesdrop-
ping check are retained for secret sharing; the intrinsic
theoretical efficiency for qubits is approaching 100%.
Now, let us give the details of the QSS scheme.

(i) Alice prepares a sequence of entangled pairs
randomly in one of the following four entangled states

9% Ve = 7= (101) + 110 e
7 )0 = 75 (100) — [11))ge
([7) +1¢"))pc
e =75 (6= [ e )

The inner products of these four entangled states sat-

I+H)pc =

Sl

isfy the following relations:
(¥*le7) =0, (+]-)=0,

[t 1) = (67 [2)] = <. 2)

DN | =

So these four entangled states are not orthogonal,
which forbids any one to copy them perfectly, same as
that in Ref. [4]. Alice makes a record of the entan-
gled states and sends the photons B to Bob; and C to
Charlie; respectively.

(ii) As shown in Ref. [35], to improve the secu-
rity of the protocol, Bob; and Charlie; must have the
ability to detect a multi-photon fake signal. For the
operating wavelength multiple photons, they can use
a photon number splitter (PNS: 50 = 50) or even a
photon beam splitter (PBS: 50 = 50) to divide each
sample signal into two pieces, which are measured by
two detectors.[3637] When cascading the PNS or PBS,
if there is only one photon in the original signal, they
can only obtain one outcome, otherwise they will ob-
tain two. For the invisible multiple photons,?® all
they need to do is to add a wavelength filter (WF)
or an isolator on each signal before they deal with it.
This move can prevent the invisible photons from en-
tering the operation system. Then Bob; and Charlie;
perform local unitary rotations U,, and Ug, on the
corresponding photons in the sequence B and C,

cosay Sinag
UOél = . bl
—sinay cosaq
cos 1 sin
Uﬁl = 1) (3)

—sin 31 cos B

where aq, 51 € {0,7/4,7/2,37/4}. Boby and Charlie;
send the sequence B and sequence C to Boby and
Charlie; respectively.

(iii) Upon receiving the sequence B and sequence
C from Bob;_; and Charlie;_; respectively, Bob; and
Charlie; choose a subset of photons to detect the
multi-photon signal as Bob; and Charlie;, then they
perform U, and Ug,; on the corresponding photons in
the sequences B and C respectively,

cosqy; sinq;

Ua' = 3

! —sin oy cos o
Us, = co.s B; sinB; 7 ()

—sin 3; cos 3;
where «y, 3; € {0,7/4,7/2,3m/4}. Bob; and Charlie;
send the sequences B and C to Bob; 1 and Charlie;;

respectively.

(iv) Boby, and Charlie,, send the sequences B and
C to Alice. Alice chooses a subset of photons to de-
tect the multi-photon signal as Bob; and Charlie;.
Alice chooses some corresponding samples from the
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sequences B and C for checking—eavesdropping. That
is, all the agents publicly announce their operation
information a;, 3; corresponding to the samples in a
random sequential order. Alice makes the determinis-
tic measurements on the samples according to the op-
eration information performed on the samples by all
the agents and the initial states of the samples. Alice
makes the error rate analysis of the transmission. If
Alice confirms that the transmissions are secure, she
publishes the initial states of the remaining entangled
pairs. The remaining final states of entangled pairs
can be used for secret sharing. If and only if all these
m + n partners cooperate (all the partners keep their
values of operation information as secret bits; when
all these m + n partners want to cooperate to recover
the secret, they may choose a special agent who is in
charge of the secret recovery; then other agents safely
transmit their secret bits to this special agent), can
they deduce the secret sharing.

Now, let us think about why the secret sharing
can be completed. After passing by all the agents
(Bob; and Charlie;, ¢ = 1,2,...,m;j = 1,2,...,n),
the rotations by different partners are independent,
Alice’s entangled pair is in the set of the following

states
Uaan2 - Uam X UK31U[32 .. "Uﬁn
< {[g*) o), 1), 1)}
ﬁ cosoy sinoy ﬁ cos 3; sinf;
i1 \ —sina; cosq; j=1 \ —sing; cos f;
+ -
x o) le7) 1+ 1))
cos Y. a; sin oy
— i=1,2,....m i=1,2,....m
—sin Y «; cos o
1=1,2,....m 1=1,2,....m
cos ». B sin > G5
® j=12,....n j=1,2,....n
—sin Y, Bjcos Y B
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As we know that a;,8; € {0,7/4,7/2,37/4}, so we

can deduce that >
i=1,2,...,m

a; mod T,

j=12,....n
and
cos a; sin Y oy
1=1,2,....m 1=1,2,....m
—sin ).  a; cos a;
i=1,2,....m i=1,2,....m

cos ». (3 sin B;
® §=1,2,....;n §=1,2,...n
—sin ) fB; cos >, B
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The final states of the remaining entangled pairs
can be determined by the initial states and all agents’
operation information. After Alice has published the
initial states of the remaining entangled pairs, the final
states of the remaining entangled pairs are only deter-
mined by the operation information of all the agents.
The special agent who is in charge of the secret recov-
ery can recover the secret with the help of the other
agents. As a result, the secret sharing can be com-
pleted

Compared with quantum key distribution (QKD)
protocols, which is the most promising branch of quan-
tum cryptography, the security of QSS is much more
complicated. In QKD, the problem of security is
mainly preventing eavesdropping of an active external
eavesdropper. However, in QSS, both the onslaught of
an external eavesdropper and the participant’s attack
threaten the security; the qubits are usually passed by
the agents which means eavesdropper often has two
opportunities to intercept the line. Therefore, it is re-
ally necessary for any QSS protocol to possess a pow-
erful and efficient checking strategy which will hold
back all the possible attacks.

As the security of the proposed scheme is based on
the public statistical analysis of the error rate of the
samples chosen randomly by Alice, it must be guaran-
teed against an eavesdropper (especially the dishonest
agent, we know that the QSS scheme is secure if the
scheme is secure to insider attack.) with unlimited
computing power whose technology is limited only by
the laws of quantum mechanics.*8! Without loss of
generality, we assume that the dishonest agent is Bob,,
i=1,2,...,
two entangled particles, which will introduce errors

m. If Bob; tries to attack on one of the

that Alice will discover by publicly comparing the er-
ror rates of the samples in the checking—eavesdropping
process. Also, Bob;’s measurement on the states of
either particle (received by any agents or the boss
Alice) will give no information since the state of the
particle is unclear. Even though Bob; intercepts the
corresponding two entangled particles and then per-
forms Bell measurement, we know that the four states
[F),|67), |+) and |—) belong to two different bases,

as for the following two reasons: i) each entangled
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particle is chosen randomly in one of the four states
[ F),|¢7),|+) and |—); ii) o and (3 are chosen ran-
domly from {0, 7/4,7/2,37/4}. So Bob,; measures on
the states in a wrong basis with a probability 1/2. In
the case that there are L agents which are dishonest in
the protocol, where 1 < L < m+n—1, these L agents
cooperate and share among themselves their opera-
tion information, through the analysis of the protocol,
the operation information randomly chosen by other
m+n — L agents will also make the intermediate (the
final) entangled pairs received by the agents (Alice)
randomly in one of the four states [¢)F) ,[¢7), |[+) and
|—), this will make these L agents cannot steal Alice’s
information through performing Bell measurement on
the corresponding two entangled particles.

We should pay attention to a special attack, the
dense-coding attack, which was proposed by Gao et
al.®9 very recently. In the dense-coding attack,"!
the attacker Eve intercepts the sequence B (or C) sent
from Bob;_; (or Charlie;_1) to Bob; (or Charlie;) and
replaces B (or C) by a fake sequence B! (or C!), the
sequence B! (or C!) is composed of the first parti-

cles of the ordered EPR pairs generated by Eve, Eve
keeps the sequence B? (or C?), which is composed by
the second particles of the ordered EPR pairs and the
sequence B (or C) in his hand, the ordered EPR pairs
are in the state |~ )po = (1/v2) (|01) — |10))go- Af-
ter having performed local unitary rotation U,, (or
Ug,) on the photons in the fake sequence B! (or C'),
Bob; (or Charlie;) will send the sequence B* (or C')
to the next agent. Eve intercepts the sequence B! (or
(') and then performs collective measurements on ev-
ery pair of the photons in the sequence B! (or C') and
the corresponding photons in the sequence B2 (or C?),
then Eve performs local unitary rotations on every le-
gal photons in the sequence B (or C) according to the
collective measurement result as mentioned above. In
this way, it seems that the attacker Eve can obtain
all the agents’ operation information and our scheme
is completely unsecure. However, through carefully
analysing the following equations, we find that the
four possible states of the corresponding EPR pairs

are not orthogonal

cosoy sinaq; _ 10 ﬁ 11 01 @ -1 1 )
—sina; cosa; 01) 2 \-11 10/ 2\ 11 /[’
ai€{0,5.5.% }
Lo ol b ® 1, 01 I e ™)
01 V2| -11 -10 V2 -1 -1 BC
97 )ac = 7= (101) = [10))e 6 ) ne = 5 (111} +100)) e

|
23

(8)

92 )po = 7 (167) + 17 Vpe» 127 )pe = 7 (167) = [¥™))pc

These four states satisfy the following equations

(¥~ o) =0,
(2~ |2ty =0,
(29 = [t [29)f =5 ©

Obviously, these four states are not orthogonal. It is
easy to verify that the final four possible states are not
orthogonal while the fake EPR pairs generated by Eve
are in the state [V ) g, |07 ) e or |[¢T) e respectively
which will forbid the attacker Eve to copy them per-
fectly. So the scheme is secure against dense-coding
attack.

Through the above analyses, we believe that if
and only if all the m + n partners cooperate can they

deduce the secret sharing in our protocol. Even if

Eve (or the dishonest agent) only wants to disturb
the transmission (i.e., denial of service attack) with-
out considering of being discovered, he/she cannot ob-
tain any useful information about the secret messages.
As in the ZWHL protocol, to make sure the protocol
secure against invisible photon eavesdropping attack
and the delay-photon Trojan horse attacker, we have
adopted PNS technology and added wavelength filters
in every receiver’s laboratory in the protocol.

In Ref. [40], Deng et al.
cheat attack scheme which reveals that a class of QSS

presented an opaque

schemes based on entanglement and collective eaves-
dropping check are completely insecure if the trans-
mission efficiencies of the schemes are lower than 50%.
The dishonest agent can eavesdrop fully and freely,
including the two original works, the HBB schemel!
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and the KKI scheme.[ Through the analysis, it seems
that opaque cheat attack is effective to our proposed
protocol, LLLY protocol and ZWHL protocol. Fortu-
nately, the transmission efficiencies of most protocols
with present-day in quantum private communication
are higher than 50%. For example, the error rates
threshold of commercial quantum encryption trans-
mission systems based on BB84*!l are usually defined
as 20%, that is, if the error rate is higher than 20%,
we determine that the transmission is unsecure; in
other words, the transmission efficiency of this system
based on BB84 is at least more than 80%. In a recent
experiment, Jin et al. have succeeded in transport-
ing quantum information over a free space distance of
16 km, 2 much further than the few hundred meters
previously achieved, which brings us closer to trans-
mitting information over long distances without the
need for a traditional signal. The average fidelity of
the teleportation achieved was 89 % in this experi-
ment.

Recently, Xu et al. showed that classical and
quantum correlations can remain unaffected under
certain decoherence areas,*3 which will have impor-
tant roles in distinguishing correlations and designing
robust quantum protocols based only on quantum cor-
relation. The early conjecture that classical correla-
tion is always found to be larger than the entangle-
ment and non-entanglement quantum correlation in
the experiment is disproved by their experimental re-
sults. They also showed that the sudden change in

behaviour in the decay rates of correlations and their
immunity against certain decoherences. This finding
will greatly reduce the interaction between correlated
systems and the environment, so the transmission effi-
ciencies of the corresponding quantum protocols based
on entangled photons will be great improved in the
future, including our QSS protocol proposed in the
paper. Through the above analyses, we believe that
our proposed protocol in this paper is secure against
opaque cheat attack both now and in the future.

In conclusion, we have proposed an efficient QSS
scheme with four non-orthogonal two-particle entan-
gled states instead of utilizing a certain state; in the
protocol, the last recipients of each particles send the
photons to the boss Alice, Alice chooses some cor-
responding samples for checking—eavesdropping with
the help of all the agents. Invisible photon eavesdrop-
ping attack, the delay-photon Trojan horse attack and
dense-coding attack can be counterchecked. The va-
lidity of a probable attack called opaque cheat attack
to this kind of protocols is also considered in the paper.
All the EPR pairs except those used for eavesdropping
check can be retained for secret sharing; the intrinsic
theoretical efficiency for qubits of the protocol is ap-
proaching 100%.
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