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The decoy-state quantum key distribution protocol suggested by Adachi et al. (Phys. Rev. Lett. 99 180503

(2007)) is proven to be secure and feasible with current techniques. It owns two attractive merits, i.e., its longer secure

transmission distance and more convenient operation design. In this paper, we first improve the protocol with the aid

of local operation and two-way classical communication (2-LOCC). After our modifications, the secure transmission

distance is increased by about 20 km, which will make the protocol more practicable.
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1. Introduction

Differing from traditional cryptography, quantum
key distribution (QKD) uses the fundamental princi-
ples of quantum mechanics to guarantee secure com-
munication. It enables two parties (generally called
Alice and Bob) to produce a shared random bit string
only known to them, which can be used as the key
to encrypt and decrypt messages. The first QKD
protocol was proposed in 1984 by Bennett and Bras-
sard, which is known as BB84 protocol.[1] In the first
BB84 protocol, ideal single-photon source is required.
However, in practical implementation of this protocol,
weak coherence pulses (WCPs) are the usual candi-
date as photon sources.[2−7] Nevertheless, an eaves-
dropper (hence Eve) is assumed to be limited with
quantum principles in QKD. Then the WCP is invoke
apt to the attack of photon-number splitting (PNS).[8]

It is now known that decoy state protocol is an effi-
cient tool to combat this attack.[9−12] In decoy state
protocol, multiple optical sources are used as signal
sources and decoy sources. As every optical source
has its unique character, Eve may make use of this
to differentiate between the sources. Theoretically,
only one optical source is expected and it is tailored
into different intensity for different usage. Whereas, in
practical implementation of decoy state protocol, the

efficiency of this switch is comparably low. The pas-
sive decoy state protocol,[13,14] where the legitimate
users choose their decoy states after their measure-
ments, can remedy this drawback. The protocol pre-
sented by Adachi et al.[14] (hence AYKI protocol) is
especially interesting because all their experimental
apparatuses are based on present technology. How
to improve the AYKI protocol is an interesting topic.
In this paper, we consider this protocol with two-way
classical communication (2-LOCC)[15−18] which can
tolerate a higher initial error rate and extend longer
secure transmission distance than 1-LOCC. This pa-
per is arranged as follows: First, we review the AYKI
protocol, then we apply the 2-LOCC theory to it.
Secondly, we give numerical simulation on the per-
formance of the improved AYKI protocol. Finally, we
give some discussions and conclusions.

2. AYKI protocol with 2-LOCC

In the AYKI protocol, a parametric down-
conversion (PDC) source is used.[19] As a pumping
laser illuminates on a nonlinear crystal, some photons
are converted into new photon-pairs. The state of the
photons generated in both modes by PDC source can
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be mathematically described as[20]

|Ψ〉 =
∞∑

n=0

√
pn|n〉|n〉. (1)

Here |n〉 represents the photon number state. And pn

is the probability state |n〉|n〉 that occurs, and is given
by

pn ≡ µn

(1 + µ)n+1
, (2)

where µ is the average intensity of the photon-pairs.
In the AYKI protocol, the PDC source is in Alice’s
Lab. She takes the photons in one mode and oper-
ates the polarization of the photons in the opposite
mode as that in BB84 protocol and transfers them to
Bob. Alice triggers the photons in her mode by a de-
tector DA with efficiency ηA and dark count rate dA.
The probability of detection (triggering) at DA can be
written as

γn = 1− (1− dA)(1− ηA)n, (3)

and with probability 1−γn Alice’s detector misses the
photons. Then the n-photon emission events from Al-
ice’s Lab can be divided into triggering events (at p

(t)
n )

and non-triggering events (at p
(nt)
n ), where p

(t)
n = pnγn

and p
(nt)
n = pn(1− γn).

When the emission photons reach Bob’s Lab, he
measures them by two threshold detectors after a
polarizing beam splitter (PBS). Supposing that the
transmission efficiency of the quantum channel is ηc =
10−αl/10 and the detecting efficiency of Bob’s detec-
tors is ηB, with probability η = ηcηB a photon emit-
ted from Alice’s Lab will be detected by Bob’s de-
tectors. Here l is the length of the quantum chan-
nel, and α is its lossy rate coefficient. Let pd be the
dark count rate of Bob’s detectors, with probability
Qn = pn[1−(1−η)n(1−pd)2] Bob’s detectors will gain
an n-photon pulse. Bob’s detecting events can be di-
vided into two groups: Those registering on Alice’s de-
tector with probability Q

(t)
n = Qnγn and those missed

by her detector with probability Q
(nt)
n = Qn(1− γn).

In PDC protocol, a well prepared signal by Alice may
hit on an erroneous detector, which causes the so-
called quantum bit error rate (QBER). The overall
detection rate Q(t) and the QBER E(t) with trigger-
ing and the overall detection rate Q(nt) and the QBER
E(nt) without triggering can be achieved by

Q(t) =
∞∑

n=0

Q(t)
n , Q(nt) =

∞∑
n=0

Q(nt)
n , (4)

E(t) =
∞∑

n=0

Q
(t)
n en

Q(t)
, E(nt) =

∞∑
n=0

Q
(nt)
n en

Q(nt)
, (5)

where en is the QBER of an n-photon pulse. If Bob’s
detectors have the same characters, they will have the
same background. Then the QBER on vacuum pulses
e0 can be assumed to be 1

2 for the simplicity of dis-
cussion.

The relation between Alice’s triggering and non-
triggering events can be expressed as

Q(t)
n = rnQ(nt)

n . (6)

Here

rn ≡ γn

1− γn
=

p
(t)
n

p
(nt)
n

. (7)

From Eq. (3), we can obtain the relationship

0 ≤ r0 < r1 < r2 < r3 · · · . (8)

Then we have r2Q
(nt)
n ≤ Q

(t)
n for n ≥ 2. Ap-

plying Eq. (4) leads to r2(Q(nt) − Q
(nt)
0 − Q

(nt)
1 ) ≤

Q(t)−Q
(t)
0 −Q

(t)
1 = rQ(nt)−r0Q

(nt)
0 −r1Q

(nt)
1 . Here r is

defined as r ≡ Q(t)/Q(nt). If defining x ≡ Q
(nt)
0 /Q(nt),

one then has the lower bound on the ratio of Q
(nt)
1 and

Q(nt)

Q
(nt)
1

Q(nt)
≥ r2 − r − (r2 − r0)x

r2 − r1
≡ ξ(x), (9)

which is a function of x. The upper bound of QBER
on single photon pulse can be estimated from

e1 ≤ Q(t)E(t) −Q
(t)
0 e0

Q
(t)
1

≤ 2rE(t) − r0x

2r1ξ(x)
≡ εt(x). (10)

In a similar way, one can have its other bound

e1 ≤ 2E(nt) − x

2ξ(x)
≡ εnt(x). (11)

Combining the two bounds, one has

e1 ≤ ε(x) ≡ min{εt(x), εnt(x)}. (12)

Then, it is easy to have

0 ≤ x ≤ min{2E(t)(r/r0), 2E(nt)}. (13)

Consequently, the low bound of the secure keys
which Alice and Bob can obtain from Alice’s detect-
ing events is given by[14,21,22]

R(t) = q{Q(nt) min{r0x + r1ξ(x)[1−H2(ε(x))]}
−Q(t)f(E(t))H2(E(t))}. (14)
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As presented in the AYKI protocol,[14] if the trans-
mission distance is not very far, Alice and Bob can
also generate the secure keys from the Alice’s non-
triggering events. The key generation rate from the
non-triggering events is written as

R(nt) = q{Q(nt) min{x + ξ(x)[1−H2(ε(x))]}
−Q(nt)f(E(nt))H2(E(nt))}. (15)

When the transmission distance is short, the key
generation rate for both groups is nonnegative, then
Alice and Bob can both generate their secure final
keys. When the transmission distance is large, Alice
and Bob can only generate their secure final keys from
Alice’s triggering events. That is, the key generation
rate R(both) on both groups obeys

R(both) = max{R(t), 0}+ max{R(nt), 0}. (16)

Now we would like to extend the AYKI protocol
with 2-LOCC theory. As mentioned before, the 2-
LOCC based on post-processing can tolerate a higher
initial error rate and extend longer secure transmis-
sion distance than 1-LOCC.[15,16,18] The crux of this
method is B steps. The process of PDC with 2-LOCC
is as follows: Alice and Bob perform a sequence of B
steps to the sifted keys. That is, Alice and Bob per-
form a bilateral XOR (BXOR) between pairs of the
shared sifted keys and measure the target bits in Z

basis. If their measurement outcomes disagree, they
discard both of the control and target bits. Other-
wise, they only keep the control bits.[15,18] So in the B
step process, only the events that Bob’s results coin-
cide with those of Alice’s can survive. Then after one
B step, the survival events will have the probability

τ = e2 + (1− e)2, (17)

where e is the error bit rate on Alice and Bob’s sifted
keys. In the AYKI protocol, Alice and Bob’s sifted
keys are divided into two parts: triggering and non-
triggering events. Then the probability of the survival
events can also be divided into two parts accordingly

τ (t) = (E(t))2 + (1− E(t))2,

τ (nt) = (E(nt))2 + (1− E(nt))2. (18)

In the AYKI protocol, en is the same for all n-photon
emission events theoretically, whether or not they are
registered on Alice’s detector. Then the probability
for the survival probability untagged event and the
vacuum event can be written as

τ1 = e2
1 + (1− e1)2,

τ0 = e2
0 + (1− e0)2. (19)

Though the B step can lower the bit error rates of the
AYKI protocol, it lowers the efficiency of key genera-
tion rate at the same time. The residue ratio of the
key for the triggering events and non-triggering events
after one B step is respectively expressed by

ρ
(t)
B =

1
2
τ (t), ρ

(nt)
B =

1
2
τ (nt). (20)

Here the factor 1/2 given is because Alice and Bob
only keep the control bits in the XOR process. So the
key generation rate can be written as

R(t)′ = ρ
(t)
B R(t), R(nt)′ = ρ

(nt)
B R(nt). (21)

The changes of the overall QBER of the triggering
events and non-triggering events are respectively given
by

E(t)′ =
E(t)2

E(t)2 + (1− E(t))2
,

E(nt)′ =
E(nt)2

E(nt)2 + (1− E(nt))2
. (22)

The bit error rate of the untagged pulses after one B
step is given as

e′1 =
e2
1

e2
1 + (1− e1)2

. (23)

Substituting these parameters from Eqs. (17)–(23)
into Eq. (16), one can obtain the key generation rate
and the secure transmission distance of the AYKI pro-
tocol with one B step. If more B steps are required,
one only needs to repeat this procedure. In the fol-
lowing numerical simulation, one can see that the B
step can indeed improve the performance on the se-
cure transmission distance apparently.

3. Numerical simulations

In the following numerical simulation, the effi-
ciency of Alice’s detector is fixed at ηA = 0.5, and its
background is assumed to be dA = 1.0 × 10−6. The
parameters of the quantum channel and the apparatus
on Bob’s side take those of the GYS experiment,[2]

where the loss coefficient of the quantum channel is
α = 0.21 dB/km, the detecting efficiency of Bob’s
detectors is ηB = 4.5 and its dark counts rate is
pd = 8.5 × 10−7. We also assume that with prob-
ability ed = 3.3% a pulse will hit on an erroneous
detector because of basis misalignment between Alice
and Bob. Substituting these parameters into Eq. (16),
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one can obtain the numerical relationship between the
key generation rate and the secure transmission dis-
tance, which is illustrated in Fig. 1. The dotted curve
refers to the key generation rate of AYKI protocol
with 1-LOCC, whose maximal transmission distance
is about 170 km. And the solid curve is the improve-
ment with 2-LOCC on the key generation rate of the
former. With one B step, we can see that the maximal
transmission distance can be enlarged about 20 km.

Fig. 1. The key generation rate versus the transmission

distance, calculated by 1-LOCC AYKI protocol and 2-

LOCC AYKI protocol (one B step). Our result of 1-LOCC

AYKI protocol fits with that of AYKI protocol well[14] and

the result of 2-LOCC protocol can improve that of the for-

mer by about 20 km.

As illustrated in the figure, the maximal transmis-
sion distance for the AYKI protocol with 2-LOCC can

reach almost 190 km. It confirms us that the 2-LOCC
can greatly improve the performance of the AYKI pro-
tocol.

4. Discussions and conclusions

QKD is aimed to generate a secure key between
the legitimate users. Then the maximal transmission
distance and the secure key generation rate are very
important factors for it. As the security of AYKI pro-
tocol is based on the practical devices. In particular,
it does not need any modulation on the apparatus dur-
ing the experiment to generate decoy states, which is
more efficient compared with the active decoy state.
It is an interesting issue to consider whether one can
still improve it with present technology. In this pa-
per, we have shown that the 2-LOCC method is an
efficient way for improving the performance of this
protocol. Our numerical simulation showed that by
about 20 km the secure transmission distance can be
enlarged when one B-step is carried out. Our results
may be useful for practical implement of the AYKI
protocol.
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