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We propose a two-step quantum secure direct communication (QSDC) protocol with hyperentanglement in both

the spatial-mode and the polarization degrees of freedom of photon pairs which can in principle be produced with a

beta barium borate crystal. The secret message can be encoded on the photon pairs with unitary operations in these

two degrees of freedom independently. This QSDC protocol has a higher capacity than the original two-step QSDC

protocol as each photon pair can carry 4 bits of information. Compared with the QSDC protocol based on hyperdense

coding, this QSDC protocol has the immunity to Trojan horse attack strategies with the process for determining the

number of the photons in each quantum signal as it is a one-way quantum communication protocol.
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Quantum communication is a wonderful tech-
nique in the security of information transmission and
has attracted a lot of attention in the last 2 decades.
For example, quantum key distribution (QKD) pro-
vides an absolutely secure tool for two legitimate
users to produce a private key.[1−4] Recently, quan-
tum secure direct communication (QSDC), a new
concept, was proposed[4,5] and pursued.[6−33] The
Long–Liu quantum communication protocol[4] (the
efficient-QSDC protocol) proposed in 2002 is the first
QSDC protocol where secret message can be trans-
mitted directly, and another QSDC protocol, the
two-step scheme, was proposed by Deng, Long, and
Liu[5] in 2003 exploiting the quantum dense cod-
ing operations. Also, they refer to the branch of
quantum communication in a deterministic way as
quantum secure direct communication clearly in the
two-step scheme.[5] Moreover, Deng and Long gave
a criterion for QSDC.[5,6,11,13] According to Deng–
Long criterion,[13] the ping–pong protocol proposed
by Boström and Felbinger[7] in 2002 is insecure and
its insecurity comes from the fact that the two legiti-
mate users cannot find an eavesdropper, say Eve be-
fore they encode the secret message on the quantum
states. In 2003, Wójcik[34] showed that the ping–pong

scheme can be attacked when the transmission effi-
ciencies are low. In 2004, Cai and Li[18] proposed a
deterministic quantum communication protocol with
single photons. In 2004, Deng and Long[6] introduced
a secure communication protocol with a quantum one-
time pad based on a sequence of single-photon po-
larization states. In 2005, Wang et al. proposed
a QSDC protocol[9] with superdense coding and an-
other multi-step QSDC protocol[10] with Greenberger–
Horne–Zeilinger (GHZ) states. The former is the gen-
eralization of the two-step QSDC protocol[5] into a
high-dimensional entangled system. In 2007, Li et
al.[12] proposed a QSDC with quantum encryption. In
2009, Qin et al.[14] proposed a QSDC protocol over col-
lective amplitude damping channel. Recently, we[15]

proposed a robust quantum one-time-pad scheme over
a collective noise. There is another branch of quan-
tum direct communication, named deterministic se-
cure quantum communication (DSQC),[13] which is
also considered as QSDC in previous works.[16−33]

With some other quantum techniques,[35−38] QSDC
may be very useful in future.

In recent years, hyperentanglement, the entangle-
ment of photons in several degrees of freedom, has at-
tracted a great deal of attention. For example, in 2002
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Simon and Pan[39] exploited the hyperentanglement in
the spatial-mode and the polarization degrees of free-
dom to purify the polarization entanglement of a pho-
ton pair from a parametric down-conversion (PDC)
source. In 2009, Sheng et al.[40] also exploited the
hyperentanglement in the spatial-mode and the po-
larization degrees of freedom to purify a PDC source.
Xiao et al.[41] and Wang et al.[42] exploited the en-
tanglement in frequency degree of freedom to purify
the entanglement in a polarization degree of free-
dom. In 2010, Sheng and Deng[43,44] proposed two
deterministic entanglement purification protocols with
hyperentanglement. With the hyperentangled state
in both polarization and orbital angular momentum,
Barreiro et al.[45] overcame the channel capacity limit
for superdense coding in 2008. In 2009, Wang et
al.[46] proposed a high-capacity QKD protocol using
both polarization and differential phase shifts of pho-
tons. In 2010, Sheng et al.[47] proposed a complete
hyperentangled-Bell-state analysis (CHBSA) protocol
for quantum communication, by resorting to cross-
Kerr nonlinearity to construct a quantum nondemoli-
tion detector. More recently, Wang et al.[48] proposed
a hyperdense coding protocol and a QSDC protocol
with hyperentanglement and CHBSA.

In the present paper, we propose a two-step
QSDC with hyperentanglement in both the spatial-
mode and the polarization degrees of freedom of pho-
ton pairs by following some ideas in the original two-
step QSDC scheme.[5] The hyperentanglement can
in principle be produced with a beta barium borate
(BBO) crystal and a mirror. A sequence of photon
pairs in a hyperentangled Bell state is divided into two
photon sequences. Each sequence is composed of pho-
tons chosen from each photon pair. The sender, Alice,
encodes her secret message independently on the pho-
ton pairs with unitary operations in the spatial-mode
and the polarization degrees of freedom. This QSDC
protocol has a higher capacity than the original two-
step QSDC protocol[15] as each photon pair can carry
four bits of information. Compared with the QSDC
protocol based on hyperdense coding,[48] this protocol
is immune to Trojan horse attack strategies as it is a
one-way quantum communication protocol.

As pointed out in Refs. [39], [40], and [44], a hy-
perentangled state in the polarization and the spatial-
mode degrees of freedom can in principle be pro-
duced with a BBO crystal. In detail, a pump pulse
of ultraviolet light passes through the crystal and
produces correlated pairs of photons into the spatial

modes a1 and b1; it is then reflected and traverses the

Fig. 1. Principle for producing a hyperentangled photon

pair in the polarization and spatial degrees of freedom.

BBO and pump represent a beta barium borate crystal

and a pump pulse of ultraviolet light, respectively. M is a

mirror which is used to reflect the light. a1, a2, b1, and

b2 are the spatial modes for the two photons a and b.

crystal a second time, which produces correlated pairs
of photons into the spatial modes a2 and b2. Its prin-
ciple is shown in Fig. 1. The Hamiltonian can be ap-
proximately described as[39,40,44]

HPDC = γ[(a†
1Hb†1H + a†

1V b†1V )

+ r ei φ(a†
2Hb†2H + a†

2V b†2V )] + H.c. (1)

Here γ is the probability with which the nonlinear pro-
cess in the BBO crystal for producing entangled pho-
ton pairs takes place, r denotes the relative probability
of emission of photons between the lower spatial mode
and the upper spatial mode, and φ is the phase be-
tween these two possibilities.[39,40,44] As indicated in
Refs. [39], [40], and [44], in a simple case we assume
r = 1 and φ = 0. So the state of the photon pair can be
described by (a†

1Hb†1H +a†
1V b†1V +a†

2Hb†2H +a†
2V b†2V )|0〉.

It can also be written as

|Φ+
ab〉SP =

1
2
(|a1b1〉 + |a2b2〉)ab

⊗(|HH〉 + |V V 〉)ab. (2)

Here the subscripts a and b represent the two pho-
tons in the hyperentangled state; the subscript S is
the spatial-mode degree of freedom and P denotes the
polarization degree of freedom; H and V are the hor-
izontal and the vertical polarizations of photons, re-
spectively; a1 (b1) and a2 (b2) are the spatial modes
for photon a (b). If the pump pulse is faint, the four-
photon state produced by this PDC source is negligi-
ble, which means that the source will produce a pho-
ton pair in the hyperentangled state |Φ+

ab〉SP.
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We can describe a set of orthogonal Bell states
with hyperentanglement in both the spatial-mode and
the polarization degrees of freedom as follows:

|Θab〉SP = |ζ〉S ⊗ |ξ〉P, (3)

where |ζ〉S represents one of the four Bell states in the
spatial-mode degree of freedom of a photon pair, i.e.,

|Φ±〉S =
1√
2
(|a1b1〉 ± |a2b2〉)ab,

|Ψ±〉S =
1√
2
(|a1b2〉 ± |a2b1〉)ab. (4)

Here, |ξ〉P represents one of the four Bell states in the
polarization degree of freedom of a photon pair, i.e.,

|φ±〉P =
1√
2
(|HH〉 ± |V V 〉)ab,

|ψ±〉P =
1√
2
(|HV 〉 ± |V H〉)ab. (5)

As pointed out by Wang et al.,[48] one of the 16
Bell states |Θab〉SP can be transferred into the other
with one of the 16 unitary operations on one photon.
That is, the 16 unitary operation can be chosen as
Uij = US

i ⊗UP
j (i, j = 1, 2, 3, 4), where US

i and UP
j are

the unitary operations on the photon a in the spatial-
mode degree of freedom and the polarization degree
of freedom, respectively. Here

US
1 = |a1〉〈a1| + |a2〉〈a2|,

US
2 = |a2〉〈a1| + |a1〉〈a2|,

US
3 = |a1〉〈a1| − |a2〉〈a2|,

US
4 = |a2〉〈a1| − |a1〉〈a2|,

UP
1 = |H〉〈H| + |V 〉〈V |,

UP
2 = |V 〉〈H| + |H〉〈V |,

UP
3 = |H〉〈H| − |V 〉〈V |,

UP
4 = |V 〉〈H| − |H〉〈V |. (6)

The four unitary operations in the polarization-mode
degree of freedom can be completed with linear opti-
cal elements, such as a λ/2 wave plate or a λ/4 wave
plate. The bit-flip operation US

2 and the phase-flip op-
eration US

3 in the spatial-mode degree of freedom can
be accomplished by exchanging the two fibre channels
(a1 and a2) and by adding a λ/2 wave plate to the
spatial mode a2, respectively.[48]

With the hyperentangled states shown in Eq. (3),
the principle of our two-step QSDC protocol with hy-
perentanglement can be described as follows.

(i) Alice prepares a sequence of hyperentangled
photon pairs in the hyperentangled state |Φ+

ab〉SP. She

divides them into two photon sequences, say Sa and
Sb. That is, Sa is composed of all the photons a in the
photon pairs ab and Sb is made up of all the photons
b in the photon pairs, as in Refs. [4], [5], [9], and [48].

(ii) Alice sends the sequence Sb to Bob and he
keeps the sequence Sa.

(iii) Alice and Bob perform the first security check
for the transmission of the photon sequence Sb. This
task can be completed with the same process as the
original two-step QSDC protocol.[5] In detail, Bob
randomly chooses some photons from his sequence
Sb and measures them with one of two measuring
bases, say, Z and X, as done in Ref. [48]. Here
Z = ZS ⊗ ZP and X = XS ⊗ XP, with ZS =
{|b1〉, |b2〉}, XS = { 1√

2
(|b1〉 ± |b2〉)}, ZP = {|H〉, |V 〉},

and XP = { 1√
2
(|H〉 ± |V 〉)}. After his measurements

on the samples, Bob tells Alice his outcomes, i.e., the
state of each sample with his single-photon measure-
ment. Alice chooses the same measuring basis as Bob’s
to measure the photon in the sequence Sa, correlated
to the photon measured by Bob in the sequence Sb.
Alice analyses the error rate of the samples and judges
whether the transmission is secure. If she confirms
that the transmission of the sequence Sb is secure,
Alice tells Bob to perform the next step for QSDC;
otherwise, Alice and Bob abort their quantum com-
munication and abandon the photons transmitted.

(iv) Alice encodes her secret message on the se-
quence Sa with the 16 unitary operations Uij (i, j =
1, 2, 3, 4) which can represent 16 different secret bi-
nary strings. In order to complete the second security
check, she should choose some of the photons in the se-
quence Sa as the samples for analysing the error rate
of the transmission of this sequence. Alice encodes
some random codes on the samples. She sends the
sequence Sa to Bob after her encoding.

(v) After Bob receives the sequence Sa, he per-
forms hyperentangled Bell-state analysis[47] on all the
photon pairs, including those acting as the samples
for the second security check; then Alice tells Bob the
samples for the second security check.

(vi) After the measurements with hyperentangled
Bell-state analysis, Bob requires Alice to tell him the
information about the samples for the security check
and he judges whether their transmission succeeds by
analysing the error rate of the samples.

(vii) If their transmission is secure, Bob will read
out the secret message directly; otherwise, he should
discard the outcomes and request Alice to repeat their
quantum communication from the first step.
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Unlike the QSDC protocol based on hyperdense
coding,[48] our QSDC protocol is immune to attack by
an eavesdropper with a Trojan horse as it is a one-
way quantum communication protocol, not a two-way
one, the same as the two-step QSDC protocol.[15] That
is, this QSDC protocol does not require the user to
have photon number splitters. It requires the receiver
Bob to have the ability to determine whether there is
a photon in each quantum signal in the sequence Sb

when our QSDC protocol is used over a noisy channel.
In the two-step QSDC protocol,[5] this task is accom-
plished using entanglement swapping. However, en-
tanglement swapping will at least consume a photon
pair in a hyperentangled Bell state prepared by the re-
ceiver (Bob). Although hyperentanglement swapping
is in principle feasible with nonlinear optics, as shown
in Ref. [47], it is not the most efficient method for this
QSDC protocol. With nonlinear optics, Bob can de-
sign a quantum nondemolition detector (QND) in the
same way as described in Ref. [47]. Bob can in princi-
ple judge whether there is a photon in each quantum
signal in the sequence Sb with a QND, which makes
this QSDC protocol more practical than the two-step
QSDC protocol.[5]

In general, the security of our QSDC protocol is
the same as that of the two-step QSDC protocol since
they have the same topological structure. As shown
by Deng et al., the two-step QSDC protocol is, in prin-
ciple, secure both in an ideal condition and in a noisy
one. That is, our QSDC protocol is also secure in prin-
ciple. If the noise in the quantum channels is unrea-
sonably large, this QSDC protocol is not suitable for
two users in quantum communication to transmit their
secret message directly. In this case, it can be used to
produce a private key and act as a high-capacity QKD
protocol.

Compared with the two-step QSDC protocol,[5]

our QSDC protocol has the advantage of higher ca-
pacity as each photon pair in a hyperentangled Bell
state can carry four bits of information, the same as
that in Ref. [48]. Compared with the QSDC proto-
col based on hyperdense coding,[48] this protocol does
not require two users in quantum communication to
prevent an eavesdropper from eavesdropping on their
communication using Trojan horse attack strategies.
Certainly, the two users will pay the price of perform-
ing a QDN on each quantum signal in the sequence Sb

in order to have such immunity.
In summary, we have introduced a two-step quan-

tum secure direct communication protocol with hy-

perentanglment in both the spatial-mode and the po-
larization degrees of freedom of photon pairs. A se-
cret message can be encoded on the photon pairs
with unitary operations in the spatial-mode and the
polarization degrees of freedom independently. This
QSDC protocol has a higher capacity than the orig-
inal two-step QSDC protocol[5] as each photon pair
can carry four bits of information. Compared with
the QSDC protocol based on hyperdense coding,[48]

this QSDC protocol does not require the two users
in quantum communication to prevent an eavesdrop-
per from eavesdropping on their communication with
Trojan horse attack strategies.
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