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A practical two-way system of quantum key distribution
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The most severe problem of a two-way “plug-and-play” (p & p) quantum key distribution system is that the source

can be controlled by the eavesdropper. This kind of source is defined as an “untrusted source”. This paper discusses

the effects of the fluctuation of internal transmittance on the final key generation rate and the transmission distance.

The security of the standard BB84 protocol, one-decoy state protocol, and weak+vacuum decoy state protocol, with

untrusted sources and the fluctuation of internal transmittance are studied. It is shown that the one-decoy state is

sensitive to the statistical fluctuation but weak-+vacuum decoy state is only slightly affected by the fluctuation. It is

also shown that both the maximum secure transmission distance and final key generation rate are reduced when Alice’s

laboratory transmittance fluctuation is considered.
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1. Introduction

Quantum key distribution (QKD) involves se-
cure communication between authorized partners,
whose security is determined by the laws of quantum
mechanics.[!'=4 There is currently significant interest
in the two-way “plug-and-play” (p & p) QKD sys-
tem, in which the birefringence is compensated for

[5-11 However, the scheme has a se-

automatically.
vere problem, namely, the sources can be completely
controlled by the eavesdropper (Eve) before entering
Alice’s laboratory. This is known as Trojan-horse
attacks!® and such a source is defined as an “untrusted
source”.[12:13] Therefore, much effort has been devoted
to proposing and demonstrating the stability of the p
& p QKD system with an untrusted source.!'3=1% The
numerical simulation results of the untrusted source
given by Zhao et al.l'* show that unconditional secu-
rity can be achieved by the p & p QKD system; how-
ever, they did not consider the fluctuation of transmit-
tance for Alice’s devices on the key generation rate and
the transmission distance. Since imperfect devices in
QKD may give rise to a potential loophole on the fi-

nal key!1

in practice, the security is not only based
on the principles of quantum mechanics but also the

imperfections of the devices.
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In this paper, we focus on the effects of the fluc-
tuation of internal transmittance on the final key gen-
eration rate and the transmission distance in p & p
QKD systems with an untrusted source. The security
of the standard BB84 protocol, one-decoy state proto-
col and weak+vacuum decoy state protocol, with un-
trusted sources affected by the fluctuation of internal
transmittance are studied.

2. Effects of the fluctuation of
transmittance on the QKD

with an untrusted source

Firstly, we review briefly a general system which
has been applied in some necessary measurement to

1 as shown in

ensure the security of the QKD system,
Fig. 1. The actual source is inside Bob’s local labora-
tory and a strong laser pulse travels on the quantum
channel from Bob to Alice. Then, Alice attenuates
this pulse to a suitably weak intensity, codes the in-
formation and sends the remaining pulse back to Bob
who detects the information. The total losses of the
Alice internal laboratory are modeled as a A\/(1 — X)
beam splitter, 3] where ) is the internal transmittance

of Alice’s local laboratory. Usually, Alice cannot set

*Project supported by the National Natural Science Foundation of China (Grant No. 11074072).

TCorresponding author. E-mail: Liuxiang64@medmail.com.cn

(© 2011 Chinese Physical Society and IOP Publishing Ltd

http://www.iop.org/journals/cpb  http://cpb.iphy.ac.cn

100305-1



Chin. Phys. B Vol.

20, No. 10 (2011) 100305

an accurate value of A\ in practice. Therefore, Al-
ice’s apparatus transmittance fluctuation should be
considered in the experiments. That is, the pho-
tons inputted to the system have a probability of A
(A e[(1—=0)Xo, (14 0)A]) to be encoded, and 1 — A
to be discarded, where ), is the optimal transmit-
tance, and o is the fluctuation of the transmittance.
The interferometers will become self-stabilized since
the light passes twice between them. Eve’s Trojan-
horse attacks at the position 1, which would assist her
photon-number splitting (PNS) to attack at the po-

Eve

sition 2 (see Fig. 1). To enhance the security of the
system, Alice uses a strong filter to filter out a part of
the legitimate signal and uses active phase randomiza-
tion to achieve phase randomization. The phase ran-
domization separates Alice from any possible reference
system that Eve may have prepared in advance. 50%
of the pulses can be chosen freely by optical switch and
sent to the beam splitter and the other 50% would be
sent to the intensity monitor. The latter is used to

test the number of photons.

garbage

untrusted

source

*
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attacks
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Fig. 1. Schematic diagram of the experiment.

The effects of the fluctuation of internal trans-
mittance A (A € [(1 — 0)Xo, (1 4+ 0)As]) on the QKD
key generation rate are studied. The pulse passing
through Alice’s laboratory has a probability of N to
be encoded, and N(1 — \) to be discarded, where N
is the average photon number of the inputted pulse.
In a practical QKD system with imperfect sources,
there are two kinds of qubit that should be discussed
separately: one is the tagged bit which is not se-
cure, the other is the untagged bit which is secure
and can be used to distill the final key.l'°! In the fol-
lowing study, we will focus on these untagged bits m
(m € [(1—=48)N,(1+ §)N]), where § is the fluctuation
of the source caused by the control of Eve. The overall
gain Q. and the overall qubit error rate (QBER) E,
can be measured experimentally. Though the gain @
and the QBER F of the untagged bits cannot be mea-
sured directly, the upper and lower bounds of ¢ and
E can be estimated.!'3 The upper and lower bounds
of () are given respectively by

A Qe 7 Qe — A —c¢
9= % Q—maX(O, 1_A_E), )

and the upper and lower bounds of E can be obtained,
respectively as

E — QeEe

In order to obtain tighter bounds on Q and E, A =
1 — erf(y/N§/2) should be made as small as possible.
For simplicity, we only consider the asymptotic case in
the following studies, that is, the € can be considered
to tend to 0. Considering m (m € [(1—9)N, (1+5)N])
photons entering Alice’s laboratory, we find that the
conditional probability n photons emitted by Alice’s

laboratory obeys a binomial distribution given by!!

Pn(m) = CRA™ (1 = X)™7". (3)

When the statistical fluctuation of the internal trans-
mittance is taken into account, that is, A (A € [(1 —
)Xo, (14+0) X)), the upper and lower bounds of p,, (m)
for untrusted source can be obtained respectively as
follows:
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[1— (1= o)A=2N,

0,
[1— 1+ o)A N,

P, = Clisnl
0,

Under the condition Ao(1 + o)N(1 +0) < 1, the ex-
pected outputted photon number of any untagged bits
should be lower than 1.
bounds on p,(m), we need to obtain § and o as small

In order to obtain tighter

as possible. Reducing ¢ and ¢ would narrow the bound
of the untagged bits, however, which would widen the
bound of @ and E. Therefore, we need to achieve a
balance between the tightness of the bounds of p,(m)
and that of the bounds of Q and E. The optimal
choice of § and o depends on the practical system and
can be calculated by numerical simulation.

We can implement the above analysis into some
QKD proposals and study the effects of 6 and o on
the maximum transmission distance and the key gen-
eration rate for the cases of the Gottesman et al
(GLLP)[M without-decoy method, the one-decoy pro-
posal, and the weak+vaccum proposal, respectively.

Case I We consider the effects of the transmit-
tance fluctuation on the results of GLLP without-
decoy method. The secure key generation rate of a
standard BB84 protocoll’” with untrusted sources is
given as!?!

R > 0.5{ — Qef(Ee)H2(E2) + (@, +p, +P1 — 1)

e el G

where f(F,) is the bidirectional error correction inef-

ficiency. In experiments, f(FE,) = 1.22 is usually used.
The Hy(z) = —xlogy(z) — (1 — x)logy(1 — z) is the
binary Shannon entropy. The gain Q. and the qubit
error rate F, of the signals based on the BB84 protocol

can be obtained as follows:[18]
Qc = YO +1- eXp(fnnBobN/\)v (7)
.bY, ec|l — —NMBob N A
Ee:O5 0 + €dec| QGXP( 1MBob )]’ (8)

where n = 107*/10 is the channel transmittance, o
is the fibre attenuation, [ is the distance between Al-
ice and Bob, 1.} is the detection efficiency of Bob’s
setup, Yp is the background rate and eqe. is the prob-
ability that a photon will hit the erroneous detector.

Clipoynl A+ ao)A"[1 -1+ o)A (TN =R

— AL = (1= AN,

if n=0,
if n < (1+6)N, (4)
ifn>(149)N;

if n =0,
if n < (140)N, (5)
ifn>(1-96)N.

In our numerical simulations, the parameters used are
as follows: a = 0.2, Yy = 1.7 x 1075, ngop, = 0.45,
edec = 0.33, reported by Gobby, Yuan and Shieldds
(GYS).[]

Substituting Egs. (4) and (5) into Eq. (6), one can
obtain the key generation rate in the GLLP without-
decoy method easily. The simulation results with
0 = 0.01 are shown in Fig. 2(a). It can be seen that
the three cases provide almost the same final key gen-
eration rate and maximum transmission distance, the
latter being around 40 km. Observing the subtle de-
tails of the figure, we show that neglecting the inter-
nal transmittance fluctuation has a slight advantage in
gain compared with the cases of 0 = 0.05 and ¢ = 0.1.
That is, the effect of the fluctuation of o = 0.1 on the
key generation rate is weak for the GLLP protocol
without-decoy method. Furthermore, the optimal A\,
of the maximum transmission distance are 2.6 x 1077,
2.9 x 1079, and 3.1 x 1079 for the cases with o = 0,
o = 0.05, and ¢ = 0.1, respectively.

Case II We consider the effect of the trans-
mittance fluctuation on the results of the one-decoy
method. The decoy state idea was first proposed by
Hwang et al.,*) which allows the users to place a rig-
orous lower bound on the single-photon channel trans-
mittance, including the receiver’s losses. It is now
known that the decoy state scheme is efficient in fight-
ing against the PNS attack. In the protocol,['—23
Bob emits a signal state with an average photon num-
ber of p and a decoy state with an average photon
number of v (v < p). The decoy state is used for
the purpose of detecting eavesdropping attacks only,
whereas the standard BB84 state is used for key gen-
eration. Considering the fluctuation of the transmit-
tance, we find that Alice’s signal state transmittance
is As € (1 — 0)Aos, (1 + 0)Aos), where Ao is the opti-
mal transmittance, and the transmittance of the de-
coy state is Ag € ((1 — 0)Aod, (1 + 0)Aoqa), for which
Aos > Aod 1S required.[l?’] The key generation rate in
standard BB84 protocol is given by!3!
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R > 0.5{-Q0f(E)Ha(ES) + (1 — A —e)Q][1 — Ha(e)]}-

(9)

The lower bound of @5 and upper bound of ef for the untrusted source can be obtained respectively asl13]

s QY - QP+ (BPs — PP E /pyEY — [2N6(1 — Ap)?V L P3]/[(1 - 6)N +1]!

Ql _Bl

el =

(11)

Q[

Substituting Egs. (4), (5), (10), and (11) into inequal-
ity (9), one can obtain the key generation rate of the
one-decoy protocol. The results of the key generation
rate are presented in Fig. 2(b), in which the trans-
mittance fluctuations are set as 0 = 0,0 = 0.02, and
o = 0.03, respectively. It can be seen that the one-
decoy protocol is very sensitive to transmittance fluc-
tuation. There is no way to generate a secure final
key for the one-decoy protocol since the o is greater
than 0.04. The maximum transmission distance of the

Pip; — P3P

; (10)

one-decoy without transmittance fluctuation o is obvi-
ously greater than that of the one-decoy protocol with
transmittance fluctuation. The maximum transmis-
sion distance can reach 114 km for an untrusted source
without transmittance fluctuation. However, the max-
imum transmission distance is reduced to 82 km with
o = 0.02 and 15 km with o = 0.03, respectively. The
optimal A\os and A\yq of the maximum transmission dis-
tance are 1.8 x 1077 and 1.1 x 1077 for the case with-
out the transmittance fluctuation, and 1.9 x 107 and
1.2 x 1077 for the case with o = 0.02 and ¢ = 0.03.

Key generation rate/per pulse

- == =002
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Fig. 2. Simulation results for (a) the GLLP protocol without-decoy method, (b) the one-decoy protocol, and (c) the

weak+vacuum protocol with different values of Alice’s internal transmittance fluctuation o, and source fluctuation

6 =0.01.

Case III We consider the effect of the transmit-

tance fluctuation on the results of the weak+vacuum

[24—27]

protocol. The weak+vacuum protocol was first

presented in Wang’s 3-intensity decoy-state,?4 in
which one can use three randomly different inten-
sities (average photon numbers) for each pulse (p°,
ud, v).
nal key, the decoy state is used to test the chan-

The signal state is used to generate the fi-

nel property, and the vacuum state is used to detect
the background count rate. Considering the fluctua-
tion of Alice’s internal transmittance, the signal state

. —=S_,
o _pSQdQ; - Qs+
X1 &

(P3PS —Pop)Q" — [2NS(1 — Ap)* MO~ P5]/[(1 - §)N + 1]!

transmittance in Alice’s laboratory can be written as
As € (1 = 0)Aos, (14 0)Aos), where Aog is the optimal
transmittance value for the signal state. The trans-
mittance of the weak decoy state in Alice’s laboratory
is Aq € (1—0)Aoa, (140)Aoa), and the vacuum state’s
transmittance is 0, where Aoq is the optimal transmit-
tance value for the weak decoy state; also, Aos > Aoq
is required.

The lower bound of ()7 and upper bound of €3 for

the untagged bits are given by['3!

—d

np

S S‘d
2~ PiP2
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(13)

Substituting Egs. (4), (5), (12), and (13) into inequal-
ity (9), one can obtain the key generation rate in the
weak+vacuum protocol. The simulation results with
d = 0.01 are presented in Fig. 2(c). It is shown that
the influence of such a small fluctuation of the inter-
nal transmittance on the key generation rate can be
neglected. The maximum transmission distance can
reach 140 km for the case without the transmittance
fluctuation. The optimal A\os and Ayq of the maximum
transmission distance are 3.3 x 107 and 1.0 x 1078
for the case without the transmittance fluctuation,
3.4 x 1077 and 1.0 x 1078 for the case with ¢ = 0.05,
3.5 x 1077 and 1.0 x 1073 for the case with ¢ = 0.1.
From the above analysis, it can be seen that the opti-
mal transmittance of the maximum transmission dis-
tance in the weak+vacuum protocol is much greater
than that of the GLLP state without-decoy method
and the one-decoy proposal. That is, more photons
would be encoded in the system of the weak+vacuum
protocol, leading to a higher final key generation rate
and longer transmission distance.

In order to obtain a more detailed view of the
transmittance fluctuation on the final key generation
rate and transmission distance, we analyse the most
general case, that is, the sources controlled by Eve,
and Alice’s internal transmittance fluctuation con-
trolled in a receivable bound. Surprisingly, it is shown
that even in this practical case, the security of the
QKD system can be rigorously obtained. In the fol-

lowing numerical simulations, we consider Alice’s in-

ternal transmittance fluctuation as ¢ = 0.01 and §
can be chosen differently. Figure 3 shows numeri-
cal results of § = 0.01, § = 0.05, and § = 0.1 for
the three protocols, respectively. It can be seen that
the one-decoy protocol is very sensitive to the fluc-
tuation of the source. However, the influences of the
untrusted source on the weak+vacuum proposal and
the GLLP without-decoy method are much weaker.
From Fig. 3(a), we can see that the result of the GLLP
without-decoy method with § = 0.01 is very close to
that of § = 0.05 and § = 0.1. The maximum transmis-
sion distance is close to 40 km. Figure 3(b) shows that
the maximum transmission distance of the one-decoy
protocol with & = 0.01 is greater than that of one-
decoy with § = 0.05 and § = 0.1. The maximum trans-
mission distance can reach 96 km with 6 = 0.01, 94 km
with § = 0.05, and only 73 km with 6 = 0.1. That
is, the maximum transmission distance is reduced for
about 23 km due to the influence of relative fluctua-
tion. It can be seen that the maximum transmission
distances of the weak+vacuum protocol with differ-
ent ¢ are very close to each other from Fig. 3(c). In
addition, the advantage of the weak+vacuum protocol
over the GLLP without-decoy and one-decoy protocols
is shown by the fact that the maximum secure trans-
mission distance is about 140 km. In order to increase
the secure transmission distance and the key genera-
tion rate, one should choose the relevant parameters
appropriately. Different proposals have different sen-
sitivity to d and o, and choosing § and o too large or

too small will make the security analysis less optimal.

T T T T ]_(]72 T T T ]_(]72 T T T T
9 (a) — 5 =10.01 (b) — 5 =0.01 (c) — =0.01
= 4 ---§=0.05] -==§=0.05 -==5§=0.05
a, 1007 ™Y 01 ™S a1 ™
& 104 AT R o
a,
~
g
@
= 1079F 1 10°° 10-5F
2
pe]
@
-
= 10-8 1078
(5
@ 10-8F 7
3
e 1 1 1 1 1010 1 1 1 1010 1 1 1 1
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Fig. 3. Simulation results for (a) the GLLP protocol without decoy method, (b) the one-decoy protocol, and (c)

the weak-+vacuum protocol with different values of source fluctuation § and Alice’s internal transmittance fluctuation

o = 0.01.
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To control ¢ is difficult; different ¢ can pro-
duce different maximum possible transmission dis-
tances. The maximum transmission distance of the
weak-+vacuum protocol for different o is studied, as
shown in Fig. 4. It can be seen that the maxi-
mum transmission distance slowly decreases with the
growth of o as 0 < 0.2. However, it decreases quickly
when o > 0.2. It cannot obtain a secure final key for
the case of 6 = 0.01 when o > 0.255, and for the case

of § = 0.05 when o > 0.222.

150

—e—§=0.01
——35=0.05

ju—
o
o

Distance/km
o
=)

0 ® D11
0 0.1 0.2 0.3

Fig. 4. Maximum transmission distances of the weak +
vacuum protocol for various choices of o.

3. Conclusions

In summary, we have applied the p & p system
to practical experiments with untrusted sources. It
is shown that the weak+decoy state method is more
favourable for enhancing the secure transmission dis-
tance and the key generation rate in comparison with
the one-decoy proposal and the GLLP state without-
decoy method within relative statistical fluctuations.
It is also shown that the one-decoy state is much more
sensitive to statistical fluctuation. However, further
numerical simulations show that the three protocols
give similar evolution with statistical fluctuation. The
secure transmission distance and the key generation
rate can be increased by choosing optimal values of
the parameters. In practice, imperfect devices in the
QKD system may allow potential eavesdropping on
the final key and influence maximum secure transmis-

sion distance, which needs to be considered seriously.
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