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Two simple quantum broadcast communication schemes are proposed. A central party can broadcast his secret

message to all the legitimate receivers simultaneously. Compared with the three schemes proposed recently (Wang et

al. 2007 Chin. Phys. 16 1868), the proposed schemes have the advantages of consuming fewer quantum and classical

resources, lessening the difficulty and intensity of necessary operations, and having higher efficiency.
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1. Introduction

Entanglement is one of the most intriguing prop-

erties of quantum physics and a kind of very useful re-

source which plays a very important role in quantum

information processing. By using entanglement, many

cryptographic tasks can be securely completed, such

as quantum key distribution (QKD),[1,2] quantum se-

cret sharing (QSS),[3,4] quantum secure direct commu-

nication (QSDC).[5−16] The QKD protocols are used

to share a key between two distant parties while the

QSDC protocols are used to transmit a secret message

directly without creating a key to encrypt it before-

hand. The QSS is the generalization of classical secret

sharing to quantum scenario and can share both clas-

sical and quantum messages among sharers.

The existing models of QSDC protocols are

mainly divided into several types: point-to-point one-

way QSDC,[5−9] point-to-point two-way QSDC,[10]

multi-point-to-point one-way QSDC,[11,12] point-to-

multi-point one-way QSDC,[13,14] and multi-point-

to-multi-point two-way QSDC.[15,16] For example,

Bostroem and Felbinger[5] put forward a ping-pong

QSDC scheme by using Einstein–Podolsky–Rosen

(EPR) pairs and Deng et al.[6] proposed a QSDC

scheme based on EPR pairs. In essence, the protocols

in Refs. [5] and [6] belong to the point-to-point one-

way communication. Based on the idea of the ping-

pong QSDC scheme, Nguyen[10] proposed a quantum

dialogue scheme (belonging to point-to point two-way

communication) by using EPR pairs. More recently,

Gao et al.[11] presented a simultaneous QSDC scheme

between the central party and many other parties

based on entanglement swapping. The scheme shows

how the many parties transmit their secret messages

to one party. Deng et al.[12] presented a multiparty

quantum secret report scheme based on quantum en-

cryption. The broadcast encryption allows the sender

to securely distribute his/her secret to a dynamically

changing group of receivers over a broadcast chan-

nel. Wang et al.[13] proposed three quantum broad-

cast communication(QBC) schemes based on entan-

glement swapping, dense coding and quantum encryp-

tion, separately. Man and Xia[14] proposed a novel

multiparty QSDC protocol where a sender could si-

multaneously transmit different messages to N re-

ceivers in a secure manner, which is different from the

scheme suggested in Ref. [13]. In 2006, Jin et al.[15] in-
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troduced a three-party simultaneous QSDC scheme by

using Greenberger–Horne–Zeilinger (GHZ) states and

further generalized it to the N -party case by using

N-particle GHZ states, in which any legitimate party

can obtain the secret messages of the other parties. Li

et al.[16] presented two schemes for multiparty quan-

tum remote secret conference in which each legitimate

conferee can read out securely the secret message an-

nounced by another.

In the present paper, we present two simple QBC

protocols with authentication based on GHZ states.

The first QBC protocol combines the idea in Ref. [17]

with that in Ref. [18]. And the second one in fact com-

bines the idea in Ref. [17] with that in Ref. [14]. We

suppose a central party, Trent, wishes to broadcast his

secret message {sm} to all the r legitimate receivers.

So he need authenticate the r legal receivers, Alice1,

Alice2, . . . , Alicer before he sends the secret message.

In a way similar to that in Refs. [13] and [17], Trent

shares a secret identity number IDi (i = 1, 2, . . . , r)

and a secret hash function hi (i = 1, 2, . . . , r) with

each receiver. Here the hash function is defined as

h : {0, 1}l × {0, 1}m → {0, 1}n, (1)

where l, m and n denote the length of the identity

number, the length of a counter and the length of

the authentication key, respectively. Thus the re-

ceiver’s authentication key can be expressed as AK =

h(ID, C), where with C being the counter of calls on

the receiver’s hash function. When the length of the

authentication key is not enough to satisfy the re-

quirement for a cryptographic task, the parties can

increase the counter and then generate a new authen-

tication key. We denote the authentication keys of

Alice1, Alice2, . . . , Alicer as AKA1 = hA1(IDA1 , CA1),

AKA2 = hA2(IDA2 , CA2), . . ., AKAr = hAr (IDAr ,

CAr ), respectively.

2. Description of QBC schemes

The first QBC protocol combines the idea in

Ref. [17] with that in Ref. [18]. Now we describe this

QBC scheme. We consider only the ideal condition,

that is, there is neither noise nor loss in the quantum

channel. Each receiver shares an authentication key

with Trent, as we have described above.

(S1) Trent generates a sequence of ordered iden-

tical N (r+1)-partite GHZ-state quantum systems in

the form

|Φm⟩ = 1√
2
(|000 . . . 0⟩+ |111 . . . 1⟩)TmA1m...Arm , (2)

wherem represents the state order in the sequence and

the subscripts Tm, A1m, . . . , Arm represent the r + 1

particles of the mth GHZ state. Trent takes particles

Tm, A1m, . . . , Arm from each state to form an ordered

particle sequence, called T (A1, . . . , Ar) sequence. For

each GHZ state, Trent performs I or H operation on

particles Tm, A1m, . . . , Arm according to Alices’ au-

thentication keys. Here

H =
1√
2
(|0⟩+ |1⟩)⟨0|+ 1√

2
(|0⟩ − |1⟩)⟨1|.

If the ith value of AKA1 is 0(1), then Trent per-

forms I(H) operation on the ith particle of sequence.

The similar conclusions for other sequences can be

obtained. Then he keeps T sequence and sends

A1, . . . , Ar sequences to Alice1, Alice2, . . ., Alicer, re-

spectively.

(S2) After receiving A1, . . . , Ar sequences, Alice1,

Alice2, . . ., Alicer perform corresponding I or H op-

eration on the received sequences according to their

respective authentication keys. For example, if the

ith value of AKA1
is 0(1), then Alice1 performs I(H)

operation on the ith particle of A1 sequence. The simi-

lar conclusions for other Alices can be obtained. Trent

then authenticates the receivers and checks eavesdrop-

ping during the transmission of A1, . . . , Ar sequences.

(S3) The procedure of authentication and eaves-

dropping check is as follows. (a) Trent selects at ran-

dom a subset {|Φl⟩} out of the shared {|Φm⟩}-states,
measures his particle randomly in Z-basis or in the

X-basis

{(|+⟩, |−⟩||±⟩ = 1√
2
(|0⟩+ |1⟩)}

and then publishes the positions and the measuring

bases (MBs) of the sampling particles. (b) Alices mea-

sure their qubits in the same basis as Trent. ∀1 ≤ i ≤
r, Alicei’s outcome in Z-basis is jzAil

= {0, 1} corre-

sponding to finding {|0⟩, |1⟩} and that in X-basis is

jxAil
= {+1,−1} corresponding to finding {|+⟩, |−⟩}.

(c) Trent requires each Alice to publish the outcomes

of his measurement and makes an analysis. For those

measurements in Z-basis he compares jzTl
with jzAil

:

if jzTl
= jzAil

for 1 ≤ i ≤ r, it is all-right, otherwise

he judges a possible attack of an outside eavesdropper

in the quantum channel. As for measurements in X-

basis he compares jxTl
with Jx

l =
r∏

i=1

jxAil
: if jxTl

= Jx
l

for 1 ≤ i ≤ r, it is all-right, otherwise there is an

outside eavesdropper in the quantum channel. If the

error rate is lower than a predetermined small value,

they continue on the next broadcast communication.
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(S4) For a given m, Trent measures her qubit Tm
in Z-basis with the result jzTm

= {0, 1} and then asks

Alices to do so with their qubits Aim with the same

outcome jzAim
= {0, 1}.

(S5) Trent publicly broadcasts the value xm =

sm ⊕ jzTm
, where ⊕ denotes an addition modulo 2.

(S6) Each Alice decodes Trent’s secret message as

sm = xm ⊕ jzAim
because jzAim

is dynamically equal to

jzTm
.

The second QBC protocol combines the idea in

Ref. [17] with that in Ref. [14]. We consider also only

the ideal condition, that is, there is neither noise nor

loss in the quantum channel. Each receiver shares an

authentication key with Trent, as we have described

above.

(S’1) Trent generates a sequence of ordered N

(r + 1)-partite GHZ-state quantum systems, each of

which is in the form

|Φm⟩ =
1√
2
(|0smsm . . . sm⟩

+|1smsm . . . sm⟩)TmA1m...Arm , (3)

where sm =0 or 1, sm = sm ⊕ 1, with ⊕ de-

noting the addition modulo 2. Trent takes parti-

cles Tm, A1m, . . . , Arm from each state to form an

ordered particle sequence, called T (A1, . . . , Ar) se-

quence. For each GHZ state, Trent performs I or H

operation on particles A1, . . . , Ar according to Alices’

authentication keys. Afterwards, before Trent sends

the sequences to Alice, she inserts a certain number

of single qubits into each sequence at random posi-

tions. All these single qubits are randomly in one of

the states {|0⟩, |1⟩, |+⟩, |−⟩} , which can be used to

check eavesdropping. Then he keeps T sequence and

sends A1, . . . , Ar sequences to Alice1, . . . ,Alicer, re-

spectively.

(S’2) The procedure of authentication and eaves-

dropping check is as follows. (a) After hearing from

the Alices, Trent first publishes the positions and the

MBs of the sampling particles. (b) The Alices mea-

sure the sampling particles in the received sequence

in the same MBs and then publish their measurement

results. (c) Trent can then check eavesdropping by

comparing the Alices’s measurement results with the

initial states of the sampling particles. If the error rate

is lower than a predetermined small value, Trent con-

firms that no eavesdropper exists and announces this

fact. If the Alices confirm that there is no eavesdrop-

ping, they continue to execute the next step. Other-

wise, they abort the communication.

(S’3) Alice1, . . . ,Alicer perform corresponding I

or H operation on the received sequences according

to their respective authentication keys respectively.

(S’4) For a given m, Trent measures her qubit Tm

in Z-basis with the result jzTm
= {0, 1} and then asks

the Alices to do so with their qubits Aim. If jzTm
= 0,

then the Alices’ measurement outcomes jzAim
are equal

to sm. Otherwise sm = jzAim
⊕ 1.

3. Security analysis

Now we come to discuss the security for the two

QBC protocols. To gain useful information (i.e. the

broadcast secret) in the protocol, an eavesdropper Eve

must attack the quantum channel during the transmis-

sion of quantum signals. The security of our scheme

completely depends on whether the procedures of both

the authentication and the eavesdropping check are se-

cure. If it is secure, Trent and the r legitimate parties

can securely share the quantum channel and the r le-

gitimate parties can obtain the broadcast secret. In

fact, without the authentication key, the attack from

the eavesdropper will be found. The security analysis

is similar to that in Ref. [13]. We demonstrate the

procedures of authentication and eavesdropping check

in the first QBC protocol with two receivers first.

At step (S1), Trent performs I or H operation on

particles A1 and A2 according to the Alices authen-

tication keys. The three-particle GHZ state becomes

one of the following states:

|Ψ1⟩ =
1√
2
(|000⟩+ |111⟩) = 1√

2
(|+⟩|φ+⟩+ |−⟩|φ−⟩)

=
1

2
(|+⟩|+⟩|+⟩+ |+⟩|−⟩|−⟩+ |−⟩|+⟩|−⟩+ |−⟩|−⟩|+⟩), (4)

|Ψ2⟩ =
1√
2
(|0 + +⟩+ |1−−⟩) = 1√

2
(|+⟩|φ+⟩+ |−⟩|ψ+⟩)

=
1

2
(|+⟩|+⟩|+⟩+ |+⟩|−⟩|−⟩+ |−⟩|+⟩|+⟩ − |−⟩|−⟩|−⟩), (5)
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|Ψ3⟩ =
1√
2
(|00+⟩+ |11−⟩) = 1√

2
(|+⟩|φ−⟩+ |+⟩|ψ+⟩+ |−⟩|ψ−⟩+ |−⟩|φ+⟩)

=
1

2

 |+⟩|+⟩|+⟩+ |+⟩|−⟩|+⟩+ |−⟩|+⟩|+⟩+ |−⟩|−⟩|+⟩
+|+⟩|+⟩|−⟩ − |+⟩|−⟩|−⟩ − |−⟩|+⟩|−⟩+ |−⟩|−⟩|−⟩

 , (6)

|Ψ4⟩ =
1√
2
(|0 + 0⟩+ |1− 1⟩) = 1√

2

(
|+⟩|φ−⟩+ |+⟩|ψ+⟩ − |−⟩|ψ−⟩+ |−⟩|φ+⟩

)
=

1

2

 |+⟩|+⟩|+⟩+ |+⟩|+⟩|−⟩+ |−⟩|+⟩|+⟩+ |−⟩|+⟩|−⟩
+|+⟩|−⟩|+⟩ − |+⟩|−⟩|−⟩ − |−⟩|−⟩|+⟩+ |−⟩|−⟩|−⟩

 , (7)

where

|φ+⟩ =
1√
2
(|00⟩+ |11⟩) ,

|φ−⟩ =
1√
2
(|00⟩ − |11⟩) ,

|ψ+⟩ =
1√
2
(|01⟩+ |10⟩) ,

|ψ−⟩ =
1√
2
(|01⟩ − |10⟩) . (8)

According to expressions (4)–(7), Eve cannot ob-

tain the information about the receiver’s authentica-

tion key because he cannot distinguish the four states

by using Bell basis measurement. In the processes of

authentication and eavesdropping check, Trent mea-

sures his sampling particles in Z-basis or X-basis ran-

domly and allows the receivers to measure their cor-

responding particles in the same MBs. Suppose Trent

performs Z-basis measurement on his particle and Eve

also measures particles A1 and A2 in Z-basis. Eve

publishes her measurement result after measurements.

If the state is |Ψ1⟩, Eve will not introduce any error

in the processes of authentication and eavesdropping

check. However, if the state is |Ψ2⟩ or |Ψ3⟩ or |Ψ4⟩,
it is possible for her to publish a wrong result after

measurements. Similarly, when Eve utilizes X-basis

or Bell basis measurement, she will publish a wrong

result with some probability and her action will be de-

tected by Trent in the processes of authentication and

eavesdropping check.

In addition, because our protocol is based on

Ref. [18], it can also resist several common types of at-

tacks such as measure-resend, disturbance, entangle-

measure and intercept-resend attacks which were dis-

cussed in Ref. [18]. According to the above analysis,

all in all, the first QBC scheme is secure against any

outsider’s eavesdropping.

Now we discuss the security of the second QBC

protocol. Gao et al.[19] pointed out that Ref. [14]

was vulnerable to the double-CNOT-operation attack

which is a special attack on the transmission of GHZ

states. However, this attack is invalid in the second

QBC scheme because 1) I or H operation has been

performed on every qubit Aim according to every Al-

ice’s authentication key before they are sent to the

Alices via the quantum channel; 2) the secret sent to

the Alices is the same, no different. When Eve does

the double-CNOT operation to eavesdrop, the states

of these additional checking qubits will be disturbed

by her intervention. For example, if such an operation

is performed on two checking qubits |+⟩1 and |+⟩2,
the composite system of the checking qubits and the

ancilla is initially in the state

|∆1⟩12e = |+⟩|+⟩|0⟩

=
1

2
(|000⟩+ |010⟩+ |100⟩+ |110⟩) . (9)

When the first CNOT operation C1e is performed, this

state changes into

|∆2⟩12e =
1

2
(|000⟩+ |010⟩+ |101⟩+ |111⟩) . (10)

Then the second CNOT operation C2e is done and the

state becomes

|∆3⟩12e =
1

2
[(|00⟩+ |11⟩) |0⟩+ (|01⟩+ |10⟩) |1⟩] . (11)

When Eve measures the ancilla in Z-basis, the check-

ing qubits will be projected onto 1√
2
(|00⟩+ |11⟩) or

1√
2
(|01⟩+ |10⟩) randomly, which obviously introduces

disturbance to qubits 1 and 2. Therefore, this attack

strategy would be detected by Trent and it follows

that our second QBC protocol is secure against the

special attack.

According to the above analysis, all in all, the

present schemes are secure against any outsider’s

eavesdropping.
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4. Comparison with Ref. [13]

Now, we make some simple comparisons between

our schemes (named Y1 and Y2 schemes respectively)

and the three schemes (named W1, W2, W3 schemes

respectively) in Ref. [13] and see the advantages of our

protocols from the following four aspects: the cost of

quantum resource, the difficulty or intensity of neces-

sary operations, the cost of classical resource and the

total efficiency. From these four aspects we summa-

rize the five schemes in Table 1. The total efficiency

is defined as

η =
bs

qu + bt
, (12)

where bs is the number of classical bits that consist

of the classical information to be broadcast, qu is the

number of the qubits which is used as the quantum

channel (except for those chosen for eavesdropping

check) and bt is the classical bits exchanged.

Table 1. Comparisons between our two schemes and W1,W2 and W3 schemes in Ref. [13]. QR: quantum re-

source. NO: necessary operation. CR: classical resource. SQ: single qubit. SQM: single-qubit measurement.

SQUO: single-qubit unitary operation. TQUO: two-qubit unitary operation. BSM: Bell state measurement.

GHZM: GHZ state measurement. For simplicity and clarity, we list the values of QR, NO, CR and η given

that a classical secret bit has been received by Alices. See the text for further details.

Scheme QR NO CR η

W1 scheme 2 GHZ states 6 SQUOs, 3BSMs 8cbits 1/7

W2 scheme 1 GHZ state 3 SQUOs, 1GHZM 6cbits 2/9

W3 scheme 1 GHZ state, 2SQs 4TQUOs 0cbit 1/5

Y1 scheme 1 GHZ state 3 SQMs 1 cbit 1/4

Y2 scheme 1 GHZ state 3 SQMs 1 cbit 1/4

From Table 1, obviously, one can very easily find that our schemes have the remarkable advantages of

consuming fewer quantum and classical resources, lessening the difficulty and intensity of necessary operations,

and possessing higher efficiency. Therefore, our scheme is optimal for implementing multi-receiver broadcast

communication simultaneously.

5. Conclusion

We propose two efficient and economical QBC protocols based on GHZ states, where the classical and the

quantum resource consumptions, the operation complexity and the scheme efficiency are optimized. We analyse

the scheme security and consequently confirmed it. A comparison shows that our schemes are obviously better

than those in Ref. [13]. Hence, our schemes are optimal.
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