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We present a new fair blind signature scheme based on the fundamental properties of quantum mechanics. In

addition, we analyse the security of this scheme, and show that it is not possible to forge valid blind signatures.

Moreover, comparisons between this scheme and public key blind signature schemes are also discussed.
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1. Introduction

The concept of a blind signature scheme was first

introduced by Chaum. A blind signature scheme is

a protocol that allows users to obtain the signature

of a message in a way that the signer learns neither

the message nor the resulting signature.[1] Blind signa-

ture schemes have been used to realize cryptographic

protocols providing the anonymity of some partici-

pants, e.g., in electronic voting protocols, the votes

need to be signed by the manager, but the content of

the votes cannot be known by anyone including the

manager,[2] and in secure electronic payment systems,

the bank should sign the electronic-cash but protect

the anonymity of the electronic-cash holders in each

transaction.[1,3−8]

These protocols[1−8] provide perfect unlinkability,

i.e., it is impossible except for the owner of a message

to link the message-signature pair to the correspond-

ing instance of the signing protocol. Unfortunately,

this anonymity could be misused by criminals. In

anonymous electronic payment systems, blind signa-

tures prevent linking the withdrawal of money and the

payment made by the same customer. The impos-

sibility of relating withdrawals and payments allows

perfect black-mailing or money-laundering. To solve

this problem, Stadler et al.[9] proposed the concept of

fair blind signatures, whereby the anonymity could be

removed with the help of a trusted entity, when this

is required for legal reasons. Over the years, much

attention has been paid to fair blind signatures and

their applications.[10−14]

The security of all such public key blind signa-

ture schemes[1−14] presently depends on the inabil-

ity of a forger to solve certain difficult mathematical

problems, such as factoring large numbers and solv-

ing discrete logarithms. Unfortunately, if a quantum

computer is ever built, these difficult problems be-

come tractable, thus allowing blind signatures to be

forged.[15]

The physics of quantum systems opens a door to

tremendously intriguing possibilities for cryptography,

the art and science of communicating in the presence

of adversaries. The security of quantum communi-

cation is based on fundamental properties of quan-

tum mechanics, instead of an unproven assumption

concerning the computational complexity of some al-

gorithms, and therefore brings a whole new dimen-

sion to security in communications.[16−35] The idea

of applying quantum mechanics to digital signatures

was first introduced by Gottesman and Chuang,[36]

whose scheme was absolutely secure even against

quantum attack. Since then, a lot of quantum sig-

nature schemes have been presented.[37−43] Recently,

Wen et al. proposed the first quantum weak blind

signature scheme by using the correlation of Einstein–
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Padolsky–Rosen (EPR) pairs and a one-time pad.[44]

This scheme gives unconditional security, and once

some disagreement happens, the signer can trace the

message owner with the help of the trusted entity.

Nevertheless, this scheme is not efficient as signing

an n-bit message uses up n EPR pairs and a 4n-bit

key. In addition, the signing key can be used only

once. Thus, when a signatory needs to sign the next

electronic document, the signer has to obtain a new

signing key. This will seriously impact availability and

performance.

In this paper, we present a new fair blind signa-

ture scheme based on the fundamental properties of

quantum mechanics. In this scheme, only single pho-

tons are used. In addition, the signing key can be

reused. Moreover, this scheme is more efficient com-

pared with the similar scheme in Ref. [44].

The rest of this paper is organized as follows. In

the next section, we introduce some necessary pre-

liminaries. In Section 3, we present this fair quan-

tum blind signature scheme. Subsequently, a security

analysis and discussion of this scheme are presented in

Section 4. Finally, conclusions are drawn in Section 5.

2. Preliminaries

In this section, let us introduce the fair blind sig-

nature, hash function and some other relevant prelim-

inaries that are useful in presenting this scheme.

A fair blind signature scheme consists of several

senders, a signer, and a trusted entity (e.g., a judge),

and of two protocols:

(i) A signing protocol involving the signer and a

sender.

(ii) A link-recovery protocol involving the signer

and the trusted entity.

By executing the signing protocol, the sender ob-

tains a valid signature of a message of his/her choice

such that the signer cannot link his/her view of the

protocol to the resulting message-signature pair. By

running the link-recovery protocol, the signer ob-

tains information from the trusted entity that enables

him/her to recognize the corresponding protocol view

and message-signature pair.[9]

In general, a fair blind signature should have the

following properties:

(a) Non-forgeability Nobody can generate a

valid blind signature except for the legal signer.

(b) Non-deniability Once the signer issues a

blind signature, he/she cannot deny it.

(c) Verifiability Anyone can verify the validity

of blind signatures.

(d) Blindness The signer cannot know the con-

tent of the message that he/she has signed.

(e) Traceability Once some disagreement hap-

pens, the signer can trace the message owner with the

help of a trusted entity.

A hash function is any well-defined procedure or

mathematical function which converts a large, possi-

bly variable-sized amount of data into a small datum,

usually a single integer that may serve as an index into

an array. The values returned by a hash function are

called hash values, hash codes, hash sums, or simply

hashes.[45] We denote a collision-free hash function by

H(·) : {0, 1}∗ −→ {0, 1}k, (1)

which is used to generate a fingerprint in this paper.

The notation || denotes the concatenation of strings,

and IDi represents the identity of the sender Ui.

Applying the preliminaries introduced above, we

will detail this fair quantum blind signature scheme in

the next section.

3. Fair quantum blind signature

scheme

The presented fair quantum blind signature

scheme includes four phases: initializing phase, sign-

ing phase, verifying phase and link-recovery phase.

A signer Alice, a trusted entity Charlie, and several

senders Ui, i = 1, 2, . . . , N , are also involved.

3.1. Initializing phase

The signer Alice establishes a k-bit key KAC with

the trusted entity Charlie in a secure manner, e.g.,

by directly contacting or using an unconditionally se-

cure quantum key distribution protocol.[16−18] Every

sender Ui, i = 1, 2, . . . , N , also establishes a ki-bit

key Ki with Charlie in a similar manner. As an aside,

this phase is performed only once, i.e., the shared keys

KAC andKi, i = 1, 2, . . . , N , could be reused, and this

phase should be completed in advance.

3.2. Signing phase

When the sender Ui wants to obtain the blind sig-

nature of a message M from Alice, he sends a request

to Alice, then he can obtain the blind signature by

executing the following signing protocol with Alice.
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(I) The sender Ui randomly chooses a number

ri ∈ {0, 1}ki , and computes the fingerprint of the

string M ||ri as follows:

Ri = H(M ||ri). (2)

Then he sends the fingerprint Ri to Alice.

(II) When Alice receives the fingerprint Ri, she

generates the signature |S⟩ = ⊗k
j=1|Sj⟩ by encoding

the string Ri with her signing key KAC; the value

of Kj
AC determines the encoding basis, where Kj

AC

denotes the j-th bit of the key KAC. If Kj
AC is 0,

Rj
i is encoded in the rectilinear basis {|0⟩, |1⟩}, i.e.,

|Sj⟩ is |0⟩ (|1⟩) when Rj
i = 0 (1); otherwise, if Kj

AC

is 1, Rj
i is encoded in the diagonal basis {|+⟩, |−⟩},

i.e., |Sj⟩ is |+⟩ (|−⟩) when Rj
i = 0 (1), where |+⟩ =√

2
2 (|0⟩+ |1⟩), |−⟩ =

√
2
2 (|0⟩ − |1⟩), and Rj

i denotes the

j-th bit of the string Ri. Then she sends the signature

|S⟩ to Ui via an error-free quantum channel and stores

the fingerprint Ri in her database.

(III) When the sender Ui receives the signature

|S⟩, he generates the qubits |R⟩ = ⊗ki
i=1|Ri⟩ by encod-

ing the string ri with the key Ki by the same method

as Alice does in step (II). The resulting blind signature

of the message M is (|S⟩, |R⟩).

3.3.Verifying phase

When the blind signature (|S⟩, |R⟩) needs to be

verified, the sender Ui sends it to the trusted entity

Charlie via an error-free quantum channel. At the

same time, he sends the message M and his identity

IDi to Charlie via a classical channel, or a quantum

channel after transforming them to qubits according

to the rectilinear basis {|0⟩, |1⟩}.
After receiving the message-signature pair

(M, |S⟩, |R⟩) and the identity IDi, Charlie performs

single-particle measurements on the qubits ⊗k
j=1|Sj⟩

depending on the key KAC shared with Alice. If

Kj
AC=0, Charlie measures the qubit |Sj⟩ with the

rectilinear basis {|0⟩, |1⟩}; otherwise, he measures it

with the diagonal basis {|+⟩, |−⟩}. In the same way,

he measures the qubits ⊗ki
i=1|Ri⟩ depending on the

key Ki shared with Ui. After gaining the measure-

ment outcomes R′
i and r′i, Charlie verifies whether R′

i

is equal to

H(M ||r′i). (3)

If it is not, the signature is not valid; otherwise, Char-

lie accepts the signature and stores R′
i, M and IDi.

Then he tells the sender Ui the verification outcome.

If no disagreement happens, the blind signature

protocol is now completed. Otherwise, we continue to

run the following link-recovery protocol.

3.4. Link-recovery phase

The signer Alice sends the fingerprint Ri to the

trusted entity Charlie, Charlie performs a search in

his database until he finds out R′
i = Ri. Then he can

trace the message-signature pair (M, |S⟩, |R⟩) and the

sender’s identity IDi according to the fingerprint R′
i

stored in the verifying phase.

4. Security analysis and discus-

sion

This fair quantum blind signature scheme is based

on private key cryptosystems. The trusted entity

Charlie knows the signing key KAC and each sender’s

encryption key Ki, i = 1, 2, . . . , N . Moreover, he

acts as the judge in the verifying phase. These en-

able him to generate valid blind signatures. Therefore,

the trusted entity Charlie must be totally credible in

this scheme, i.e., he does not forge signatures, or help

one party to cheat the other party. In the following,

we will show that this scheme can satisfy the proper-

ties of non-forgeability, non-deniability, blindness and

traceability under the condition that Charlie is totally

credible.

4.1.Non-forgeability

Firstly, we show that it is impossible to obtain

the signing key KAC except for Alice and Charlie.

Because the signing key KAC is established in a se-

cure manner, nobody can learn it through this process

except Alice and Charlie. Therefore, if an opponent

wants to acquire the key KAC, he has only two ways,

one is to obtain l, l ≥ 0, legitimate messages and the

corresponding blind signatures, and then deduce the

signing key KAC by measuring the obtained qubits.

The other is to entangle an ancillary state on every

qubit |Sj⟩, j = 1, 2, . . . , k, when it is sent to Charlie,

and then gain some useful information by measuring

the ancillary state. However, the signer Alice encodes

each string Ri with two different bases according to

the key KAC and the two bases cannot be perfectly

distinguished according to the measurement postulate

of the quantum theory. If the opponent can acquire

the signing key KAC, he can perfectly distinguish the
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bases {|0⟩, |1⟩} and {|+⟩, |−⟩}. Obviously, this is con-

tradictory to quantum mechanics. Therefore, it is not

possible for anybody to obtain the signing key KAC

except Alice and Charlie.

Secondly, we show that it is impossible to forge

a valid blind signature if the opponent does not know

the signing key KAC. Because the opponent does not

know the signing key KAC, he will choose the wrong

encoding bases with the probability 50% when he pre-

pares the signature |S⟩, thus he will introduce no less

than 25% error rate and cannot pass the trusted en-

tity Charlie’s verification. A feasible attack is to tam-

per with the content of the message M when the op-

ponent obtains the legitimate message-signature pair

(M, |S⟩, |R⟩). Nevertheless, since H(·) is a collision-

free hash function, it is impossible to find M ′, and

r′i such that H(M ||ri) = H(M ′||r′i). Therefore, no-

body can generate valid blind signatures or tamper

with the content of the legitimate message except Al-

ice and Charlie.

4.2.Non-deniability

Since only Alice and Charlie can generate valid

blind signatures, Charlie is totally trusted, and the

signing key KAC is included in the verifying phase,

once the signer Alice issues a blind signature, she can-

not deny it.

4.3.Blindness

In the signing phase, the sender Ui only sends the

fingerprint Ri of the message M to the signer Alice.

In addition, it is impossible to learn M due to the

property of H(·). Therefore, Alice does not know the

content of the message M that she has signed, i.e., the

message M is “blind” to her.

4.4.Traceability

Once some disagreement happens, the signer Al-

ice can trace the message-signature pair and the

sender with the help of the trusted entity Charlie by

running the link-recovery protocol.

Unlike public blind signature schemes,[1−14] only

the trusted entity Charlie can verify the validity of

blind signatures in this scheme. This is primarily

because this scheme is based on private key cryp-

tosystems. Compared with public key blind signa-

ture schemes,[1−14] the security of this scheme is based

on fundamental properties of quantum mechanics, in-

stead of an unproven assumption, and the signature

|S⟩ are unknown qubits to the sender Ui. Therefore

he cannot generate an identical signature according to

the no-cloning theorem, which means the blind signa-

ture (|S⟩, |R⟩) can be used only once, but this special

property can be used to prevent electronic-cash from

being double-spent. Compared with the scheme in

Ref. [44], this scheme is more efficient, as signing an n-

bit message only uses up k qubits no matter how large

n is. In addition, the keyKAC and Ki, i = 1, 2, . . . , N ,

are shorter and could be reused. Moreover, entangle-

ment is not necessary in this scheme.

It is noted that this scheme requires quantum

storage and an error-free quantum channel, which are

difficult to achieve with present technology. Never-

theless, these problems may be resolved in the future

with the development of quantum technology.

5. Conclusion

In summary, using single photons and hash func-

tions, we have presented a new fair quantum blind

signature scheme. We have also analysed the secu-

rity of this scheme and shown that it is impossible to

forge valid blind signatures in theory. This scheme

is more efficient compared with the previous scheme

under quantum cryptography and may have a wide

application in secure electronic-payment systems, and

electronic-government, etc.
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