
Chin. Phys. B Vol. 19, No. 5 (2010) 050306

Three-party quantum secret sharing of secure direct
communication based on χ-type entangled states∗

Yang Yu-Guang(杨宇光)a)†, Cao Wei-Feng(曹卫锋)c), and Wen Qiao-Yan(温巧燕)b)

a)College of Computer Science and Technology, Beijing University of

Technology, Beijing 100124, China
b)State Key Laboratory of Networking and Switching Technology,

Beijing University of Posts and Telecommunications, Beijing 100876, China
c)College of Electric and Information Engineering, Zhengzhou University of Light

Industry, Zhengzhou 450002, China

(Received 14 July 2009; revised manuscript received 4 November 2009)

Based on χ-type entangled states and the two-step protocol [Deng F G, Long G L and Liu X S 2003 Phys. Rev.

A 68 042317], a quantum secret sharing protocol of secure direct communication based on χ-type entangled states

|χ00⟩3214 is proposed. Using some interesting entanglement properties of this state, the agent entirety can directly

obtain the secret message from the message sender only if they collaborate together. The security of the scheme is also

discussed.
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1. Introduction

The introduction of quantum mechanics princi-

ples into cryptography forms quantum cryptography.

Since Bennett and Brassard designed the original

QKD protocol,[1] many branches of quantum cryp-

tography have progressed quickly, including quan-

tum key distribution (QKD),[1] quantum secure direct

communication (QSDC),[2−26] quantum secret shar-

ing (QSS),[27−48] and so on. The goal of QKD is to

allow two legitimate parties, Alice and Bob, to gen-

erate a secret key over a long distance, in the pres-

ence of an eavesdropper, Eve, who interferes with

the signals. Different from QKD, QSDC’s object is

to transmit the secret messages directly without first

establishing a key to encrypt them. QSDC can be

used in some special environments which have been

shown by Boströem and Felbinger[3] and Deng et al.[4]

QSS is the generalisation of classical secret sharing

into quantum scenario. The basic idea of classical se-

cret sharing in the simplest case is that the sender

Alice splits the secret message into two shares and

distributes them to two agents Bob and Charlie sep-

arately, such that the two agents can reconstruct the

secret message only when they collaborate. QSS is

likely to play a key role in both transmitting of clas-

sical message and protecting secret quantum informa-

tion, e.g., in secure operations of distributed quan-

tum computation, sharing difficult-to-construct an-

cilla states and joint sharing of quantum money, and

so on. Hence, after HBB’s pioneering work,[27] QSS,

as an important branch of quantum communication,

has so far attracted a great deal of attention.[27−48]

These works can be divided into two kinds, classical

message (i.e., bits) sharing[27−38] and quantum infor-

mation (a quantum state) sharing.[27,39−48] The latter

was clearly termed as quantum state sharing (QSTS)

by Lance et al.[43] to differentiate from the QSS of

classical message in 2004. More recently, a new kind

of theoretical schemes, i.e., controlled quantum tele-

portation has been proposed.[49−54] In controlled tele-

portation, a sender transmits quantum message to a

receiver via the control of agents in a network. Only

when all agents collaborate, can the receiver restore
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the original quantum state. If any agent does not

cooperate, the original quantum information cannot

be fully recovered. In this point of view, controlled

teleportation is similar to QSTS and can be used for

QSTS with a little or without modification.

In 2005, a new concept of quantum secret shar-

ing of secure direct communication (QSS-SDC) was

definitely presented by Zhang,[29] where the functions

of both QSDC and QSS are combined and their ad-

vantages are included. Comparing with QSS of keys,

QSS-SDC can be useful in some urgent circumstances,

which allows the sender to transmit deterministic se-

cret information (not a random key) to the agents only

if they collaborate together. In fact, QSTS and con-

trolled teleportation can be used for QSS-SDC with a

little or without modification. As QSS-SDC schemes

are useful in some urgent circumstances, many efforts

have been made on them and lots of schemes were

presented.[29−35] For example, Zhang and Man[30] pro-

posed a multiparty QSS protocol of classical messages

(QSSCM) by swapping quantum entanglement of Bell

states. Based on the QSDC protocol,[6] Zhang et

al.[31] proposed an (n, n)-threshold scheme of multi-

party QSSCM using only single photons. Wang et

al.[32] proposed an (n, n)-threshold scheme of mul-

tiparty QSS based on Greenberger–Horne–Zeilinger

(GHZ) state and teleportation. Based on the protocol

of Zhang et al.[31] and the concept of QSS-SDC, Han et

al.[33] proposed a scheme for multiparty QSS-SDC us-

ing single photons and random phase shift operations

(RPSOs) instead of some special discrete unitary oper-

ations to realise the sharing controls. However, Qin et

al.[34] reexamined Han et al.’s protocol[33] and showed

that it is insecure against a special attack.

In the above QSS-SDC schemes, the states

as quantum channel are Einstein–Podolsky–Rosen

(EPR) pairs, GHZ class states, W class states or single

photons. In this paper, an efficient QSS-SDC protocol

is proposed, based on the idea of the transmission of

quantum data block[55] and four-qubit χ-type entan-

gled states[56,57]

|χ00⟩3214

=
1

2
√
2
(|0000⟩ − |0011⟩ − |0101⟩+ |0110⟩

+|1001⟩+ |1010⟩+ |1100⟩+ |1111⟩)3214, (1)

where the subscripts 3, 2, 1, and 4 denote different

particles in a χ-type entangled state. Then we anal-

yse the security of the scheme.

2. The QSS-SDC scheme with χ-

type entangled states

The genuine four-qubit entangled state |χ00⟩3214
does not belong to the well-known three types of

multipartite entangled states, i.e., GHZ state,[58] W

state,[59] and linear cluster state,[60] in terms of

stochastic local operations and classical communica-

tion. And it is not reducible to a pair of Bell states. Its

properties were compared and contrasted with those

of the four-party GHz and W states in Ref. [56].

The state |χ00⟩3214 has many interesting prop-

erties. For example, performing Pauli operation

on qubits 3 and 1, respectively, can construct

an orthonormal basis set FMB = {|χij⟩3214 =

σi
3σ

j
1|χ00⟩3214|i, j = 0, 1, 2, 3} for the four-qubit

Hilbert space. Here, σi is one of the four Pauli opera-

tors, i.e., σ0 = I = |0⟩⟨0|+ |1⟩⟨1|, σ1 = |0⟩⟨0| − |1⟩⟨1|,
σ2 = |0⟩⟨1| + |1⟩⟨0|, σ3 = |0⟩⟨1| − |1⟩⟨0|. Mean-

while, these states are maximally entangled states and

both the corresponding reduced density matrices of

the qubits (3, 1) and (2, 4), are equal to the complete

mixture, ρ = (|00⟩⟨00|+|01⟩⟨01|+|10⟩⟨10|+|11⟩⟨11|)/4
and indistinguishable. But a perfect four-particle pro-

jective measurement can successfully discriminate the

state of particles (3, 2, 1, 4). Because of the in-

teresting entanglement properties of |χ00⟩3214, it has

been used in many aspects, such as teleportation and

dense coding,[56] QSDC,[61] deterministic secure quan-

tum communication.[62]

Due to the orthogonal properties of χ-type entan-

gled states, the four particles cannot be transmitted

simultaneously in the quantum channel. So, similar to

Ref. [61], the transmission can be performed by two

steps. In addition, the state |χ00⟩3214 may be rewrit-

ten in the following way, simply by regrouping terms,

|χ00⟩3214 =
1

2
(|Φ−

1 ⟩|0+⟩+ |Φ+
1 ⟩|0−⟩+ |Ψ−

1 ⟩|1

+⟩+ |Ψ+
1 ⟩|1−⟩)3214. (2)

Similarly, |χ00⟩3214 can be rewritten in another form

|χ00⟩3214 =
1

2
(|Φ+

2 ⟩|+ 0⟩+ |Φ−
2 ⟩| − 0⟩

−|Ψ+
2 ⟩|+ 1⟩ − |Ψ−

2 ⟩| − 1⟩)3214, (3)

here, |Φ±
1 ⟩ = (|ϕ+⟩ ± |ψ−⟩)/

√
2, |Ψ±

1 ⟩ = (|ψ+⟩ ±
|ϕ−⟩)/

√
2, |Φ±

2 ⟩ = (|ϕ+⟩ ± |ψ+⟩)/
√
2, |Ψ±

2 ⟩ =

(|ψ−⟩ ± |ϕ−⟩)/
√
2, where |ϕ±⟩ = (|00⟩ ± |11⟩)/

√
2

and |ψ±⟩ = (|01⟩ ± |10⟩)/
√
2 are the four Bell

states. The four states |Φ±
1 ⟩ and |Ψ±

1 ⟩ form an

orthonormal basis AMB1 for the two-qubit Hilbert
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space. And the states |Φ±
2 ⟩ and |Ψ±

2 ⟩ form another

orthonormal basis AMB2 for the two-qubit Hilbert

space. One can easily see that there are four possible

results |Φ−
1 ⟩|0+⟩, |Φ+

1 ⟩|0−⟩, |Ψ−
1 ⟩|1+⟩, and |Ψ+

1 ⟩|1−⟩
with equal probability of 1/4 if we measure the qubits

(3, 1) and (2, 4) in the basis AMB1 = {|Φ±
1 ⟩, |Ψ

±
1 ⟩}

and BMB1 = {|0+⟩, |0−⟩, |1+⟩, |1−⟩||±⟩ = (|0⟩ ±
|1⟩)/

√
2}, respectively. Obviously, there exists the

similar correlation of the measurement results if we

measure the qubits (3, 1) and (2, 4) in the basis

AMB2 = {|Φ±
2 ⟩, |Ψ

±
2 ⟩} and BMB2 = {|+ 0⟩, | − 0⟩, |+

1⟩, |−1⟩}, respectively. The correlation property of the

measurement results can be utilised to check eaves-

dropping.

If the H operation is performed on qubits 2 and

4, then Eq. (2) is transformed into

(I3 ⊗ I1 ⊗H2 ⊗H4)|χ00⟩3214

=
1

2
(|Φ−

1 ⟩|+ 0⟩+ |Φ+
1 ⟩|+ 1⟩+ |Ψ−

1 ⟩| − 0⟩

+|Ψ+
1 ⟩| − 1⟩)3214, (4)

and Eq. (3) into

(I3 ⊗ I1 ⊗H2 ⊗H4)|χ00⟩3214

=
1

2
(|Φ+

2 ⟩|0+⟩ − |Ψ+
2 ⟩|0−⟩+ |Φ−

2 ⟩|1+⟩

−|Ψ−
2 ⟩|1−⟩)3214. (5)

Here H = (|0⟩⟨0| + |1⟩⟨0| + |0⟩⟨1| − |1⟩⟨1|)/
√
2. The

correlation measurement results of qubits (3, 1) and

(2, 4) in the state |χ00⟩3214 in different bases after per-

forming the H or I operation on qubits 2 and 4 are

summarised in Table 1.

Table 1. The correlation measurement results of qubits (3, 1) and (2, 4) in the state |χ00⟩3214
in different bases after performing the H or I operation on qubits 2 and 4.

Eq. (2) 7→ I, AMB1, BMB1 |Φ−
1 ⟩|0+⟩, |Φ+

1 ⟩|0−⟩, |Ψ−
1 ⟩|1+⟩, |Ψ+

1 ⟩|1−⟩
Eq. (3) 7→ I, AMB2, BMB2 |Φ+

2 ⟩|+ 0⟩, |Φ−
2 ⟩| − 0⟩, |Ψ+

2 ⟩|+ 1⟩, |Ψ−
2 ⟩| − 1⟩

Eq. (4) 7→ H, AMB1, BMB2 |Φ−
1 ⟩|+ 0⟩, |Φ+

1 ⟩|+ 1⟩, |Ψ−
1 ⟩| − 0⟩, |Ψ+

1 ⟩| − 1⟩
Eq. (5) 7→ H, AMB2, BMB1 |Φ+

2 ⟩|0+⟩, |Ψ+
2 ⟩|0−⟩, |Φ−

2 ⟩|1+⟩, |Ψ−
2 ⟩|1−⟩

Equations (2)–(5) correspond to the first, second,

third and fourth row in Table 1, respectively. And

the first column represents the unitary operation per-

formed on qubits (2, 4) by Bob. Accordingly, the sec-

ond column and the third column denote the measur-

ing bases and the correlation measurement results of

qubits (3, 1) and (2, 4) in the state |χ00⟩3214 after

performing the H or I operation on qubits 2 and 4,

respectively.

Let us give an explicit description of the QSS-SDC

protocol as follows:

(1) Alice and her agents, Bob and Charlie agree

that each of the 16 mutually orthogonal χ-type entan-

gled states represents four-bit classical information,

i.e., |χij⟩3214 correspond to ′ij′(i, j = 0, 1, 2, 3).

(2) First, Alice prepares an ordered N

four-qubit χ-type entangled state sequence

[(P 1
1 , P

1
2 , P

1
3 , P

1
4 ), (P

2
1 , P

2
2 , P

2
3 , P

2
4 ), . . . , (P

N
1 , P

N
2 , P

N
3 ,

PN
4 )] according to her secret message. Here, the

subscripts 1, 2, 3, and 4 represent four different par-

ticles in one χ-type entangled state and the super-

scripts 1, 2, 3, . . . , and n indicate the entangled

quartet orders in the sequence. Then she prepares

i + k + j entangled particle quartets all in the state

|χ00⟩3214 used for eavesdropping check. Alice ran-

domly inserts each of the i + k + j checking photon

quartets one by one into the ordered N photon quar-

tet sequence and records each position. We denote

the ordered N + i + k + j quartet sequence with

[(P 1
1 , P

1
2 , P

1
3 , P

1
4 ), (P

2
1 , P

2
2 , P

2
3 , P

2
4 ), . . . , (PN+i+k+j

1 ,

PN+i+k+j
2 , PN+i+k+j

3 , PN+i+k+j
4 )]. Alice takes

one particle from each entangled quar-

tet to form four ordered particle se-

quences: S1 : [P 1
1 , P

2
1 , . . . , P

N+i+k+j
1 ], S2 :

[P 1
2 , P

2
2 , . . . , P

N+i+k+j
2 ], S3 : [P 1

3 , P
2
3 , . . . , P

N+i+k+j
3 ],

S4 : [P 1
4 , P

2
4 , . . . , P

N+i+k+j
4 ]. She keeps particle se-

quences S1 and S3, and sends the particles in se-

quences S2 and S4 to Bob.

(3) Bob first inserts a filter in front of his devices

to filter out the photon signals with an illegitimate

wavelength to prevent the invisible photon eavesdrop-

ping (IPE) Trojan horse attack strategies.[63,64] Then

he splits the photon signals with some photon number

splitters (PNSs: 50/50) and measures the two signals

after the PNS with the two measuring bases (MBs), Z-

basis and X-basis, chosen randomly. If the multipho-
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ton rate is unreasonably high, he terminates the trans-

mission and repeats the communication from the be-

ginning. After Bob receives the S2 and S4 sequences,

Alice publicly announces the positions of i checking

entanglement quartets. For each of these i checking

entanglement quartets, Alice first lets Bob measure

the corresponding checking photons in his lab by us-

ing the BMB1 basis or the BMB2 basis randomly and

publish his measurement outcome. Then she measures

the corresponding photons using the AMB1 basis or

the AMB2 basis according to the first and second rows

in Table 1. If the error rate exceeds the threshold, the

process is aborted. Otherwise, for each two photons

in the same positions in sequences S2 and S4 Bob gen-

erates three classical bits B1, B2, B3, B4, and B5 ran-

domly. According to the values of B1, B2, B3 and B4,

he applies the operation σ2B1+B2 and σ2B3+B4 on the

qubits 2 and 4, respectively. Then he encrypts the par-

ticles by performing the operation HB5 respectively.

At last, Bob sends the ordered S2 and S4 sequences

to Charlie.

(4) Charlie first inserts a filter in front of his de-

vices to filter out the photon signals with an illegiti-

mate wavelength to prevent the IPE Trojan horse at-

tack strategies.[63,64] Then he splits the photon signals

with some PNSs and measures the two signals after

the PNS with the two MBs Z-basis and X-basis cho-

sen randomly. If the multiphoton rate is unreasonably

high, he terminates the transmission and repeats the

communication from the beginning. After confirming

that Charlie has received the ordered S2 and S4 se-

quences, Alice publicly announces the positions of k

checking entanglement quartets. For each of these k

checking entanglement quartets, Alice first lets Char-

lie measure the corresponding checking photons in his

lab by using the BMB1 basis or the BMB2 basis ran-

domly and publish his measurement outcome. Then

Alice lets Bob publish which unitary operation he has

performed on the checking photons when they pass

by him. If Bob’s unitary operation is H, then Al-

ice measures the corresponding checking photons in

her lab by using the corresponding basis according to

the third and fourth rows in Table 1. Otherwise, she

measures the photons using the corresponding basis

according to the first and second rows in Table 1. If

the error rate exceeds the threshold, the process is

aborted. Otherwise, the process continues and Alice

sends the retained N + j ordered S′
1 and S′

3 (S′
1 and

S′
3 denote the remainder photons in the S1 and S3 se-

quences except for eavesdropping check) sequences to

Charlie.

(5) After Charlie receives the photons, if Bob and

Charlie collaborate, both Bob and Charlie can obtain

a raw secret message including Alice’s secret message

and additional 4j useless bits. The detailed proce-

dure is as follows. For each photon quartet, if Bob’s

unitary operation is I, then Bob and Charlie directly

measure the particles in his site in the basis FMB. If

Bob’s unitary operation is H, then they first perform

a Hardamard operation on the S′
2 and S′

4 (S′
2 and S′

4

denote the remainder photons in the S2 and S4 se-

quences except for eavesdropping check) photons and

then perform a measurement on the four-qubit quar-

tet in the basis FMB. According to their measurement

outcome they can deduce the four secret bits Alice im-

posed on this photon quartet. On the other hand, if

Bob and Charlie do not collaborate, then neither of

them can get access to Alice’s secret message.

(6) Alice publicly announces the positions of the

retained j checking quartets for Bob and Charlie to

extract her exact secret message from the raw secret

message and to check whether the N + j S1 and S′
3

photons traveling from Alice site to Charlie’s site have

been attacked, which is called message authentication.

Even if the photons are attacked, the eavesdropper

Eve cannot get access to any useful information but

interrupt the transmissions quantum channel between

Alice and Charlie.

3. Security analysis

So far we have proposed the three-party QSS-SDC

protocol based on χ-type entangled states. Now let us

discuss its security proof. The proof of our protocol

is based on the security for the transmission of the S2

and S4 sequences. As pointed out in Refs. [65]–[67],

a participant generally has more advantages in an at-

tack than an outside eavesdropper in QSS protocols.

If a QSS protocol is secure for a dishonest participant,

it is secure for any eavesdropper. So the participant

attack is paid more attention to in the security analy-

sis of a QSS protocol. For the transmission of the S2

and S4 sequences, there are two main means of eaves-

dropping. One is the intercept and resend attack and

the other is that using an auxiliary particle to interact

with the particles carrying messages and measuring

the auxiliary photon to gain some useful information.

Suppose the dishonest participant is Charlie*. For the

first intercept and resend attack, because Alice’s se-

cret message is encoded into four-particle entangled
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states and the quartets are transmitted by two steps,

Charlie*’s intercept and measurements will result in

no relation between the outcomes of qubits (3, 1) and

those of qubits (2, 4), and would be found by using

the checking procedure in step (3) based on the qubit

correlation of each χ-type entangled state. To gain

Alice’s secret message without being detected, Char-

lie* will adopt a general attack strategy as follows.

Charlie* prepares an ancilla E in the initial state |ε⟩.
When the qubits 2 and 4 are transmitted from Alice

to Bob, Charlie* intercepts the travel particles, and

makes the ancilla E interact unitarily with the qubits

2 and 4. Then, she sends these two qubits to Bob.

When the encoding particles are transmitted to her,

Charlie* makes a joint measurement on the encoding

particles and the ancilla. In this way, she may gain

information about the secret message. Later, it will

be shown that Eve cannot achieve any information

about the message in the condition that no errors are

to occur.

In the eavesdropping process, Charlie* adds the

ancilla E, and performs the unitary operation U on

the particle 2, 4, and E. The most general operation

Charlie* can do is able to be written as

U : |00, ε⟩ → |00, ε00⟩+ |01, ε01⟩+ |10, ε02⟩
+ |11, ε03⟩,

|01, ε⟩ → |00, ε10⟩+ |01, ε11⟩+ |10, ε12⟩
+ |11, ε13⟩,

|10, ε⟩ → |00, ε20⟩+ |01, ε21⟩+ |10, ε22⟩
+ |11, ε23⟩,

|11, ε⟩ → |00, ε30⟩+ |01, ε31⟩+ |10, ε32⟩
+ |11, ε33⟩, (6)

where |εij⟩(i, j ∈ {0, 1, 2, 3}) are pure ancilla states

uniquely determined by U . After this unitary inter-

action, the whole quantum system is in the state

|φ⟩

=
1

2
[|ϕ+⟩(|00, ε00⟩+ |01, ε01⟩+ |10, ε02⟩+ |11, ε03⟩)

−|ψ−⟩(|00, ε10⟩+ |01, ε11⟩+ |10, ε12⟩+ |11, ε13⟩)
+|ψ+⟩(|00, ε20⟩+ |01, ε21⟩+ |10, ε22⟩+ |11, ε23⟩)
−|ϕ−⟩(|00, ε30⟩+ |01, ε31⟩+ |10, ε32⟩
+|11, ε33⟩)]3214E . (7)

Then, four cases will be discussed, in which Char-

lie* measures qubits 2 and 4 in different bases, and

Bob performs on qubits 2 and 4 the identity opera-

tion or H operation.

(i) Case 1 Bob performs the identity operation

on qubits 2 and 4, separately, and Alice and Charlie*

measures qubits (3, 1) and (2, 4) in the basis AMB1

and BMB1, respectively. Here, the state |φ⟩ can be

rewritten as follows:

|φ⟩ =
1

2
(|v1⟩|0+⟩+ |v2⟩|0−⟩+ |v3⟩|1+⟩

+|v4⟩|1−⟩)31E24, (8)

where

|v1⟩ =
1√
2
(|ϕ+⟩|ε00⟩+ |ϕ+⟩|ε01⟩ − |ψ−⟩|ε10⟩

−|ψ−⟩|ε11⟩+ |ψ+⟩|ε20⟩+ |ψ+⟩|ε21⟩
−|ϕ−⟩|ε30⟩ − |ϕ−⟩|ε31⟩)31E ,

|v2⟩ =
1√
2
(|ϕ+⟩|ε00⟩ − |ϕ+⟩|ε01⟩ − |ψ−⟩|ε10⟩

+|ψ−⟩|ε11⟩+ |ψ+⟩|ε20⟩ − |ψ+⟩|ε21⟩
−|ϕ−⟩|ε30⟩+ |ϕ−⟩|ε31⟩)31E ,

|v3⟩ =
1√
2
(|ϕ+⟩|ε02⟩+ |ϕ+⟩|ε03⟩ − |ψ−⟩|ε12⟩

−|ψ−⟩|ε13⟩+ |ψ+⟩|ε22⟩+ |ψ+⟩|ε23⟩
−|ϕ−⟩|ε32⟩ − |ϕ−⟩|ε33⟩)31E ,

|v4⟩ =
1√
2
(|ϕ+⟩|ε02⟩ − |ϕ+⟩|ε03⟩ − |ψ−⟩|ε12⟩

+|ψ−⟩|ε13⟩+ |ψ+⟩|ε22⟩ − |ψ+⟩|ε23⟩
−|ϕ−⟩|ε32⟩+ |ϕ−⟩|ε33⟩)31E . (9)

According to Eq. (2), the following conditions

should be satisfied to avoid introducing error:

⟨Φ+
1 |v1⟩ = ⟨Ψ−

1 |v1⟩ = ⟨Ψ+
1 |v1⟩ = 0,

⟨Φ−
1 |v2⟩ = ⟨Ψ−

1 |v2⟩ = ⟨Ψ+
1 |v2⟩ = 0,

⟨Φ−
1 |v3⟩ = ⟨Φ+

1 |v3⟩ = ⟨Ψ+
1 |v3⟩ = 0,

⟨Φ−
1 |v4⟩ = ⟨Φ+

1 |v4⟩ = ⟨Ψ−
1 |v4⟩ = 0. (10)

From Eqs.(9) and (10), we obtain

|ε00⟩ = |ε11⟩, |ε22⟩ = |ε33⟩,
|ε01⟩ = |ε10⟩, |ε23⟩ = |ε32⟩,
|ε20⟩ = |ε21⟩ = |ε30⟩ = |ε31⟩ = O,

|ε02⟩ = |ε03⟩ = |ε12⟩ = |ε13⟩ = O, (11)

where O denotes a zero vector.

(ii) Case 2 Bob performs the identity operation

on qubits 2 and 4, separately, and Alice and Charlie*

measures qubits (3, 1) and (2, 4) in the basis AMB2

and BMB2, respectively.

According to Eq. (3) and the method used above,

the following constraints can be deduced,

|ε00⟩ = |ε22⟩, |ε11⟩ = |ε33⟩,
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|ε02⟩ = |ε20⟩, |ε13⟩ = |ε31⟩,
|ε10⟩ = |ε12⟩ = |ε30⟩ = |ε32⟩ = O,

|ε01⟩ = |ε03⟩ = |ε21⟩ = |ε23⟩ = O. (12)

(iii) Case 3 Bob performs the identity operation

on qubits 2 and 4, separately, and Alice and Charlie*

measures qubits (3, 1) and (2, 4) in the basis AMB1

and BMB2, respectively.

According to Eq. (4) and the method used above,

the following constraints can be deduced,

|ε00⟩ = |ε02⟩, |ε01⟩ = |ε03⟩,
|ε32⟩ = |ε30⟩, |ε31⟩ = |ε33⟩,
|ε00⟩+ |ε02⟩ = |ε10⟩+ |ε12⟩,
|ε20⟩ = |ε22⟩ = |ε21⟩ = |ε23⟩ = O,

|ε01⟩ = |ε03⟩ = |ε11⟩ = |ε13⟩ = O. (13)

(iv) Case 4 Bob performs the identity operation

on qubits 2 and 4, Separately, and Alice and Charlie*

measures qubits (3, 1) and (2, 4) in the basis AMB2

and BMB1, respectively.

According to Eq. (5) and the method used above,

the following constraints can be deduced,

|ε00⟩ = |ε01⟩, |ε02⟩ = |ε03⟩, |ε32⟩ = |ε33⟩,
|ε00⟩+ |ε01⟩ = |ε20⟩+ |ε21⟩,
|ε11⟩+ |ε30⟩ = |ε10⟩+ |ε31⟩,
|ε10⟩ = |ε11⟩ = |ε30⟩ = |ε31⟩ = O,

|ε12⟩ = |ε13⟩ = |ε02⟩ = |ε03⟩
= |ε22⟩ = |ε23⟩ = O. (14)

As a result, from Eqs. (11)–(14), we find that the

whole system is in the state

|φ⟩ = |χ00⟩3214|ε00⟩E . (15)

From the above equation, it is evident that |φ⟩ is
a product of a χ-type entangled state |χ00⟩3214 and the

ancilla. This implies that it is impossible for Charlie*

to pass the security test in step (iv) by entangling the

ancilla with χ-type entangled state and measuring it

without introducing any error. Once the security for

the transmission of the S2 and S4 sequences is not en-

sured, Alice will abort the transmission of the S3 and

S1 sequences, thereby no information will be leaked to

the eavesdropper. Same as in the two-step protocol,[4]

the transmission and the security check of the S2 and

S4 sequences in our protocol is also very similar to

the procedure in BBM92 QKD protocol,[68] where one

qubit in an EPR pair is sent to a party and another

is sent to another party. The difference is that the

quantum information carriers are replaced by χ-type

entangled states. Here the S3 and S1 sequences are re-

tained securely in Alice’s lab and Eve (or an insider)

cannot get access to it at all before Alice’s eavesdrop-

ping detection. Hence our protocol can stand against

the participant attack in an ideal condition.

Now, let us consider a special case, in which Char-

lie* executes a participant attack that may not be

the optimal one. In this case, Charlie* will obtain

no information if he tries to take an invisible photon

eavesdropping (IPE) Trojan horse attack[63,64] as Bob

inserts a filter to filter out the photon signal with an

illegitimate wavelength. If Charlie* tries to take a

delay-photon Trojan horse attack,[64] the eavesdrop-

ping check in step (iii) can defeat the delay-photon

Trojan horse attack by Bob. The delay-photon Trojan

horse attack[64] is inserting a spy photon in a legiti-

mate signal with a delay time, shorter than the time

windows. Different from the IPE attack, the delay

spy photon has the same wavelength as the legitimate

photon. Therefore, the spy photon will carry the same

information as the legitimate qubit

4. Discussion and summary

Compared with other QSS protocol, one distinct

feature of our protocol is its high efficiency. According

to Ref. [69], a natural definition of efficiency η is

η =
bs

qt + bt
, (16)

where bs is the number of secret bits, qt and bt are the

number of transmitted qubits and bits, respectively.

Using Eq. (16), the efficiency of the most famous QSS

protocol, HBB protocol, is 11.25%.[27] In the present

protocol, to share four classical bits (bs = 4), 4 qubits

and 1 bit need to be transmitted. Thus, the efficiency

of this protocol is 4/(4 + 1) = 80%. Obviously, the ef-

ficiency of the present protocol is far higher than that

of HBB protocol.

In summary, based on χ-type entangled states and

the idea of quantum data block transmission, we in-

troduce a three-party QSS-SDC protocol based on χ-

type entangled states |χ00⟩3214. Using some interest-

ing entanglement properties of this state, the agent

entirety can directly obtain the secret message from

the message sender only if they collaborate together.

In addition, this protocol is scalable since the number

of participants can be arbitrarily high.
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