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Qin Su-Juan(Z#1H)" and Wen Qiao-Yan (i 153#)

State Key Laboratory for Networking and Switching

Technology, Beijing University of Posts and Telecommunications, Beijing 100876, China

(Received 27 August 2008; revised manuscript received 22 July 2009)

The security of the quantum secure deterministic communication scheme [Chin. Phys. 16 (2007) 2549] is reex-

amined. A security loophole is pointed out. Taking advantage of this loophole, an eavesdropper can steal all the secret

messages without being detected by an intercept-and-resend attack strategy. Furthermore, a possible improvement on

this protocol is presented. It makes the modified protocol secure against this kind of attack.
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Cryptography is the technique allowing some par-
ties to communicate over an open channel in a se-
cure way. Quantum cryptography is the combination
of quantum mechanics and cryptography, in which
the security is assured by physical principles. Since
Bennett and Brassard proposed the original quan-
tum key distribution (QKD) protocol in 1984,[) many
studies have focused on this topic. Recently, a new
concept in quantum cryptography, quantum secure
direct communication (QSDC), was proposed,? in
which messages are permitted to be communicated
directly without establishing random keys first to en-
crypt them. Bostrom and Felbinger presented a ping—
pong QSDC protocol in 2002.] However it is shown to
be insecure against the DoS attack!® and in the lossy
channel.l’! Subsequently, Deng et al. proposed four
criteria for a secure QSDC and gave two secure QSDC
protocols.[%7] Besides, based on different quantum car-
riers, many QSDC protocols were presented. =13l

As is well known, the main aim of quantum cryp-
tography is to solve the problems in classical cryp-
tosystems. Therefore, high security is not only an
advantage of quantum cryptography but also the cru-
cial requirement for it. Nevertheless, not all the pro-
Quite
a few protocols were successfully attacked by subtle

posed protocols can meet this requirement.

strategies.[*14=21] Therefore, as in its classical coun-
terpart, finding loopholes in the protocols and improv-
ing them is also desirable in quantum cryptography.

Recently, Guo et al. proposed a novel QSDC pro-
tocol (GCZ protocol) based on quantum error correc-
tion codes (QECC),I?2l where a sender can transmit
the messages in an imperfect quantum channel and
the damaged qubits of the received state can be re-
covered by the receiver. The authors thought that the
security of this protocol could be guaranteed by the
transmission of the non-orthogonal quantum states.
However, here we find an intercept-and-resend attack
strategy in which Eve is allowed to elicit the secret
message without being detected.

Now we come to briefly describe the GCZ protocol
first. Alice wants to transmit her k-qubit secret mes-
sages |c¢) to Bob. She first encodes her secret messages
|c) into n-qubit state |c) ; by using the stabilized quan-
tum code (SQC) and then transmits all the n qubits
one by one to Bob according to the following steps.
For convenience, we use the same notations as those
in Ref. [22].

(i) Bob prepares a two-qubit state

1
V2

where two subscripts h and ¢ refer to photons p;, and

¢1(h, 1)) = —=(108) [0¢) + [1n) |11)), (1)
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pt in the entangled state, respectively. He performs I
or H on p; randomly and then sends p; to Alice. Here
I=10) (0] +[1) (1] and H = (1/+/2)(|0) (0] + [0) (1| +
[1) (0] — [1) (1]). After the operation, the state may be
|¢1(h, 1)) or [¢2(h,1))

1
V2

(ii) Alice prepares a message qubit p,, in state

[@2(h, 1)) = —=(0n) [+2) + [1n) |=6))- (2)

|wim). She entangles p,, with p, by applying Cl,, to
them. Here Cy,, denotes the controlled-NOT opera-
tion (CNOT) where p; is the control qubit and p,, is
the target qubit. As a result, the whole state will be
converted into

€1) = Cim(|¢1(R; 1)) © |wim))

%uom 100) Jwim) + 110 [10) [im)), (3)

or

|@2> = C’tm(‘¢2(hat)> oY |Wim>)
= %[l0h> (10¢) [wim) + [1¢) [@im))
+[15) (10¢) lwim) — [1¢) [wim))].  (4)

Then Alice returns both photons, p; and p,,, to
Bob. Here |@wim) = X |wim), and X is the bit flip
operation.

(iii) When Bob receives both the photons, he per-
forms some operations to check eavesdropping and ob-
tain the secret message |w;n,). Concretely, Bob per-
forms the operations as follows:

|~Ql> - Chm(cmh |@1>) - |wih> ® |¢1(t7m)> ) (5)

$22) = Cim(Cint [©2)) = |wir) @ |pa(h,m)) . (6)

I loutm) = |oa(h0) or |ga(hm) =
|p2(h,t)), Bob thinks that the transmitted carrier
state is perfect without being destroyed.

(iv) Alice and Bob perform the above steps for
n runs to transmit her secret |c),. Afterwards, Bob
recovers the secret messages |c) from |¢), by making
use of the decoder of SQC.

The authors of Ref. [22] believed that the se-
curity of GCZ protocol was guaranteed by the non-
orthogonality of transmitted photons and Eve could
not obtain any useful information. However, a basic
property of the CNOT operation was neglected, that
is, one can disentangle the correlation between the
control qubit and the target qubit by another CNOT

operation. For example, if Eve has access to two pho-
tons, p; and p,,, she can perform a CNOT operation
to elicit the message |wim ).

Now we show how Eve utilizes this property to
obtain the secret message. According to the basic as-
sumption in cryptography, both the encoder and the
decoder of SQC are public, that is, every one can know
|c) once he obtains the message |c);. Therefore, we
need to discuss only how Eve can filch |c),. Here we
describe the attack strategy in detail.

(E1) Eve prepares k-qubit messages |s), which are
used to replace the messages |¢). She encodes them
into n-qubit state |s); = |vis) [vas) - - - |vns) by using
the encoder of SQC. Each photon in |s), is denoted
as ps.

(E2) For every run, when Alice sends the photons
py and p,, out in step (ii), Eve intercepts and performs
Ct, on them

Cim 01) = |91(h, 1)) & |wim) , (7)

or

Cim |02) = |¢2(h 1)) @ |wim) - (8)

Obviously, the message qubit p,, is disentangled from
the carrier, and therefore, Eve can obtain the message
|wim). To avoid being detected, Eve needs to send a
fake message qubit to Bob. She does the same oper-
ation on p; and ps as Alice, and then sends them to
Bob.

It is easy to verify that Bob can obtain perfect car-
rier state without being destroyed in step (iii). There-
fore, Bob cannot find Eve’s eavesdropping in each run.
After Eve has performed the step (E2) for n runs, she
receives the state |c),. Making use of the decoder of
SQC, Eve can recover the secret messages |c). For
Bob, he receives the state |s); and obtains the mes-
sages |s) instead of |c).

As shown above, by a CNOT operation Eve can
obtain all the secret messages. At the same time, the
carrier state holds unchanged, and hence no one can
find her eavesdropping. Therefore, the GCZ protocol
is insecure against this attack.

Now we consider how to improve the security of
the GCZ protocol against this attack. It is worth while
noticing that it may be insecure to transmit both the
control qubit and the target qubit simultaneously ac-
cording to the property of CNOT. In fact, it does not
need to send the control qubit back to Bob in the
GCZ protocol. According to the special property of
Bell states, it is enough to recover the message only

020310-2



Chin. Phys. B Vol. 19, No. 2 (2010) 020310

by U.SiIlg Ph and Pm
Chm |01) = |¢1(h, 1)) ® |wim) 5 (9)

or
Chm(Hp |02)) = |¢1(h, 1)) @ |wim) - (10)

It can be seen from Egs. (9) and (10) that Bob
can disentangle the p,, with the carrier by some uni-
tary operations on p, and p,,. Therefore, to improve
the security of the GCZ protocol, Alice can send only
the qubit p,, to Bob after her CNOT operation.

However, it is still not enough to guarantee the
security of the GCZ protocol after the above modifi-
cation. Eve can also obtain the secret without being
detected. For example, she prepares a fake Bell state
and performs a man-in-the-middle attack by replacing
pt in step (i) with her fake photon in Bell state and
disentangling the message photon after Alice has re-
turned it. Actually, to design a secure QSDC protocol,
there are some basic requirements.[”) First, eavesdrop-
ping detection should be executed before the secret
message is encoded. In the GCZ protocol, there is no
such process for ensuring that the carrier is transmit-
ted safely. Therefore, we need to add an additional
detecting process before the encoding operation per-
formed by Alice in the GCZ protocol. Secondly, it is
necessary to transmit a signal in a block manner since
the security is assured by sampling a sufficiently large
subset of instances from the first block. According to
the two basic requirements, we modify the process of
the GCZ protocol as follows.

(M1) Bob prepares 2n Bell states in the same
state |¢1(h,t)). For each Bell state, he performs I
or H on p; randomly. Afterwards Bob sends all the p;
to Alice.

It is not difficult to find that the operation H is
useless for the security since the transmitted qubit p;
is a maximal mixed state (its reduced density opera-
tor is 1/2). Here, to retain the features of the original
GCZ protocol, we will modify it as little as possible.

(M2) After Alice has received all the photons, she
chooses ny1 (n1 < m) photons from them and mea-
sures each of them in Z or X basis randomly. Then
she publishes the positions and her measurement bases
and outcomes. Bob measures the corresponding pho-
tons in Z or X basis according to her operations in
(M1). Concretely, he measures the pj in the same ba-
sis as that of Alice’s measurement if he performs I in
(M1), otherwise, he measures it in a different basis.
If there exists no eavesdropper, their outcomes must

satisfy the relations in Eqs. (11) and (12). Bob com-
pares their outcomes and computes the error rate. If
the error rate is lower than the threshold, the process

continues
161(h, ) = %uow 00 + 1) 1))
:%<\+h>|+t>+|fh>|—t>>, (11)
620k 1)) = —=(10n) [+4) + [1n) [—)

Sl

2
1

S+ 100 + =) 1)) (12)

S

(M3) Alice prepares the message photons accord-
ing to |c);. To prevent a denial-of-service (DoS) at-
tack, she inserts m — n; decoy photons into the se-
quence of message photons randomly (each decoy pho-
ton is in one of the four states |0), |1}, |[+), |—)). Af-
ter knowing that the carriers have been transmitted
safely, Alice performs Cy,, on each p; and p,,, and
then sends p,, to Bob.

(M4) When Bob receives all the photons, he per-
forms Chp,, or ChyHp, to obtain the messages (see
Egs. (9) and (10)). Afterwards, Alice announces the
positions and states of the decoy photons. Bob mea-
sures them in the right basis and compares the out-
comes with Alice’s announcement. If the error rate is
lower than a certain threshold, Bob recovers the se-
cret messages |c) from the remainder of the photons
by making use of the decoder of SQC.

Up to now, we have proposed a possible improve-
ment on the GCZ protocol. The modified protocol is
secure by transmitting photons in block manner and
introducing decoy states to authenticate the messages.
In this way, if an eavesdropper attempts to eavesdrop
the secret messages, her eavesdropping behaviours will
be detected in steps (M2) and (M4). Actually, the
modified protocol is essentially similar to the quan-
tum Vernam cipher with entanglement as the key.[??]
So it is secure against the intercept-and-resend attack.

In summary, we analysed the security of the GCZ
protocol?? and pointed out that an eavesdropper
could elicit all the secret messages by an intercept-
and-resend attack without inducing any disturbance.
Finally, we present a possible improvement on the
GCZ protocol via checking eavesdroppers before the
secret message is encoded and authenticating the mes-
With these modifica-
tions, the GCZ protocol is secure against the presented

sage by using decoy states.

intercept-and-resend attack.
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