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An improved quantum secure direct communication (QSDC) protocol is proposed in this paper. Blocks of entangled

photon pairs are transmitted in two steps in which secret messages are transmitted directly. The single logical qubits

and unitary operations under decoherence free subspaces are presented and the generalized Bell states are constructed

which are immune to the collective noise. Two steps of qubit transmission are used in this protocol to guarantee the

security of communication. The security of the protocol against various attacks are discussed.
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Cryptography is the art of rendering secret mes-
sages unintelligible to any unauthorized parties. Con-
ventional cryptosystems based on a mixture of mathe-
matics, guesswork and wishful thinking which play an
important role in the message protection. But such
cryptosystems have several defects, such as the com-
putational complexities. The idea of quantum cryp-
tography was first proposed by Bennett and Brassard
in 1984 and provided an entirely new way to solve
the key distribution.[!! This quantum key distribu-
tion (QKD) protocol makes use of two non-orthogonal
states of polarized photons to distribute cryptographic
keys. Two remote users (traditionally called Alice and
Bob) can exploit QKD to create a private key securely.
In the beginning the sender Alice chooses one of the
four polarizations (the horizontal and vertical polar-
ized, or the +45° polarized basis) randomly to prepare
the initial states. Then the single photon states are
transmitted to the receiver Bob. Bob measures the
incoming states using one of the two bases (the hori-
zontal and vertical measuring basis or the £45° mea-
suring basis) also choosing randomly. If they choose
the same basis, then their results are perfectly corre-
lated. The corresponding results are used as the raw
keys. The security of QKD is guaranteed by the laws
of quantum physics, the uncertainty principle and the
non-cloning theorem. During the past decades, quan-

tum key distribution has progressed quickly.l2=6!

Recently a novel quantum communication was
proposed: the quantum secure direct communication
(QSDC). Different from QKD, QSDC is to transmit
important messages directly without first establishing
random keys. So this communication system requires
a higher security than QKD which could not imple-
ment a simple rejection.

In the year 2002, Bostrom and Felbinger put
forward a ping pong protocoll” which is a quasi-
secure direct communication scheme with an Einstein—
Podolsky-Rosen (EPR) pair.
process has two modes (one is the controlled mode,

The communication

the other is the message mode) to transmit the entan-
glement parties and the secret messages. However, the
ping—pong scheme is not secure and it can be attacked
under the denial of service attack.[®! In 2002, Long
and Liu proposed a two-step highly efficient QKD

91 In this protocol, the sender Alice prepares

protocol.
an ordered EPR pair sequence, then divides them into
two sequences which are sent in blocks by two steps.
After the receiver Bob received the two sequences, he
performs Bell state measurements on the EPR pairs
and reads out state information. By analysing the er-
ror rate of communication and privacy amplification
process, secure keys are generated between the two

parties. Though the protocol was designed for QKD,
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it is also fully a QSDC protocol. Later, Deng, Long
and Liu proposed the two-step quantum direct com-
munication protocol'?! to overcome the defects in the
ping—pong scheme. In Deng-Long protocol, a set of
ordered N EPR pairs are used as a data block for send-
ing secret message directly. The ordered N EPR pairs
are divided into two particle sequences, a checking se-
quence and a message-coding sequence which are sent
in two steps. After transmitting the checking sequence
in the first step, the two parties ensure the security of
the quantum channel. Then the sender Alice encodes
the secret message directly on the message-coding se-
quence and sends them to Bob. By combining the
checking and message-coding sequences together, Bob
reads out the encoded messages directly according
Later, the idea of
QSDC has been realized in many quantum systems

to his Bell state measurements.

and different protocols are presented in the following
years.['1=24] Note that the qubits used in these pro-
tocol are not robust against decoherence which means
that the qubits will be changed under the influence
of the channel noise. Then the scheme is insecure in
noisy channel.

Decoherence, which is caused by the unwanted
interaction of the system with its environment is a
major obstacle in the realization of quantum infor-
mation processors. Based on the type of interaction
processes between the qubits and their environment,
decoherence free subspaces (DFS) qubits which are
immune to decoherence processes and to protect frag-
ile quantum information against the detrimental ef-
fects of decoherence are founded.?>26] There exist
subspaces of the system’s Hilbert space which are
not affected by the various kinds of channel noise as-
sumed to affect the states during information process-
ing, and thus they are called decoherence free sub-
In 2006, Zou et al.
the generation of four-photon polarization-entangled

spaces. proposed a scheme for
decoherence-free states based on post-selection strat-
egy and current experimental technology.?” Later in
2009, Xia et al.
the four photon polarization-entangled decoherence-

proposed a scheme for generating

free states.[?®] The proposed setup involves only sim-
ple linear optical elements and conventional photon
detectors which makes the protocol more realizable in
experiments.

Here in this study, we develop a protocol for
QSDC with DFS qubits based on the two-step QSDC
protocol. The generalized Bell states and unitary op-
erations on the basis of logical qubits are presented.

Our QSDC scheme exhibits the same high coding ca-
pacity with Deng’s protocol, moreover the protocol is
immune to collective noise.

Under the influence of collective channel noise,
the states of the transmitted qubits will be changed.
The influence of the states are described by:

|0), = cos 8]0) + sinO|1),
1), = —sin6]0) + cos 6|1), (1)

here the subscript r indicates the states which were
affected by the collective rotation noise and 6 is the
parameter of the collective rotation noise. Also the
collective dephasing noise can be described by: |0)4 =
|0), |1)4 = ei?[1). Here ¢ is the dephasing noise pa-
Based on this
alteration between the qubits and the environment,

rameter and it fluctuates with time.

we introduce the DFS qubits which are used as the

logical bits (|0)r, and |1)1).
[26]

The logical bits can be
described as:

)L = %(IOU — [10)) @ (|01) — [10)), (2)

1
1), = m[2|1100> +2[0011) — (|01) + |10))

® (|01) + [10))]- (3)

After using the [0),(q) and |1),.4) which were affected
by noise into the logical quantum bits |0)1, and 1)1,
it is obviously that the logical bits will not be altered.

Then we can achieve the four generalized Bell

states:
9= (0 lte + [Lelon)o). (4
¥ = (0 lte)r ~ [1)elon)o).  (5)
60 = S5 (On)el0n)e + L lte)r).  (6)
6701 = —=(10A)LI0B)L — [Ta)Ll1B)L).  (7)

2

Here we propose the specific steps of the improved
QSDC protocol as the following:

(i) The sender Alice prepares an ordered N
EPR pairs in state [¢T), = %UOA)LHB)L +
[1a)0]0B)L)- We denote the N ordered EPR
pairs with [(Pi(A)L, Pi(B)L), (P2(A)L,P2(B)L),
(Pg(A)L, Pg(B)L) ey (PN(A)L, PN(B)L)] Here the
subscript indicates the pair order in the sequence, and

5

A and B represent the two particles, respectively.

(i) The ordered N EPR pairs are divided
into two sequences by Alice and transmitted to
Bob step, Al-
ice takes one particle from each EPR pair to

in two steps. Here in this

formulate an ordered EPR particle sequence Sa
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[P1(A)L, P2(A)L, Ps(A)L, ... PN (A)L].
ing EPR partner particles make up another particle
sequence SB [Pl(B)L, PQ(B)L, Pg(B)L, . PN(B)L].
The S sequence is called the message sequence and

The remain-

the Sp sequence is called the checking sequence.

(iii) Alice sends the checking sequence Sp
[P1(B)1,, P2(B)L, Ps(B)L, ... Pn(B)L] to the receiver
Bob, and she holds the message sequence Sa. Then
Alice and Bob use the checking sequence for the first
step security checking. It is implemented by the fol-
lowing procedure:

(p-0) Bob chooses randomly a number of the pho-
tons from the Sp sequence and performs the X =
%(|O>L +|1)L) or Z = |0(1))1, basis measurement on
the choose photons. Note that after this series of mea-
surements, Bob will get |0)r, or |1)1, and |0)r, + |1)y, or
0L — [Dr.

(p-1) Through the classic channel, Bob announces
the positions he has chosen for each photon to Alice.

(p.2) Alice measures the corresponding photons
in the Su sequence with the randomly chosen basis X
or Z.

(p-3) Then Alice compares her basis and the mea-
surement results with Bob’s results publicly. If they
chosen the same basis and their results are corre-
lated, this means that there is no eavesdropping dur-
ing transmission. Otherwise, if the error rate is larger
than the threshold error rate, Alice and Bob conclude
that the communication is insecure and abort the com-
munication. In this step, the message has not been
coded.

(iv) After ensuring that the transmission of the
checking sequence is secure, Alice encodes the remain-
ing Sa sequence (the remaining photons in the Sa af-
ter the security checking, here it is called S’ ). Alice
chooses the four DFS unitary operations (I, Hy, Hy,

H,) on the logical particles (|0)r, or |1)1,). Here the
four DF'S unitary operations are as follows:
I'=10)rL{0] + [ru(ll, (8)
1
Hy, = —(Vig + 2Vas), 9
\/3( 12 23) (9)
Vig + 2Vas3)(—V;
Hy _ ( 12 + 23)( 12)’ (10)
V3
HZ = _‘/127 (11)

here the operation V;; indicates the permutations of
the physical qubits ¢ and j of the logical state. The
unitary operations do not need to change the state of
the single photons but to exchange the positions of
the photons. The unitary operations (I, H,, Hy, H.)

make the following transformations:

T IpT ) = [h)L,

1@ Hy[Y™ )L = [¢7),
IT® Hy|y ) = [67),
I® H |9 ) = [ )r.

12
13
14

(
(
(
(15

)
)
)
)
Alice and Bob agree on that these logical unitary op-
erations correspond to the classical information 00, 01,
10, and 11, respectively.

(v) In order to guarantee the security of this step
transmission, Alice has to add “logical decoy photons”
in the S sequence during the encoding process.

(vi) After the transition of the logical quantum
bits, Alice tells Bob the positions of the sampling pho-
tons. By checking the sampling photons that Alice has
chosen, Bob chooses the logical Z or X basis to mea-
sure them and gets an estimate of the error rate. If the
error rate of the sampling pairs is reasonably low, Al-
ice and Bob can then entrust the process. Otherwise,
Alice and Bob abandon the transmission and repeat
the procedures from the beginning. This is the second
security analysis.

(vii) In the decoding process, Bob performs gener-
alized Bell-state measurement on the S and Sf; (the
remaining photons in the Sp after the first security
checking) sequences simultaneously. After the oper-
ation, Bob could read out the unitary operation for
Since that,
Bob reads out the secret message transmitted by Al-
ice. Similar to Deng’s QSDC protocol,[*% two bits of

information are transmitted during one round com-

each logical qubits performed by Alice.

munication.

Note that in the current actual quantum chan-
nel, the QSDC process is more complicated. The
main reason is that Alice and Bob need to determine
These
operations need the developments of some quan-

which photons are lost during transmission.

tum technologies, such as the quantum entanglement

[29] entanglement purification,°—32] entan-

swapping,
glement concentration®334 and so on.

As discussed above, Alice and Bob ensure the se-
curity of the quantum channel before the secret mes-
sage transmission in the first step security analysis.
The eavesdropper Eve will be discovered if she attacks
the channel. It is obvious that Eve cannot read out
the information in the EPR pairs if she captures one
of the two sequences, because the Bell states can not
be readout by measuring one particle of an EPR pair
alone. In this way, no secret message will be leaked
to Eve. So the second security analysis procedure is
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mainly to determine whether Eve destructs the quan- sent to Bob. Both in the first step and second step
tum correlation between the S} sequence and Sj se-  transmission, since the transmitted particles are part
quence during the transmission of Sa sequence. Even  of the entangled states, any measurement on part of
if the channel is noisy, the communication is effective  the states will make them disentangled. Her intercept-
because the modified quantum bits (the logical bits) resend attack on the transmitted qubits will introduce

and the improved unitary operations are used. More- 4 error rate of 25%. Also Eve can not achieve the

over, the capacity is high in this protocol as the two-  chocking sequence and the message sequence simulta-

. .. 10
step QSDC scheme under noisy channel condition. "’ neously. So she can not read out the secret message.

Unlike the traditional security analysis in QKD, Another kind of eavesdropping attack is the Trojan

Eve is not allowed to get any information during com- horse attack. Since the secret information is encoded

munication as secure message is transmitted directly. by Alice in the second step qubits transmission, then

The improved protocol is secure and immune to col- . .

) P ] p o ) the qubits are sent to Bob and measured by Bob di-
lective noise. It divides the entanglement particles . , . .
. rectly. In this process, Eve’s Trojan horse signals are
into two sequences, the message sequence (Sa) and .
. . . sent to Bob who does nothing but performs the mea-
the checking sequence(Sg). The first security analysis

in the quantum channel is similar to BBM92I¥) proto- surement. So there is no send-return process during

. , .
col. But the process is based on the measurement of communication and Eve’s Trojan horse attack can not

the logical qubit. During the transmission of the first acquire any useful information on the qubits in the

photon sequence, the sender of the quantum communi- ~ COMmunication.

cation controls the other photon sequence all the time. Alice and Bob perform the two-step transmission

The BBM92 QKD protocol has been proven to be 01 the logical entangled qubits, the eavesdropper Eve
unconditionally secure.3%:36] Under Eve’s single qubit might hide herself in the channel and make joint uni-
intercept-resend eavesdropping attack, she has to hide ~ tary operation on the logical b and a qubits with an-
in the channel when Alice and Bob transmit the par- cillary qubits. This kind of eavesdropping attack is
ticles. For each logical qubit, she performs the logical = called individual attack. And Eve’s joint unitary op-

qubit measurement and prepares the same qubit to  eration on the b and a logical qubits are described by:

Jee|0)L, ® lert) = [0)n, ® [Og1),
JBE| )L, © lep) = cos¢[1)L, ® |&m) +sin ¢|0)L, ® [§h), (16)
Kag|0)1, ® |er2) = [0)1, ® [Og2),
K|, ® lens) = cos¢|1)L, @ [€p2) + sin ¢|0)L, ® [&a), (17)

where ¢ € [0,7/4] characterize the strength of the attack, the subscript L, and L; denote the logical qubits
belonging to a sequence and b sequence respectively.

Eve’s behavior evolves the combined system of the entangled states and her ancillary qubits to

%(\0A>L|1B>L + [1a)110B)L)ep1€R2)- (18)

In this protocol, the logical qubits are transmitted in two steps which means that at each time slot, there is only

|1/)+>L\€E1€E2> =

one logical qubit in the channel. So Eve performs her attack during the two-step transmission, for example,
Alice’s encoding operation is I, the evolution of the composite system is described by:

Y )Llerierz) — JBE\/>H0> L (cos @|1)1, |€p1) +sin ¢[0)1, [€R1)) + 1)1, [0)1, [0E1)]

— Kap—=

f [10)r.,,[0m2) (cos @[1)1, [Em1) + sin B|0) L, [€k1)) + (cos 1)L, [€r2)
+ sin @|0)L, [€52))10)Lb[0E1)]- (19)

After the two step transmission, Eve measures her ancillary qubits but reads out randomly results about
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the secret message. The density matrix of the composite system is described by:

1 0 0
1
p=Tro(pape,B,) = 3 0 cos?¢ 0 . (20)
0 0 sin?¢
Eve’s attack on one logical qubit will also introduce a bit error rate of sin® @/2 on the security checking qubits.
Then the eavesdropping behavior will be discovered by the security checking process between Alice and Bob.
Since the information encoded by Alice after the first step particle transmission, Eve’s attack on the first
sequence is useless but introduces bit errors. So we only consider the individual attack during the second
step particle transmission. Generally speaking, we assume that Alice performs the encoding operation of
1,H,,H,, H, with probabilities pg, p1, p2, p3 respectively. Then we expand the composite system of the qubits
with Eve’s ancillary qubits under the basis |0)1,|€)[0)r, [0)L1€) 1)L, |1)LlE)| D, [0)L|€]1)L, [0)L]€')|0)r and
[D)LIE)]0)x..
/ pr 0

p = . (21)
0 po

where the two density matrix p; and po are described by

p1 +p2 (p1 — p2)sing (p1 — p2) cos @
pr=| (p1—p2)sing (p1+p2)sin®¢  (p1+p2)singcosg |, (22)
(p1 — p2)cosd  (p1 + p2)singcos ¢ (p1 + p2) cos? ¢

Po + p3 (po — p3) sin¢ (po — p3) cos ¢

p2=| (po—ps3)sing (po + p3) sin® ¢ (po + p3)singcos¢p | - (23)
(po —p3)cosd  (po+ps)singcosg  (po + ps) cos® ¢

|

Eve’s ancillary qubit is described by the reduced den- (i) Confidential information can be transmitted

sity matrix p': directly without transmitting the keys first. Since the

secure communication has been simplified.

P , 1 1+ cos? ¢ 0 ) Th dified logical bi d
P’ =Tra(p') = 3 L (24) (ii) e modified logical quantum bits are use
0 sin” ¢ to overcome the noise impaction. Even though the

In fact, Eve’s density matrix reveals her nothing but channel collective noise is in a very strong case, the

the randomly results |0), and |1)1, as the secret infor- security of the QSDC is also guaranteed.

mation is encoded by the two logical qubits Bell states. (ii1) This scheme has a high coding capacity, an

When the photon loss is small in low noise channel entangled state can carry two bit of classical informa-

Eve’s attack will increase either the error rate or loss 100 Also the operations are easy to be realized.

of signals. So Alice and Bob can analyze the error rate In our improved protocol, the logical quantum

and the efficiency in the first security checking process bits are used to overcome the collective noise im-

to check the eavesdropping behaviour. paction. As discussed above, the |0)1, is not altered by
In this study, we proposed an improved QSDC  the noise and the same to the |1)1,. Each EPR pair can
protocol which is immune to both the collective ro- be used to carry two bits of information. However the

tation noise and collective dephasing noise. Also presented scheme also has some disadvantages. That
we analysed the security of communication under  1is, it uses more particles to construct the logical bits to
intercept-resend attack and individual attack on the  overcome the noise. Because we use the improved log-
logical qubits. The benefits of the improved QSDC  ical quantum bits, more particles should be used to
protocol are mainly embodied in the following aspects: ~ construct the logical bits compared with the QSDC
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in Ref. [10], and the equipment becomes complicated.

For example, the logical quantum bit |0)y, is the su-

perposition of four states in four particles. In prac-

tice, Alice and Bob should correct the environmental

destruction on the entanglement system. These oper-

ations need the help of some quantum technologies.
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