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Partially secret broadcasting, partially secret splitting
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In this paper, we propose a classical secret broadcasting and splitting joint protocol in a quantum scenario. With

those genuinely entangled states, the boss can always broadcast some of his secrets and split some others to multi-

receivers at the same time. The efficiency of the joint protocol is also compared with that of two separate ones which

realise classical secret broadcasting and classical secret splitting respectively, and based on the comparison we can see

the promising advantage of our joint protocol is that it can realise the two tasks more efficiently and more conveniently.
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1. Introduction

Entanglement, the heart of quantum information
theory, has allowed many interesting applications—
such as teleportation,'~7 dense coding,®~'? un-
conditionally secure key distribution!'3=16l—to come
true. It is also employed in the communication sys-
tems for authentication,'7*8! secret splitting,[*9—3%
secret broadcasting®? and so on. With the method
of quantum technology, the above systems could pos-
sess high performance in their security. However, en-
tanglement, as an important resource for a variety
of existing tasks and possible unknown ones, still re-
quires thorough research and investigation. For ex-
ample, since the first quantum secret splitting pro-
tocol using the Greenberger—-Horne—Zeilinger (GHZ)
state was proposed by Hillery et al['”) and then ex-
tended by Xiao et al.,?! the study utilizing this kind
of entangled state in the field of quantum communica-
tion, especially in the multiparty communication case,
has never stopped, and many surprising results have
been found.?'=3 Very recently, Wang et al.l*?! also
presented a classical information broadcasting scheme
based on this kind of state. In this paper, we want
to explore another new research direction in which
the classical scenario of secret broadcasting and secret
splitting can be realised with the entangled qubits at
the same time. We first present the three-party pro-
tocol, analyse it in detail and then generalise it to the
n-party one.
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2. Joining secret broadcasting

and secret sharing together

Suppose the boss Kathleen wants to broadcast a
less confidential classical message and split a more
confidential one in an honest group. To our best
knowledge, there is no way for Kathleen to accom-
plish this task at once, so far. In the following, we
would like to introduce a skilful method resorting to
multipartite entanglement to solve the problem.

As an example, we first consider the case where
there are three honest agents in the group, say Al-
ice, Bob and Charlie. To achieve the goal above, the
parties act as follows:

Step (a) Kathleen, the boss, prepares a sequence
of entangled photons in one of the following four six-
particle maximally entangled state:

1

) = 51000000 + [111111)), (1)
1

"}/2> = \ﬁ(|000000> — |111111>), (2)
1

"}/3> = \ﬁ(|010101> + |101010>), (3)

Ia) = —(|010101) — |101010)). (4)

5

2

Because the four two-qubit Bell states are

Bay) = (10,08 3) + (C*L183),  (5)
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where z,y € {0,1}, we can rewrite the states (1), (2),
(3) and (4) as

I71) = %(|Boo>|Boo>|Boo> + |Boo) | B10o)| Bio)
+[B10)|Boo) |B1o) + [B10)1B10)|Boo)),  (6)

[v2) = %(|300>|300>|310> + |Boo) | B1o) | Boo)
+[B10)[Boo) |Boo) + 1B10)1B10)1B10)), (7)

lv3) = %(|501>|301>|301> + |Bo1)|B11)|Bi1)
+[B11)[Bo1)|Bi1) + |B11)[B11)[Bo1)),  (8)

[va) = %(|301>|301>|311> + |Bo1)|B11)|Bo1)
+[B11)[Bo1)|Bo1) + [B11)1B11)B11)).  (9)

Step (b) The boss distributes the first and the
second particles of each state to Alice, the third and
the fourth to Bob, and the fifth and the sixth to Char-
lie. Note that Kathleen transmits the six particles
step by step, namely time-separatedly, and after each
transmission, the parties check whether there is any
eavesdropper as follows.

Step (c¢) The checking procedures are: after each
particle transmission, all the parties agree to choose
a subset of the entangled states to detect an eaves-
dropper and they measure each corresponding par-
ticle in a state with the same measuredment basis
{| +90°),| —90°)} or {| + 45°),| — 45°)}. After that,
each agent tells the boss their measured results in a
random order, and Kathleen judges the existence of
the eavesdropper. If there is no cheating on line, they
go to the next step, otherwise they restart the estab-
lishment of communication.

Step (d) After ensuring there is no eavesdrop-
per on line, all the recievers perform Bell state mea-
surement on each pair of the recieved particles sepa-
rately. Following the rule that the measurement out-
comes {|Boo), |Bio)} stand for the broadcasting clas-
sical bit 0 and {|Bo1),|B11)} for 1, Alice, Bob and
Charlie can easily and directly obtain the secret from
Kathleen. However, when Kathleen encodes the secret
to be shared obeying that if the measured results of
Alice, Bob and Charlie contain odd numbers of |Byg)
or |Bp1), namely Kathleen chooses state |y1) or |vs),
the secret is 0 (otherwise the secret is 1), then the
three agents can share the confidential information,
while no subset of the three members is sufficient to
read the information, but the entire group is.

For example, if Kathleen prepares the initial
state in |vy3), then the possible measured results
of the three receivers are in one of the following
four sets, namely {|Bo1)|Bo1)|Bo1)}, {|1Bo1)|Bi1)[Bi1)},
{IB11)|Bo1)|B11)} and {|B11)|B11)}|Bo1)}. However, no
matter which one of the four sets the measured results
would be, each receiver can read the broadcast infor-
mation directly, because |Bo1) and |Bi1) both stand
for the broadcast information 1. On the other hand,
they cannot attain the splitting information alone un-
til they cooperate later to know there are all together
odd numbers of |Byg) or |Bp1) (in this case, the num-
ber of |Bp1) would be one or three), then obtain the
splitting information 0.

Now, we would like to look into its security per-
formance. Because the secret is meant to be par-
tially broadcast among the group, we assume all the
agents are honest. What we focus on is the cheat-
ing behaviour from outside. Because there is no in-
formation needed for the decoding phase, it is free
of classical information leakage. So if the eavesdrop-
per wants to steal the secret, she has to disturb the
quantum line. No matter what eavesdropping strat-
egy she has applied (the measure-and-send attack, the
intercept-and-resend attack, the entanglement attack
and so on), it will be obviously detected if she gets
any information. We can see this from the aspect of
information theory below.[33]
Assume that the state p = |v)(vl, (¢ =
1, 2, 3, 4) turns to p* after Eve’s eavesdropping. The
classical information Eve can obtain from p* is less
than the Holevo quantity x(p*), which is

x(p*) = S(p*) — ZpiS(pi% (10)

where S(p*) is the von-Neumann entropy of the state
p* and the upper bound of x(p*). Define

a=1=F(),p)? =1~ (ulp ), (11)
in which F(|y;), p*) is the fidelity of the states |v;) and
prBo<ac<t

Since the state p* is composed of six qubits, the
maximal entropy of p* is

S(p ) max = —(1 —a)logy(1l —a)
—(2° = 1) x [a/(2° = D)]log,[ar/(2° — 1)].
(12)
Under the above two bases detection strategies, we ob-
tain that d > a/2.3 From the result of Eq. (12), it

can be seen that when o = 0, which is the only chance

for d = 0, the maximal information Eve can gain is
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S(p*) = 0. Therefore, if the eavesdropper wants to
attack the quantum channel effectively, she has to face
a nonzero detective probability.

A similar checking strategy has also been applied
in Ref. [35], and very recently, Tan et al.*%] also proved
that it is impossible to identify orthogonally time-
seperated entangled states without disturbing them.
Thus our protocol is robust and secure.

3. Comparing the joint proto-
col with the previous separate

ones

In this section, we would compare briefly the effi-
ciency of our proposed protocol with that of the previ-
ous separate ones.['%32 Tn Ref. [19], to realise one bit
of information splitting between two parties, it should
at least consume one three-photon GHZ state. In
Ref. [32
two parties with entanglement swapping, it should

], to broadcast one bit of information between

also at least consume one three-photon GHZ state. In
a word, if one wanted to split one bit of information
and broadcast another between two parties before, he
had to resort to the above two different protocols and
spend at least two three-photon GHZ states. However,
with our protocol, if one wants to realise the same
task, then the procedure is more convenient and only
one four-photon GHZ state should be spent (note that
the six-photon states used in the previous section are
meant to deal with the case where there are three re-
ceivers). As a result, from the aspect of quantum state
consumption, using the protocol we proposed seems
more efficient than using the previous separate ones
if the same amount of information is to be broadcast
and split at the same time.

4. Generalized protocol

Now, we would generate it to n-party classical
secret broadcasting and secret splitting. The proce-
dures are analogous while the only difference is that
we employ a 2n-particle entangled state here. The
2n-particle entangled state is in one of the following

forms:
|Ih) = —(\0000 . 00)g, + |1111 ... 11)a,), (13)
f
|Ip) = (\0000 . 00)g, — 1111 ... 11)s,), (14)

S\

|Is) = —(|0101 . 01)an + [1010. .. 10)2,), (15)

3

|Iy) = —(|0101. .. 01)5, — |1010... 10)

ﬁ 2n)' (16)

When n is even, we can rewrite the states as

1) = \/2,1 7 (1Bo0)®" + [ Boo)* "~ |Bio)** + ..

+[Boo)® 2R |B1o)$2F 4L+ [ Bio)®™); (17)

‘F2> - \/;(|BOO> " 1)|610>®1 + |Boo>®(n73)

|Blo>®3 .+ |BOO>®(n7172k)|Blo>®(1+2k)
+... + |Boo>®1|810>®(n_1)); (18)

1
[I5) =/ F(|801>®n + [Bo1)®" ) | By ) #2

+\Bo1>®(n72k)|311>®2k +...+ |311>®n)§ (19)

113) =\ gnm 1(|301>®(" V1B11)®t + [Bor )~

B1)®3 4 ...+ |Bop) B —1-20) |5,y @ (1+28)
+... + |301>®1|811>®(n71)); (20)

and if n is odd, the states become

IDNE \/zn = (1Bo0)®™ + [Boo)® ") B1o)®* + . ..

+|Boo) 22| By o) B2F 4 |Byo) Bt
|B1o)® ")y (21)

112) =\ 5a= 1(|BOO>®(" V|B1o)®" + [Byo) &%)

|810)®3 +...+ |BOO>®(n7172k)|Blo>®(1+2k)
Fee H B0l (22)

173 = |/ gr (1Bon) ™"+ [Bor) "~ Buy) 2

+‘801>®(n72k)|811>®2k 4.+ |BOO>®1
|Byo) @ 1); (23)

|Iy) = \E“Bm@(n 1)|B >®1+|601>®(n—3)

|Bll>®3 I |801>®(n—1—2k)|Bll>®(l+2k)
+... +|Bll>®n) (24)

Note that |Boo)®™2F)|B;0)®?* does not mean one
term here, it represents every possible state contain-
ing (n—2k) |Boo) and 2k|Bio), namely containing C2*
terms all together. For example, when n =4, k =1,
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|Boo) 2" 2K)|B19)®%* can be displayed as C7 = 6
terms, which are

|Boo) @ [Boo) ® [Bio) @ |Bio),
|Boo) ® |Bio) @ |Boo) ® |Bio),
|B1o) ® |Boo) ® [Boo) ® |Bio),
|Boo) ® |Bio) @ |Bio) ® |Boo),
|B1o) ® [Boo) @ |Bio) ® |Boo),
|B1o) @ [Bio) ® |Boo) ® |Boo)- (25)

As to

|BOO>®(n7172k) |B10>®(1+2k)7 |Blo>®(n72k) |Bll>®2k

and
|Blo>®(n7172k) |Bll>®(1+2k),

it is similar and analogous. So, following the same
encoding and decoding rules, the boss can always ful-
fil the task to broadcast some secret and split some
among multiparties as well. The detailed procedures
are:

Step (A) First of all, the boss prepares a se-
quence of entangled photons in one of the above four
maximally entangled 2n-particle states to establish a
quantum channel.

Step (B) The boss distributes the first two par-
ticles of a state to agent 1, the second two to agent 2
and the third two to agent 3, ...
the last agent. The particle transmissions are step by

, and the last two to

step, and after each transmission all the parties check
whether there is an eavesdropper.

Step (C) The checking procedures are simi-
All the parties
agree to choose a subset of the entangled states and

lar to that of the three-party case.

measure each corresponding particle in a state with
the same measurement basis {| + 90°),| — 90°)} or

{] + 45°),| — 45°)}. After that, each agent tells the
boss the measured results in a random order, and the
boss judges the existence of the eavesdropper. If there
is no cheating on line, they go to the next step, oth-
erwise they restart the establishment of the quantum
channel.

Step (D) After ensuring there is no cheating
behaviour on line, they perform Bell state measure-
ment on each pair of the received particles respec-
tively. Following the rule that the measured outcomes
{1Boo), | B1o) } represent the broadcasting classical bit 0
and {|Bo1),|B11)} stand for 1, all the agents can easily
and directly obtain the broadcasting secret from the
boss. However, when the boss encodes the secret to be
shared obeying the rule that if the measured results of
all the agents contain odd numbers of |Byg) or |Bo1),
namely she chooses state |I) or |I3), the secret is 0,
otherwise the secret is 1, then the agents can share
the confidential information. Also, no subset of all
the members, but only the entire group, is sufficient
to read it. Thus the process is completed and since
the checking procedure is similar to what has been
discussed above, the scheme holds its security.

5. Conclusion

In summary, we have combined classical secret
broadcasting and splitting in a quantum scenario and
discussed it intensively in this paper. What we are
aiming at is to inspire related researchers to find novel
applications with quantum entanglement. In fact, due
to the spooky feature of entanglement, many classi-
cally impossible tasks can be accomplished easily in
the quantum area. So we hope those researchers can
dig out more along this line in the future.
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