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In this paper, we propose a quantum secret sharing protocol utilizing polarization modulated doubly entangled

photon pairs. The measurement devices are constructed. By modulating the polarizations of entangled photons, the

boss could encode secret information on the initial state and share the photons with different members to realize the

secret sharing process. This protocol shows the security against intercept-resend attack and dishonest member cheating.

The generalized quantum secret sharing protocol is also discussed.
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The purpose of classical secret sharing is to dis-
tribute secret keys between the boss and his two or
more agents. The boss expects to generate secret keys
with the two agents separately and the two agents
cannot reveal the boss’s information until they com-
bine their results. Quantum cryptography is an im-
portant branch of quantum information which com-
bines quantum mechanics and classical communica-
tions, and quantum secret sharing (QSS) is a special
utilization of quantum mechanics in classical secret
sharing. The basic model of QSS permits the boss
and two (or more) remote parties to share the secret
keys and any eavesdropping behavior will be discov-
ered by the communication parties. QSS was first pro-
posed by M. Hillery, V. Bufek and A. Berthiaume!"
(here we called HBB quantum secret sharing proto-
col).
entangled state (the Green—Horne—Zeilinger state) is
Koashi
and Imoto considered the correlation of the two-qubit

In HBB protocol, a three-particle maximally
used to realize the secret sharing process.

Bell state in their quantum secret sharing scheme.!?
The idea of QSS have attracted a vast amount of re-
search effort ever since the work of M. Hillery et al
. There have been many theoretical developments in
this subject,3~15 and the experiment research of QSS
has also progressed rapidly.[16—18]

Traditionally, the polarization entangled photon
pairs are generated by a spontaneous parametric down
conversion (SPDC)M process in which a nonlinear

crystal was pumped by high intensity lasers and two
photons marked with idler (i) and signal (s) are cre-
ated under the phase match conditions: w, = ws 4+ w;,
k, = ks + k;. Here in Ref.[20] the authors proposed
the scheme of doubly entangled photon state (DEPS)
generation and experimentally realized it by using a
AlGaAs multi-layer waveguide under the pumping of
laser pulses. The scheme shows a higher conversion
efficiency than the usual methods. The frequency and
polarization maximally entangled DEPS can be writ-
ten as:
1

V2

Here H and V represent the horizontally and vertically

|0) = —=(1H,ws)|V,ws) + |[V,wa) [H,wir)). (1)

polarized states of photons, respectively, ws, wg, w;,
w; are the frequencies of the signal photons and idler
photons, respectively. The entanglement purification
protocol of DEPS has been studied recently. 2!

Here in this paper, we propose a high capacity
QSS protocol exploiting polarization and frequency
doubly entangled photon states. Suppose the boss
Charlie wants his two agents Alice and Bob to fin-
ish the secret sharing tasks. And Charlie owns the
doubly entangled photon source which generates the
photons in the state | ).

The quantum secret sharing process is described
as follows: Charlie prepares a series of DEPSs in the
state | W) and performs jointly unitary operations
L4 ® Lp on each of the entangled pairs. The opera-
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tion L is chosen randomly from the set [I, 0,10y, 04].
This operation transforms the initial state |¥}) to
other eight bases shown below:

1
V2
+ |V,ws)alV,wir)s);
Tl V.
+ |V wsr)o| H,wir)p);

1
V2
+ [H,ws)a|V,wir)p);

1
V2
+ |H7w5/>a\H, wi/>b).

|0 = = (|H, ws)a| H,wi)p

|W3) =
IT) = —=(IViws)alH,wi)
(4)
175) = —=(Viws)alV,wids
(5)
Charlie separates the two photons and distributes

anby] to Al-
ice and Bob, respectively, which means the photon

his photon sequence [a1b1, asba, asbs, .. .,

sequence marked with a is sent to Alice and the se-
quence marked with b is sent to Bob. For the pur-
pose of secure communication, Charlie randomly adds
some checking photons (called “decoy photons”) into
the sequence.??l The polarization of the photons are
randomly in one of the four states: |H), |V), |H+ V),
|H — V). And the frequencies of the photons are ws
or wy in the a sequence and are w; or w; in the b
sequence.

When the two photons arrive at Alice’s and Bob’s
sides, they perform the security checking procedures
with Charlie on the “decoy photons” respectively.

l

Then they send the remaining photons into their mea-
surement devices. They record the time instances at
which the detectors clicked and the results of the de-
tectors. Then both Alice and Bob announce the time
For the
time instance when Alice and Bob both received the

instances when they detected the photons.

signals, they record it as the shared key. For the time
instance when only one of them receives the signals,
they recorded it as the loss signal since one photon
might be lost during the channel transmission or there
might be dark counts on the detectors. Dropping the
loss instance, they share a sequence of keys with Char-
lie. Alice and Bob cannot recover the secret keys un-
less they combine their results.

The apparatus of DEPS QSS is shown in Fig.1.
Charlie’s source locates between Alice and Bob. When
the photon pairs arrive at Alice and Bob’s detection
device, they both pass through the WDM device and
inject into different ports of PBS. Between WDM and
PBS, there is C for the wavelength conversion process
which is described in Refs.[23] and [24]. Tt consists of
a WDM coupler, a periodically poled lithium niobate
(PPLN) waveguide and a filter.
through the WDM as signal light and are pumped by

The photons pass

a high intensity laser with a certain wavelength on a
PPLN waveguide. The filter followed is used to fil-
ter out the pump laser light. Then the sum-frequency
process generates a photon with frequency w. The fre-
quencies of a and b photons are changed to the same
frequency by the wavelength conversion process, which
means that the DEPSs transform to usual Bell states.

Alice
La

Charlie

Lp

N

source

/5

1
2 C

S~

detectors on each port

detector ¢

HWP PBS+detector q

Fig.1. Quantum secret sharing apparatus.

Here WDM is the wavelength-division multiplexing device.

HWP and PBS are the half wave plate and the polarizing beam splitter, respectively. C is used to induce

the wavelength conversion process.
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Then the photons with the same frequency are
measured by o, measurement which trigger the de-
tectors at different ports. We can see in Table 1 the
correspondence between the detector clicks and the
states. Here we mark the detector on the transmitted
line with p and the detector on the reflected line with
q. For example, assume that Charlie’s secret message
is encoded in the state | ;). When the photons arrive
at the detectors, Alice’s p detector on port 2 is clicked
and Bob’s p detector on port 4 is clicked, or Alice’s ¢
detector on port 2 and Bob’s ¢ detector on port 4 are
clicked. When one round of secret sharing is finished,
Alice and Bob record two clicks of the detectors. By
repeating the process many times, the recorded infor-
mation can be shared as the secret keys between the
three parties.

Table 1. The correspondence between the detector clicks and
the states. The numbers 1, 2, 3, 4 indicate the ports of the
measurement devices and p, ¢ indicate the two detectors on
different lines.

triggered ports corresponding states

2p,4p(2q,4q) [6F)
2p,4q(2q,4p) [¢7)
2p,3p(24,3q) |w)
2p,3q(2q,3p) [¥—)
1p,3p(1q,3q) |7T)
1p,3q(1q,3p) [T7)
1p,4p(1q,4q) )
1p,4q(1q,4p) |['~)

In the DEPS QSS protocol,
ing is performed both between Alice and Charlie

security check-
and also between Bob and Charlie. The security
checking procedures are equivalent to the security
checking in BB84 quantum key distribution.*®! In
the DEPS QSS procedure, Charlie produces a se-
ries of “decoy photons” in the AC and BC se-
quence, respectively. The “decoy photons” are in
the states |[H,wys)), |V, wss)), [H £ Vwg(sry) cor-
responding to the AC channel and in the states
|H,wiiny), |V, wi@iny), |H & V,wjry) corresponding to
the BC channel. After Charlie distributes all the pho-
tons with Alice and Bob, he announces the positions of
the “decoy photons” used for security checking. Then
Alice (Bob) chooses to measure the sample qubit in
either the o, or the o, basis. Then they announce the
basis information to Charlie along a classical chan-
nel. For the bases they choose which are the same
with Charlie’s, they keep the results and compare the
results with Charlie, respectively. If the error rate of

both channels are lower than the security bound, then
the secure communication process is secure.

The DEPS QSS protocol is robust against
intercept-resend attack and dishonest member cheat-
ing. In the QSS process, there is only one photon in
the channel at each time slot. When Eve performs
intercept-resend attack, the photon will be lost and
will not trigger simultaneously on Alice’s and Bob’s
detectors if she eavesdrops the photon without adding
a fake one. Eve has to finish her intercept-resend at-
tack in the transmission process, i.e., Eve performs a
Bell state measurement on each time slot on the two
photons. Using the DEPS measurement device, Eve
reads out the state completely. But the Bell state mea-
surement will introduce errors to the “decoy photons”.
If Charlie adds a |H 4+ V, ws)q @ |H +V, w;: )y, state, the
two photons will pass through the WDMs along the
ws and w; ports when Eve performs a Bell state mea-
surement. Then the photon will be transmitted with
50% probabilities and be reflected with 50% probabil-
ities by the polarizing beam splitter. The state will
cause clicks on the four ports with equal probabilities.
For example, if Eve’s clicks are on the 2p and 4p ports,
then she produces the state |$},) and sends to Alice
Alice’s
and Bob’s measurements will cause errors on the se-

and Bob the a and b photons, respectively.

curity checking photons and the error rate is 75%. So
Eve’s intercept-resend attack will be discovered by the
communication parties.

Suppose there is one dishonest party, say Bob, in
the secret sharing process, Charlie encodes the secret
keys by performing the L4 ® Lp operations, then he
sends photons to Alice’s and Bob’s channels, respec-
tively. The dishonest agent Bob tries to get full in-
formation on the secret keys without being discovered
by Alice and Charlie using the intercept and resend
attack.

In the DEPS QSS protocol, Bob cannot avoid
blocking the “decoy photons”. With the photons in
the state |H, ws(sf)>, |V, ws(sz)>, |H £V, ws(s/)>, Bob
cannot distinguish them from the DEPS. For example,
if Bob intercepts the security checking photons in the
state | H,w,)®|H, w;) and sends them to the measuring
apparatus. With the operation of the polarizing beam
splitter and the half wave plate, the |H, ws) ® |H,w;)
state becomes

|Ha ws>|Ha wz>

= IHa w8>|vai> + |H7w8>|v’wi>
+ [Viws)[H, wi) + [V, ws) |V, wi). (6)
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The state may trigger the detectors on ports 2 and
4 and will be misunderstood by Bob to be the state
|1 ). Then Bob prepares the state |®,) and propa-
gates the a photon to Alice. After the transmission
of photons, Charlie and Alice perform the security
checking. At first, Charlie announces the positions
of the checking bit. Alice selects to measure them in
either the o, or the o, basis as in the BB84 quantum
key distribution protocol. With half the probabilities
she chooses the correct basis (0,) but gets the wrong
result. With the case Alice chooses the o, measure-
ment, they omit the results. Alice and Charlie check
the errors of the results publicly, if the error rate is
higher than the security bound, they would discover
the existence of a potential eavesdropper.

If Bob performs an individual attack[?6:27 in
which he attaches each of the a photons with an ancil-
lary photon and makes a joint unitary operation, the
operation can be described by:

Jp|H)o ® lep1) = [H)q @ [E5)
JB|V)a ® lep1) = cosd|V), @ €p1)
+sin ¢ H)alp1); (7)

here ep; represents the state of the ancillary photon.
Then Bob performs a measurement on his b and eg;
photons and reads out the secret results that Charlie
encoded. The individual attack may also introduce
errors on the “decoy photons” and Bob’s individual
attack will introduce errors of sin?6/2. So any eaves-
dropping behavior performed by the dishonest mem-
ber will be discovered by the security checking process.
The experimentally realized DEPS are in the gen-
eralized form
m
Viml? + |nz[?
L
Viml? + [nz]?
Here coefficients 7, and 7y represent the degrees of
entanglement. The DEPS QSS protocol can also be
realized using the non-maximally entangled state.[28!

|ent> = ‘WS,l’H>|w1,17V>

lws2, V)|wre, H). (8)

When the communication starts, Alice and Bob mea-
sure the two photons in the generalized form. The
degree of frequencies guarantees the photons to pass
the corresponding ports of WDMs and the degree of
polarization guarantees them transmitting the corre-
sponding ports of PBS. After the wavelength conver-
sion process, the state transforms to

E—) )]

Vim [+ [ne2l?

lent’) =

— vty 9
+\/\n1|2+|772|2| N ®)

Then we perform the half wave rotation operation, the
state transforms to

m + 12

2/ Im? + |n2|?

m — 172

2/ |m[? + |n2[?

lenv) — (I+z+z)—|-z—2)

(I+z—a)—[-z+z)).

(10)

So we «can see that with probabilities
[ m—1n2

V2Im[? + |2l

errors. With probabilities [

2
] , our measurement will introduce

m + N2

2
MR | the
V2ml? + In2|2]

generalized DEPS QSS protocol works the same as
the maximally entangled state. We can see the suc-
cess probability from Fig.2.

09¢

0.8

0.6 |

0.2 0.4 0.6 0.8 1.0
m

Fig.2. The success probability of QSS using generalized
DEPS.

Then we can conclude that even using the non
maximally entangled state, our DEPS QSS can still
be realized with a certain probability related to the
value of n; and 2. In the DEPS QSS protocol, each
sharing process transmits 3 bits of information for a
maximally doubly entangled state. For a generalized
QSS state, the efficiency depends on the degrees of
entanglement.

In summary, we have proposed a quantum se-
cret sharing protocol using doubly entangled photon
states. The counter propagating entangled photons
can be generated by using an efficiently pumped Al-
GaAs waveguide. We constructed the measurement
devices. The QSS protocol is secure against intercept-
resend attack and member cheating attack. Also the
generalized conditions of quantum secret sharing us-
ing a non-maximally doubly entangled photon state
are discussed.
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