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A multiparty simultaneous quantum identity authentication protocol based on Greenberger—Horne—Zeilinger

(GHZ) states is proposed. The multi-user can be authenticated by a trusted third party (TTP) simultaneously. Com-
pared with the scheme proposed recently (Wang et al 2006 Chin. Phys. Lett. 23(9) 2360), the proposed scheme
has the advantages of consuming fewer quantum and classical resources and lessening the difficulty and intensity of

necessary operations.
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1. Introduction

One of the most mature branches of quantum in-
formation science is quantum cryptography!!!, which
provides an unconditional method of secure commu-
nication. Warranted by the fundamentals of quan-
tum mechanics, quantum cryptography has received a
lot of attention. A good many quantum communica-
tion schemes have been proposed, such as quantum
key distribution (QKD),?~4 quantum secret shar-
ing (QSS),5~7 quantum secure direct communication
(QSDC)[B=13 and quantum identity authentication
(QIA).M4=18] QKD’s goal is to provide a secure way of
exchanging a private key. QSS is the generalization of
classical secret sharing to the quantum scenario and
can share both classical and quantum messages among
sharers. Unlike QKD, whose goal is to generate a com-
mon key between parties, QSDC’s goal is to transmit
the secret messages directly without first establishing
a random key to encrypt them. The object of QIA

is to authenticate the parties of communication in a
quantum way.

Most QIA schemes involve only point-to-point au-
thentication, i.e., authentication between two parties.
DuSek et al!'¥ proposed a hybrid QIA system by com-
bining QKD with classical authentication. Using one
qubit as the authentication key, Curty and Santos!'®!
proposed a QIA protocol for binary classical messages
in a secure manner. There have been a lot of papers
devoted to this topic (see, e.g., Ref.[16] and the refer-
ences therein).

In 2006, Wang et all'™ proposed a multiparty
simultaneous QIA protocol based on entanglement
swapping. In their scheme, all the users can be au-
thenticated by a trusted third party (TTP) simulta-
neously with entanglement swapping. We call this
model the multiparty simultaneous quantum identity
authentication (MSQIA). We proposed an MSQIA
protocol with single photons which utilizes the secret
shares as their authentication keys obtained by the
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users by performing secret sharing protocols.[!8]

In this paper, we will present an MSQIA proto-
col based on GHZ states, which combines the idea
in Ref.[19] with that in Ref.[20]. Similar to Refs.[17]
and [19], we suppose that a TTP, Trent, authen-
ticates r legal users, Alice;, Alices, ..., Alice, si-
multaneously. Trent shares a secret identity num-
ber ID; (i = 1,2,...,r) and a secret hash function
h; (1t = 1,2,...,r) with each user. Here the hash
function is defined as

h:{0,1}! x {0,1}™ — {0,1}", (1)

where [,m and n denote the length of the iden-
tity number, the length of a counter and the length
Thus the
user’s authentication key can be expressed as AK =
h(ID, C), where C is the counter of calls on the user’s
When the length of the authentica-
tion key is not enough to satisfy the requirement of

of the authentication key, respectively.

hash function.

a cryptographic task, the parties can increase the
counter and then generate a new authentication key.

We denote the authentication keys of Alice;, Alices,

ey Alicer as AKA1 = hAl(IDA17CA1)7AKA2 =
ha,(ID4,,Ca,),...,AKa, = ha,(ID4,,Cy,) respec-
tively. Zhang et al*" pointed out that the two proto-
cols in Ref.[19] are insecure because they cannot pre-
vent the authenticator from knowing the secret mes-
sage. Similar to Ref.[17], we only utilize the definition
of the authentication key in Ref.[19], and the mes-
sages exchanged between Trent and the users are their
shared authentication information. Such problems do
not exist in our protocol.

2. Our scheme

Let us describe this MSQIA scheme. We consider
only the ideal condition: there are no noise and losses
in the quantum channel. Each user shares an authen-
tication key with Trent, as we have described above.

All the (r + 1)-particle GHZ states can be de-

scribed by!22

1
G =—|0j...B)+[1(Ga1)... (ko1 :
G k) 7 0j...k)+[1(G®l)... (ko))
s T T TA1Az.. A,
1
G =—10j..0 -1(G®l).. kol , 2
Gy ko) 7 0j...k)—[1(G&l)...(ka1)) (2)
r T T TA1As... A,

where j,k € {0,1}, @ denotes addition modulo 2, |0) and |1) are the two eigenstates of the Z-basis.
(Step 1) Trent generates a sequence of ordered N (r + 1)-partite GHZ-state quantum systems, each of

which is in the form

|@m> = |0 SA1mSAgm + -

Sl

sa, )+ 11(sa,, ®@1)(s4,, ©1)...

(sa,,, ®1)) ; 3)

T

where m represents the state order in the sequence
and the subscripts Ty, A1m, Aom, ..., Arym represent
the r 41 particles of the m-th GHZ state. Trent takes
particle T'(Ay, As, . ..
ordered particle sequence, called T'(Ay, As, . ..

,Ay) for each state to form an
, Ay se-

quence. And for each i and m, the value of s4, cho-

sen at random between 0 and 1 is known only to Trent
but by no means to any other person including the Al-
ices. Before Trent sends the sequences to the Alices, he
inserts a certain number of decoy photons into each se-
quence at random positions. All these single photons

are randomly in one of the states {|+),|—)} (|+) =

r TmAimAzm...Arm

% (10) +11)),]-) = % (|0y = |1))), which can be
used to check eavesdropping. Afterwards, he keeps
the T sequence and sends A1, Ao, ..., A, sequences to
Alicey, Aliceg, ..

(Step 2) To ensure the security of the quantum

., Alice,, respectively.

channel, the parties check eavesdropping as follows:
(a) After hearing from the Alices, Trent publishes the
positions of the decoy photons. (b) the Alices mea-
sure the decoy photons in the received sequence in the
X-basis {|+),|—)} and then publish their measure-
ment results. (c) Trent can then check eavesdropping
by comparing the Alices’ measurement results and the
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initial states of the decoy photons. If the channel is
safe, their results must be completely consistent. (d)
If Trent confirms that no eavesdropper exists, he an-
nounces this fact. If the Alices confirm that there is
no eavesdropping, they continue to execute the next
step. Otherwise, they abort the communication.

(Step 3) For a given m, Trent measures her qubit
Ty in Z-basis with the result j# = {0,1} then asks
the Alices to do so with their qubits A;,, with the
outcome j4 = {0,1}.

(Step 4) Each Alice; publicly broadcasts the value
YA, = QA,;,, D jim, where ay,,, is the m-th value of
AKAi .

(Step 5)
formation of Alice; as aa,, = ya,, @ (605, J7 +
01,54, (§7 @1)]. If the decoded authentication infor-
mation of Alice; is equal to AK 4, for 1 <i <r, Trent

Trent decodes the authentication in-

can authenticate the Alices.

3. Security analysis

Now let us discuss the security for the present
protocol. To gain useful information (i.e. the authen-

l

|IY1 >TmA1mA2m...ATme

= | Pin) T Av Az A [0)

1
\ﬁ (|OSA1177,SA277L s

tication information of the Alices) in the protocol, an
eavesdropper (an outside eavesdropper or a dishon-
est user) must attack the quantum channel during the
transmission of quantum signals. As pointed out in
Refs.[23]-[25], a participant generally has more op-
portunity to make an attack than an outside eaves-
dropper in the QSS protocols. If a QSS protocol is
secure for a dishonest participant, it is secure for any
eavesdropper. So the participant attack has received
more attention in the security analysis of a QSS pro-
tocol. In fact, the same is also the case in the present
MSQIA protocol. In our protocol, to check eavesdrop-
ping, the TTP does not use the correlation property
between the measurement results on the GHZ states,
but adopts the decoy photon technique.8! The rea-
sons are as follows. If only the correlation property of
GHZ states is used in the security check, the proto-
col cannot resist the double-CNOT (controlled-NOT)-
operation attack which was described in Ref.[27]. The
process of the double-CNOT attack is as follows:

Suppose the dishonest user is Alice;. Alice; pre-
pares an ancilla |0),. The GHZ state and the ancilla
compose a composite system

$Apm) T 11(841, @ 1)(545, ©1) o (84, @ D) 4 A n 100, (4)

where the subscript e represents the ancilla. Second, if Alice; wants to eavesdrop the information about Alice;’s
authentication key, she executes a CNOT operation C4,. (the first subscript A; denotes the control qubit and
the second one e denotes the target qubit) on the qubit Aj sent to Alice; by the TTP and the ancilla, the state
of the system changes into

|177)

1
= E (|03A1m5A2m .. 'SArm> |sAjm>e =+ |1(5A1m (&) 1)(8,42m P 1) - (SArm (o2 1)> |3Ajm (&) 1>e) s (5)

T AimAzm ... Arme

Third, Alice; performs another CNOT operation Cy4,. on the qubit A; sent to her and the ancilla; she will
obtain

|1°)

1
= ﬁ (lOSAhnSAQm .

T ArmAzm...Arme

SAm) F11(sA,, ®1)(54,, ®1) ... (54, ®1))[s4,,, B5a,. ). (6)

It can be seen that the ancilla is disentangled from the multipartite entangled state, and more importantly, the
original state | @)1, Ay, Aoy A, 18 left alone. Lastly, Alice; measures the ancilla in the Z-basis and she will
obtain sa;,, @ sa,, definitely.

When all Alices publicly broadcast the value ya,, in step 4, Alice; can deduce the authentication key a4,

according to her authentication key aa,, and the value of s4,, @ sa,,. That is, from the equations

YA = OA;, @]fZLm =aa,,, D [50,&4. J%m + 51,5Aim (.7%,,, D 1)]7 (7)

im



3236 Yang Yu-Guang et al Vol. 18

and

YAy = a5, ® A, = an,, © o, 7, +01sa,, (77, ® 1), (8)
Alice; can obtain
YAim B YA, = A, Saa,, & [6os,, JF +01e, (7 ©1)] & {50,5Ajmj%m + 0104, (7, ® 1)} -9

im

Case 1: 54,,, ©s4,, =0, thatis, sa, =0and s4,, =0o0r ss,, =1and sa,, = 1. Alice; can obtain
YAim DYA;,, = A, Daa,,,, (10)
and
A = YA DYA,, Daa,,- (11)

Case 2: s4,,, @ 84, =1, that is, sa;, =0and s4,, =1o0rss,, =1and sa,, =0. Alice; can obtain

yAMn EB yA]m = G'Aim @ aAj7n ea 1’ (12)

and

QA = YAim @ YAjm ©aa,, ® 1. (13)

So Alice; can obtain Alice;’s authentication key a4, without introducing any error.

jm

To resist this attack, the present protocol uses the decoy photon technique to detect eavesdropping by
inserting single qubits randomly in states {|+),|—)} into each sequence sent to the Alices so that the eaves-
dropper’s double-CNOT-operation attack will introduce errors in the results. If no such attack is detected,
Trent and the Alices can obtain a secure quantum channel. The detailed process of detecting eavesdropping was
discussed in Ref.[28]. And the process of checking for eavesdropping with decoy photons between TTP and each
user does not require the other users to participate. It will also prevent a dishonest user from eavesdropping

the quantum channel from TTP to the other users with an opaque attack strategy,[zg]

especially when the
transmission efficiency is lower than 50%. In addition, our protocol can resist several common types of attack
such as measure-resend, disturbance, entangle-measure and intercept—resend attack. In a word, our scheme is

secure.

4. Comparison with Ref.[17]

Now, let us make a comparison with the protocol in Ref.[17] and see the advantages of our protocol. First,
let us compare the quantum resource consumption. Let us denote the quantum resource by QR, Trent’s (Alices’)
necessary operation by NO7(NO 4), single-qubit measurement by SQM, single-qubit unitary operation by SQUO
and Bell state measurement by BSM. Then, in our protocol, QR = 1 (r + 1)-qubit GHZ state (negligible for
the decoy photons for the eavesdropping check), NOr = 1 SQM and NO4 = r SQMs. As for Ref.[17] QR
= 2 (r 4+ 1)-qubit GHZ states, NOyr = 1 SQUO and NO4 = r SQUOs+ r BSMs. Obviously, one can very
easily find that our scheme has the remarkable advantages of consuming fewer quantum and classical resources
and lessening the difficulty and complexity of the necessary operations. Therefore, our scheme is optimal for
implementing multi-user authentication simultaneously.

5. Conclusion

In summary, we have proposed an efficient and economical MSQIA protocol based on GHZ states, where
the classical and quantum resource consumption, the measurement and unitary operation complexity and the
scheme efficiency are optimized. We have analysed the scheme security and consequently confirmed it. By
comparison, we have revealed the distinct advantages of our scheme in contrast to Ref.[17].
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