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This paper proposes a scheme for secure authentication of classical messages with single photons and a hashed

function. The security analysis of this scheme is also given, which shows that anyone cannot forge valid message
authentication codes (MACs). In addition, the lengths of the authentication key and the MACs are invariable and
shorter, in comparison with those presented authentication schemes. Moreover, quantum data storage and entanglement

are not required in this scheme. Therefore, this scheme is more efficient and economical.
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1. Introduction

Reliably ensuring that a communication comes
from its purported sender, or that stored data have
not been tampered with, is an important problem
in classical communication networks and data stor-
age systems. Classical cryptography provides data
authentication by means of two general techniques:
digital signatures(!] and message authentication codes
(MACs).[2% Tn both cases, the authentication process
is specified by two main algorithms: an encoding, or
tagging algorithm (possibly stochastic), and a decod-
ing or verification algorithm. When the sender (Alice)
wants to send a certified message to a recipient (Bob),
she generates, employing the encoding algorithm, a
digital signature or an authentication tag (a function
of the message and a secret encoding-key) and ap-
pends it to the message. On the reception side, Bob
verifies the authenticity of the message by means of
the decoding algorithm, which depends on the mes-
sage, the tag, and a decoding-key. This algorithm
returns a bit indication when Bob must regard the
message as authentic and accept it as coming from
Alice, and when he must discard it. However, in classi-

cal signature schemes, the decoding-key is public, and
the degree of security provided by classical signature
schemes depends on certain unproven assumptions re-
lated to the intractability of certain difficult math-
ematical problems, such as the prime-factorization
problem(¥ and discrete logarithm problem.[’! There-
fore, if a quantum computer is ever built, classical
signature schemes will be broken easily.[! Though
information-theoretic secure MACs can be performed
by techniques based on hashed functions,? the secu-
rity of the resulting schemes depends on the selection
of appropriate hashed functions, and on the use of long
authentication keys.

The security of quantum cryptography is based
on fundamental properties of quantum mechanics, in-
stead of an unproven assumption concerning the com-
putational complexity of some algorithms, and there-
fore brings a whole new dimension to security in com-
munications. Since the first quantum key distribu-
tion (QKD) protocol was proposed by Bennett and
Brassard,l”) quantum cryptography has attracted a
great deal of attention and various quantum crypto-
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graphic protocols have been proposed. | I Also, sev-

eral proposals of message authentication using quan-
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tum resources have been presented. Gottesman and
Chuang!'™ proposed a quantum version of classical
digital signature schemes. It allows unconditionally
secure authentication of classical messages, but their
technique requires limited circulation of the public
key. Zeng and Christoph!'8l proposed an arbitrated
quantum signature scheme by utilizing the correlation
of the Greenberger-Horne—Zeilinger (GHZ) states and
quantum one-time pad. Lee et al[' also presented
two arbitrated quantum signature schemes based on
GHZ states and quantum one-time pad. However, in
these schemes,['819 the key shared by the signer and
the arbitrator or shared by the receiver and the ar-
bitrator could be used just once. Each time when
a signer needs to sign an electronic document, he
has to obtain a new key shared with the arbitrator
through unconditionally secure QKD protocol. Curty

1201 proposed a class of quantum authentication

et a
scheme that allows a secure authentication binary
classical message with one qubit as the authentica-
tion key. Nevertheless, although key recycling is in
principle possible in Curty et al’s scheme,2% the se-
curity may be drastically reduced. Wang et al21:22
and Li et al!?3 proposed two arbitrated quantum sig-
nature schemes based on single photons, respectively.
Yang et al 24] proposed an authentication scheme with
Einstein—Podolsky—Rosen pairs and polarized single
photons.

However, in all previously presented authentica-
tion schemes,[”*%] quantum data storage is neces-
sary, and the signatures (or MACs), the encoding-
key, and the decoding-key’s lengths depend on the
authentication message, except the arbitrated quan-
tum signature scheme with appendix.[? When the
authentication message is very large, a lot of classical
or quantum resources are required. Therefore, the ef-
ficiency of these schemes is not high. In this paper, we
study how to improve the authentication of classical
messages by using quantum and classical resources.
Specifically, we present a scheme for secure authenti-
cation of classical messages with single photons and
a hashed function, in which entanglement and quan-
tum data storage are not required, and the MACs,
the encoding-key, and the decoding-key’s lengths are
invariable and very short.

The rest of this paper is arranged as follows. In
Section 2, we describe the preliminaries. In Section
3, we present the scheme for secure authentication
of classical messages with single photons and hashed
functions. In Section 4, the security analysis of this

scheme is given. Finally, conclusions are drawn in Sec-
tion 5.

2. Preliminaries

In this section, we will introduce some notations,
which are necessary to the following authentication
scheme, and are given as follows.

(i) ID4: the identity of Alice.

(ii) IDp: the identity of Bob.

(iii) M: the message to be authenticated.

(iv) T: the time of sending the message M.

(v) H(-): {0,1}* — {0,1}*1 a hashed function
such as MD5 and SHA-1, used to generate a digest.

(vi) 74 €r {0, 1}*2: a ky-bit string randomly cho-
sen by Alice.

(vii) K: the secret key shared between Alice and
Bob, and the length of the secret key string is k. Note
that k = k1 + ko.

(viii) K': the i-th bit of the secret key K.

(ix) ||: the concatenation of two strings.

3. Secure authentication of classi-

cal messages

Now let us study how to improve the authentica-
tion of classical messages by using quantum and clas-
sical resources. Suppose Alice needs to send a certified
classical message M to Bob. The goal is to make Bob
confident about the authenticity of the message M
and the sender. The authentication scheme described
in this section requires an error-free quantum channel
and an ideal single photon source. This authentication
scheme includes the following four steps.

1) Alice establishes a secret key K with Bob
through an unconditionally secure QKD protocol.[”]

2) Alice chooses a random number 74€ {0, 1}2
and computes Ry = H(M||[IDA||IDg||T||K||ra).

3) Alice encodes the string r4||R4 with her se-
cret key K. The value of K* determines the encoding
basis. If K% is 0, then (ra||Ra)’ is encoded in the Z-
basis {|0), |1)}, where |0) and |1) denote the horizon-
tal and vertical polarization states respectively, and
if (ral|lRa)*=0 (1), |P") = |0) (]1)); if K is 1, then
(ral|Ra)® is encoded in the X-basis {|+), |—)}, where

) = L200) + 1)) and 1) = 2(00) — 1), and i

(ral|Ra)'=0 (1), |P") = |+) (|-)). After her encod-
ing, Alice takes the qubits ®%_,|P?) as the MACs of
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the message M, and sends ®%_,|P?) to Bob through
an error-free quantum channel. At the same time, she
sends the strings M, ID4,IDpg, T to Bob with a clas-
sical channel. Finally, she updates the encoding-key
K to K&(ra||Ra), where @ denotes the bitwise XOR
operation.

4) When Bob receives the strings M, ID4, IDg,
T and the MACs ®*_,|P?), he measures the received
qubits ®f:1 |P?) depending on the secret key K shared
with Alice. If K'=0, the qubit |P?) is measured
with the Z-basis; otherwise, the X-basis. After Bob
gains the measurement outcomes /4 ||R/y, he verifies
whether the following equation

Ry = H(M|{ID4||IDg||T||K||r') (1)

is true, if it is not true, Bob must discard it and tell
Alice the outcome, then they restart the authentica-
tion process from the step 1); otherwise, he accepts
that the message M is coming from Alice and cannot
be tampered, then he also updates the decoding-key
K to K&(r'y||RY).

So far we have proposed an authentication scheme
of classical messages with single photons and a hashed
function. As are shown, only single photons are used,
and quantum data storage and entanglement are not
required in this scheme.

4. Security analysis

Now let us discuss the security of this authenti-
cation scheme.

Firstly, we will show that anyone cannot learn
the secret key K except for Alice and Bob. For the
key K is established through an unconditionally se-
cure QKD protocol, [ anyone cannot learn it through
this QKD protocol. Thus, if an attacker Eve wants to
acquire the key K, she has the only two ways, one is
to intercept the message M and its MACs ®F_,|P?),
then deduce the encoding-key K according to that.
The other is to entangle an ancillary state on each
qubit |P?) (i =1,2,...,k). However, the two options
Let us
consider the first option. Suppose Eve intercepts the
message M and its MACs ®F_; | P?), nevertheless, Al-
ice encodes the string r4||R4 with two different basis

are not valid to this authentication scheme.

according to the key K, and the two basis cannot be
perfectly distinguished by measurement according to
the law of quantum mechanics. Thus, Eve cannot ac-
quire the key K by measurement, and the optimal

attack strategy for her is to perform a SWAP test[??]

between the qubit |P?) and a designated qubit (]0),
|1>7 |+>7 or ‘_>)
probability psuc = %.

Such a test succeeds with average
In addition, at the end of the
test the two qubits are entangled, and Eve cannot dis-
tinguish between them, so she can perform the SWAP
test only once. Therefore, Eve acquires the key K*
with probability %psuc = %. Let us consider the sec-
ond option, suppose Eve entangles an ancillary state
on each qubit |P?) (i = 1,2,...,k), but if she entan-
gles an ancillary state |E®) on the qubit |P?), they
will inevitably introduce errors and be detected by
Bob. Without loss of generality, suppose Eve employs
a general operation U on the qubit |P?) and the an-
cillary state |E?), which can be denoted as follows:

U0)|E") = al0)[doo) + bI1)[d01), (2)
UL)|E") = ¢|0)[610) + d|1)[011), (3)

where ||a||? + [[b]|?> = 1 and ||c||*> + ||d||?> = 1. Since
the qubit | P?) is one of the four states |0), |1), |[+) and
|-), if Eve wants to introduce no error. The general
operation U must satisfy the following conditions:

U|0)|E") = a|0)|doo) + b|1)[601) = al0)|doo), (4)
UIL)|E*) = c|0)|610) + d[1)|611) = d|1)|611), (5)
Ul+)|E*) = (al0)|d00) + b|1)[601)

+ ¢|0)|610) + d|1)]11))/V2

-+ (aldoo) + bldo1) + ¢|d10) + dd11))/2

+ [=)(aldoo) — bldo1) + c[d10) — d|d11))/2

= |+)(aldoo) + bldo1) + c|dr0) + d[611))/2,
(6)

U=)|E") = (al0)|do0) + b|1)[d01)
— ¢|0)[d10) — d|1)|611))/v2
= [+)(aldoo) + bldo1) — c|d10) — d|611))/2
+ [=)(aldoo) — bldo1) — c|d10) + d[611))/2
= |=)(aldoo) — bldo1) — c|d10) + d|611)) /2.
(7)
From the above equations (4), (5), (6) and (7), we can
get
b=c=0, (8)
aldpo) — bldo1) + ¢|d10) — d|d11) = O, (9)
aldoo) + bldo1) — c[é10) — d[d11) = 0. (10)
Here 0 denotes a column vector. Further, we can get

aldoo) = d|d11), and conclude that Eve introduces no
error only when the ancillary state |E?) and the qubit
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| P?) are product states, so this attack is also invalid to
this authentication scheme. Therefore, anyone cannot
learn the key K.

Secondly, we will show that anyone cannot forge
valid MACs if he/her cannot learn the secret key K.
Suppose Eve tempers the message M sent by Alice and
sends a forgery message M’ to Bob, Eve must prepare
corresponding MACs of the message M’ if she wants
to pass Bob’s verification. However, Eve will choose
the wrong basis with the probability 50% when she
prepares the MACs because she does not know the
key K. Therefore, Bob will detect the forgery mes-
sage M'.

In the end, we emphasize that in this presented
authentication scheme, the preshared secret key is
used together with a random number, Eve will not
obtain the same polarization qubits even if the same
message is transmitted again; moreover, the key is
updated after successfully authenticating a message.
Therefore, different MACs are generated with differ-

ent encoding-keys, and Eve cannot forge valid MACs
by impersonating Alice even if she has a lot of mes-
sages and their MACs.

5. Conclusions

We propose a scheme for secure authentication of
classical messages with single photons and a hashed
function. We also analyze the security of this scheme,
and show that anyone cannot alter the message sent by
Alice even if she has a lot of messages and their MACs.
In addition, in this scheme, no entanglement and
quantum data storage are required, and the MACs,
the encoding-key, and the decoding-key’s length do
More-
over, the QKD protocol in step 1) is performed only

not depend on the authentication message.

when the authentication message is attacked. There-
fore, this scheme is more efficient and economical, in

comparison with those presented schemes.
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