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It is generally believed that nonorthogonal operations which can realize the state transformation between two

nonorthogonal bases may ensure the security of many quantum communication protocols. However, in this paper, we

present a powerful attack against quantum secret sharing protocols of these kinds. Applying entangled photons as fake

signals, Eve can successfully steal the exact information without being revealed. We also give our effective modification

to improve it. Under the suggested checking strategy, even to Eve’s most general attack, it is robust and secure.
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1. Introduction

Applied with quantum mechanics, many quantum
cryptography systems have been intensively studied
in the last decades.? Among them, quantum se-
cret sharing (QSS) is a counterpart of classical se-
cret sharing,>% which allows a secret key transmit-
ted by a sender shared between several receivers in
such a way that it can be extracted if and only
After the first QSS
scheme using the three-particle Greenberger—Horne—
Zeilinger (GHZ) state proposed by Hillery et al,l!
variations of multiparty quantum secret sharing proto-

if all receivers collaborate.

cols using the GHZ state are presented.l®=1% Schemes
based on other entangled states with entanglement
swapping and local unitary operations are reported,

(11-20,21,22] Through the sequential communica-

too.
tion of a single qubit instead of entangled states, these
schemes!23—32] can also achieve the goal of secret shar-
ing.

However, compared with that of most quantum
key distribution (QKD) protocols, the security of QSS
is much more complicated. One reason is that, the dis-
honst agents could be eavesdroppers during the pro-
cess and another reason is that, the qubits are usually
passed by the agents which means Eve often has two
opportunities to intercept the line. Therefore, it is re-
ally necessary for any QSS protocol to possess a pow-
erful and efficient checking strategy which will hold
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back all the possible attacks.

In Ref.[14], Liu et al proposed a protocol of quan-
tum secret sharing with two-particle entangled states.
By performing local unitary operations and individual
measurements on either of two particles, the agents
can finally share a secret key. Because only simple
two-particle entanglement sources as well as linear op-
tical elements are employed, it seems more practical
and realizable than some other protocols.['¥) Though
several attacks have been discussed, we find it is in-
secure if Eve (who could be also one of the agents)
resorts to multiphoton attacks. In this letter, we give
a brief description of the protocol first and present
this kind of attack in the following. Then we sug-
gest a modification to make sure of the invalidation
of this attack, thus enhancing its security. Later, by
analyzing the modified protocol, we show its uncondi-
tional security against Eve’s most general attack. We
also point out the generality of our proposed eaves-
dropping strategy in many other QSS protocols, and
conclude it finally.

2. Quantum secret sharing proto-

col and multiphoton attack

Let wus first briefly review the initial QSS
protocol™. Each of two particles of an EPR pair pre-

pared by the boss (in state [¢p)F) = \%(|0>|1>+ [1)]0)))
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is distributed in two different directions. On receiving
the j-th qubit, each agent performs a local unitary
rotation R} (0}) with the randomly chosen value of

07 € {0, g,ﬂ‘, 3;}, where
07 07
cos — sm?
R(07) = . . (1)
—sin ?J cos ?]

After passing by all the agents, the state becomes

1 Zzl z+Zz 191

92) = E[COS (10)[1) + [1)10))
L Zl L% (ojj0) ~ )
(2)
For 6%,60¢ € {0,721-, 3;}, the final state [2) €
+ + Lo+ +
{14, 1070, 170, where [+) = Z5(107) +167))
and |—) = %(—|¢+>+\¢+>). Then they publicly an-
nounce their operation bases {0, 7} or 5 32 while

keeping the values secret. After that procedure, the
valid run in which |2) € {|¢1),|¢T)}, can be used for
secret sharing. Any subset of the M + N — 1 partners
can release the secret bits of the reminding one, if and
only if they cooperate. So the quantum secret shar-
ing process is accomplished. To ensure its security,
all the agents also need to check the possible eaves-
dropping, no matter whehterh it comes from outside

|

[ ?(9?)|0> ®R?(

07)11) + R} (07)[1) @

or inside. The checking procedure is that for a certain
selected subset of valid runs they compare their se-
cret bits through a classical channel, and the order for
public announcement is randomly chosen each time.
It is believed that “by comparing these bits they can
reveal any eavesdropping strategy”.'4) However, in-
consistent with what is to be expected, the protocol
can be attacked as follows.

Suppose Eve intercepts the transmitted qubit,
and replaces it with a fake signal, which contains
several sophisticatedly prepared photons in a pulse.
Then after the honest agent, say Alice, has performed
the operation on the pulse, she intercepts the channel
again. By separating these photons and measuring
them in pairs, Eve can steal Alice’s information fully
and freely. Consequently, she may encode the initial
qubit with the same operation as Alice does, avoid-
ing causing error in the checking procedure. Since the
previous checking procedure cannot find out the exis-

tence of Eve in this situation, the protocol is insecure.

Now, we would like to describe Eve’s mode of op-
eration in detail. Assuming that there are three pho-
tons in each fake pulse which are composed of two
particles of an EPR pair (in state [¢)T), we denote as
[*)1) and one particle of another EPR pair (also in
state [1T), we denote as |1)T)3). The other particle of
[1)T)2 is kept in Eve’s hand. Then after Alice’s unitary
rotation R} (67) on the fake pulse, the three particles
are encoded to be the same. And states of the two

EPR pairs read

R (07)]0)]

o o n o
1 cos L~ sin-L cos L  sin-L 0
_ 2 2 ® 2 2
V2 —sme—Jn cose—jn 0 —sme—jn cosa—]n 1
2 2 2 2
9}-’ 0” 9;1 . 0;‘
. cos > sin ? 0 . cos > sin >
i o oo
—sm? cos? —sm? cos;
cos 77 sin 7 + sin ?j Ccos 2]
1 fsm?gsm?g+cosécos? 1 T
=7 g g =75 (sin 07 cos@7 cosf} —sin 9?) ; (3)
COS ? COS ? — Sln ? Sln ?
—sin - cos - — cos —- sin -
2 2 2 2
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and

2); = R} (0]) @ I[y")2
%[R"(H”)I(D ® |1) + R (67)1) @ |0)]
o7 o7

1 cos?j sm?] 1 . 0
V2 —sinﬁco 07]” 0 1
2 2

coso—jn s1n0—n
n 2 2
—smﬁcoso—n
2 2
C L (¥ %)
—ﬂ<sln2 cos - cos— — sin 2)

3
When 07 chooses from {0, g, m, % }, the correspond-

ing states are

1=)1 €{lw™) 167), [vT), 167)} (5)
12)5 €{lv) [+),1e%) =)} - (6)

So Eve can take a joint Bell-state measurement at
|=)7 first, classifying 07 into two categories {0, 7} and

3
{;T 27T } according to the result (5). As to the former

category, Eve may measure the corresponding |Z)}
While to
the latter, before the joint Bell-state measurement,

straight, distinguishing 0 from = directly.

™
Eve must perform a rotation R(§) on |23 first. The
state reads

<>
<3
_|_

=,
=]
[T o] T 0
_|_
oY oy N[

(2 +3)
€ {l+) [0 =) 1)} - (7)

Therefore, she can measure |E)3* at this time, and dis-

tinguish T from 31 Till now, we have shown clearly
that Eve can get all the exact information of the ro-
And
in the previous checking procedure, she would not be

tation without awareness of the honest agent.

found since she can encode the same rotation precisely
on the initial qubit.

3. Improved protocol and its se-

curity analysis

To improve the security of the protocol, the hon-
est parties must have the ability to detect a multipho-
ton fake signal. For the operating wavelength multi-
ple photons, they can use a photon number splitter
(PNS: 50 / 50) or even a photon beam splitter (PBS:
50 / 50) to divide each sample signal into two pieces,
which are measured by two detectors.[?334] When cas-
cading the PNS or PBS;, if there is only one photon
in the original signal, they can only get one outcome,
otherwise they will obtain two. And for the invisible

[35] all the parties need to do is to

multiple photons,
add a wavelength filter (WF) or an isolator on each
signal before they deal with it. This move can prevent
the invisible photons from entering the operation sys-
tem. Hence, with little modification above, it can be
ensured that each pulse they receive contains at most
one photon in the ideal situation.!]

Now let us analyze the modified protocol against
the most general single-photon attack. Suppose Eve
intercepts the initial photon and resends a new one
which is one particle of the entangled state |X).
Then after an agent Alice’s rotation R} (07) (0} €

3
{0, g, m, ;}), the state turns to

R(0)|5) = ;? )= Do, (8)
T 1 1
rIE = ) imEme. o
R(m)| %) = _01(1) 2= D00, (10)

(3= 5

For the reason

_ Lo ol
S v2 o1 -1 0
1
= —SR(O) + R(x)] . (12)
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and c*a+db=0,
- ) o c*a+c¢)+d*(b+d) =0, (23)
R(?)=f2 o c*(—a+c)+d*(=b+d) =0,
(—a* +c"a+ (—b"+d*)b =0,
L D U I (—a* +e)(a+e) + (0" +d*)(b+d) =0, (24)
2 0 1 -1 0 (—a* + e+ (=b* +d*)d = 0.
1 R R ) Unfortunately, no matter what values have been
o 72[_ (0) + R(m)] , (13) applied to a, b, ¢ and d, none of the four equation sets
we obtain can be satisfied. That is to say, Eve cannot tell the
1 exact state among the four states, which also means
| X)01 = EOE)OO +1Z)10) » (14) Eve cannot get the exact information about the rota-
tion at all. Furthermore, the cheating behavior will be
|11 1 (=1 2Y00 + | X)10) - (15) obviously found in the previous checking procedure.

V2
Note here that Eve’s effective Hilbert space is at most
two-dimensional, so she cannot distinguish the four
states {| XYoo, | X)o1, | X )10, |2 )11} from each other at
once, which means Eve cannot tell exactly the oper-
ation performed by Alice. The consequence is that
she will be detected in the checking procedure. In
fact, we can even see Eve would not get any exact
We write the
four states in the orthogonal basis {|eo), |e1)} (Here,
(eolen) =
|£)00 = aleo) + blex),

|X)10 = cleo) + dler),

useful information in this situation.

(e1]e1) =1 and {(egle1) = 0), obtaining

1 D)o1 = \%(a+c)|so> n %(b+d)|€1>, (16)
S = —=(—a + )0} + —=(~b+ d)]er),

V2 V2
where a? +b% > 0,¢% +d* > 0, (a+¢)?
and (a — ¢)? + (b —
exact information of the operation, she must be able

+(b+d)?>0
d)? > 0. If Eve wants to get any

to distinguish at least one of the four states from the
others, i.e. satisfying one of the following equations:

Yool Zo1) = (Zoo|Z10) = (Zoo| 11 17

18

19
20

( ) )= )=
(Xo1]X00) = (Xo1]Z10) = (Xo1]211)
(Z10[200) = (Z10]Z01) = (X10[211) =
(Z11]X00) = (Z11]%01) = (Z11]%10) =
which can also be calculated as four equation sets:
a*(a+c¢)+b*(b+d) =0,
a*c+b*d =0, (21)
a*(—a+c)+ b (=b+d) =0,
(a*+c)a+ (b*+d*)b=0,
(a* +c*)e+ (b* +d*)d =0, (22)
(@*+c*)(—a+c)+ (b*+d*)(—b+d) =0,

(17)
0, (18)
0, (19)
0, (20)

4. Discussion

Up to now, we have shown clearly the vulnerabil-
ity of the proposed quantum secret sharing protocol
against multiphoton attack and suggested our effec-
tive solution. In fact, it can apply to many other QSS
protocols.1930:32] Tt is generally believed in these pro-
tocols that, when the operations performed by com-
munication parties can realize the state transforma-
tion between two nonorthogonal bases, then the secu-
rity of them is instinctively ensured. However, from
what has been discussed above, one can find there in-
deed exists a way for an eavesdropper to distinguish
the nonorthogonal operations when entangled pairs
And due to the good fea-
ture of entanglement, Eve can get the secret infor-

are used as fake signals.

mation fully and exactly, instead of with possibility.
Since high performance in security is the essential re-
quirement and the most striking feature of quantum
cryptography, it is really necessary to make sure a
quantum communication protocol can hold back all
the possible attacks including this kind. And because
of its generality in the related field, it is worthwhile

receiving more attention in the future.

5. Conclusion

To summarize, we present an effective attack
against the proposed quantum secret sharing proto-
col when entangled fake photons are employed. We
show Eve’s mode of action completely and clearly. We
also point out the generality of this loophole in other
protocols. However, with a little improvement work
as suggested above, we see that the security of these

protocols can be successfully guaranteed.



No. 6 Enhancing the security of quantum secret sharing against multiphoton attack 2153
References [18] Zhou P, Li X H, Liang Y J, Deng F G and Zhou H Y 2007
Physica A 381 164
[1] Gisin N, Ribordy G, Tittel W and Zbinden H 2002 Rewv. [19] Zhang Z J 2005 Phys. Lett. A 342 60
Mod. Phys. 74 145 [20] Yan F L, Gao T and Li Y C 2008 Chin. Phys. Lett. 25
[2] Lo H K and Zhao Y 2008 arXiv:quant-ph/0803.2507 1187
3] Bl\llakeli’{ G:‘i;’ﬁf o fF f\IPJ s j&fi’;g“}l) Oomp?f; Conf- 121] Gao'T, Yan F L and Li'Y C 2006 arXiv:quant-ph/0601111
ul éh::nrcz)xr 1)979 (Oo;r;l‘ze AN 22 619 ress) p [22] Yan F L, Gao T and Li Y C 2007 Sci. Chin. G 50 572
[5] Hillery M, Buzek V and Berthiaume A 1999 Phys. Rev. A [23] Guo G P and Guo G C 2003 Phys. Lett. A 310 247
59 1829 [24] Zhang Z J, Li Y and Man Z X 2005 Phys. Rev. A 71
[6] Xiao L, Long G L, Deng F G and Pan J W 2004 Phys. 044301
Rev. A 69 052307 [25] Schmid C, Trojek P and Bourennane M 2005 Phys. Rev.
[7] Li X H, Zhou P and Deng F G 2006 J. Phys. B: At. Mol. Lett. 95 230505
Opt. Phys 39 1975 [26] Deng F G, Zhou H'Y and Long G L 2005 Phys. Lett. A
8] XueZY,YiY M and Cao Z L 2006 Chin. Phys. 15 1421 337 329
[9] Deng F G, Zhou P, Li X H, Li C Y and Zhou H'Y 2006 [27] Zhou P, Li X H, Deng F G and Zhou H Y 2007 Chin.
Chin. Phys. Lett. 23 1084 Phys. Lett. 24 2181
[10] LiY and Zeng G H 2007 Chin. Phys. 16 2875 [28] Hsu L Y and Li C M 2005 Phys. Rev. A 71 022321
[11] Li'Y M, Zhang K S and Peng K C 2004 Phys. Lett. A 324 [20] Yan F L and Gao T 2005 Phys. Rev. A 72 012304
420 . . . .
30] Liu W T, Liang L M, Li C Z and Yuan J M 2007 Chin.
[12] Zhang Z J and Man Z X 2005 Phys. Rev. A 72 022303 [30] Phus. Lett. 24 ?147
[13] Deng F G, Li X H and Li C'Y 2006 Phys. Lett. A 354 190 311 Y. v 'Y G‘ . " 2008 Chin. Phus. 17 0419
[14] Liu W T, Liang L M, Li C Z and Yuan J M 2006 Chin. [31] Yang and Wen Q . TRy
Phys. Lett. 23 3148 [32] Han L F, Liu Y M, Liu J and Zhang Z J 2008 Opt. Com-
[15] Zhou P, Li X H, Deng F G and Zhou H Y 2007 Chin. mun. 281 2690
Phys. 16 2867 [33] Deng F G, Zhou P, Li X H, Li C Y and Zhou H Y 2005
[16] Deng F G, Li X H and Zhou H Y 2008 Phys. Lett. A 372 arXiv:quant-ph /0508168
1957 [34] Li X H, Deng F G and Zhou H Y 2006 Phys. Rev. A 74
[17] Guo Y, Huang D Z, Zeng G H and Lee M H 2008 Chin. 054302
Phys. Lett. 25 16 [35] Cai QY 2006 Phys. Lett. A 351 23



