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Secure key distribution among classical parties is impossible both between two parties and in a network. In this

paper, we present a quantum key distribution (QKD) protocol to distribute secure key bits among one quantum party

and numerous classical parties who have no quantum capacity. We prove that our protocol is completely robust, i.e.,

any eavesdropping attack should be detected with nonzero probability. Our calculations show that our protocol may

be secure against Eve’s symmetrically individual attack.
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1. Introduction

Cryptography is the art of rendering a message
unintelligible to any unauthorized party. In symmet-
rical (secret-key) cryptosystems, symmetrical ciphers
require the use of a single key for both encryption and
decryption. These systems can be thought of as a safe
in which the message is locked by Alice with a key
and Bob in turns uses a copy of this key to unlock the
safe. In the one-time pad scheme, because the bits
of the scrambled text are as random as those of the
key, they do not contain any information. This cryp-
tosystem is thus provably secure according to infor-
mation theory. In fact, it is the only provably secure
cryptosystem known today. But, this system has a
problem: it is essential for Alice and Bob to possess a
common secret key, which must be at least as long as
the message itself. They can only use the key for a sin-
gle encryption, hence this type of protocol having the
name one-time pad. If they used the key more than
once, Eve could record all of the scrambled messages
and start to build up a picture of the plain texts and
thus also of the key. The one-time pad is currently
used only for the most critical applications, because
of the problem of distributing long sequences of key
bits based on permutations and nonlinear functions to

produce the cipher text blocks. So, like asymmetrical
cryptosystems, they offer only computational security.
If these algorithms were broken by mathematical ad-
vances, QKD would constitute the only way to solve
the key distribution problem.

Quantum key distribution (QKD) is a protocol by
which we can get private key bits between two parties
over a quantum channel securely. The key bits can
then be used in a classical private key cryptosystem,
to enable the parties to communicate securely. QKD
is the only physically secure way for the distribution
of a secret key between two parties. Its security is
based on the well-known fact that the measurement of
an unknown quantum state modifies the state itself:
thus an eavesdropper cannot get information on the
key without introducing errors in the correlations be-
tween the sender and receiver. In other words, QKD is
secure because of the no-cloning theorem in quantum
mechanics: it is impossible to make a copy of an un-
known quantum state. A key distributed via quantum
cryptography techniques is secure against any eaves-
dropper, even if they have unlimited computational
power.

The first quantum cryptography protocol was in-
vented by Bennett and Brassard,[!! which is the well-

known BB84 protocol. The BB84 protocol consists
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of two major parts: first, creating a sifted key; sec-
ond, extracting an error-free, secure, final key from
the sifted key.
col’s definition: in the first, Alice chooses N random
bits and she encodes each bit in Z(|0), |1)) basis or in
X(1/2(]0) +[1)),1/2(]|0) 4 |1))) basis, then she sends
the encoded results to Bob. When Bob receives the
qubits, he announces the fact and measures each bit in

In our work, we follow this proto-

the Z or X basis at random. Then, Alice announces
in which basis she encoded the bits; they then dis-
card the bits which use the mismatching bases. The
values of the rest of the bits we choose as the sifted
key. In the second, Alice and Bob select some of the
sifted key as a check. If the error bit rate is higher
than an acceptable number, they abort the protocol.
The final remaining bits are used as the INFO bits,
now Alice and Bob perform information reconciliation
(using an error correcting code “ECC”) and privacy
amplification (PA) in order to get m shared key bits.
Then, quantum communication with two parties and
its security was extensively studied.?=9! It is interest-
ing to study quantum communication with more than
two parties. Sharing classical information via a mul-
tiple access quantum channel was first considered in
Ref.[6]. The issue of sending quantum information in
the general multiparty scenario has also been raised
in Refs.[7] and [8].
tocol with one sender (who is generally called Alice)

In this paper, we present a pro-

and multi-receiver Bobs (who are generally called Bob-
1,...,Bob-M) in a series network.

In this work, we present a QKD network proto-
col in which the sender (Alice hereafter) can share
secret keys with any receiver (Bob hereafter) or any
part of the receivers. In this protocol, the receivers

are classical:[9

we can describe two orthogonal states
of the quantum two-level system with the classically
computational basis |0) and |1). Because the compu-
tational basis is “classical”, we can use the classical
notations to describe the two quantum states. In the
protocol we will present, any Bob can access a seg-
ment of the channel which leads from the Alice’s lab,
and whenever a qubit passes through that segment he
may either let it go undisturbed or (i) measure the
qubit in the classical basis and (ii) prepare a (fresh)
qubit in the classical basis and send it.

Quantum key distribution with classical Bob: Let
us first review the novel semiquantum key distribu-
tion protocol, QKD with classical Bob.[?) Alice holds
a quantum channel which leads from and then back

to her lab and Bob can access one segment of the
quantum channel. Alice generates N random qubits
in the Z or X basis and sends them to Bob. For each
qubit arriving, Bob chooses randomly either to reflect
it (CTRL) or to measure it in the Z basis and resends
it in the same state he found (to SIFT it). Alice mea-
sures each qubit in the basis she sent it and publishes
which were her Z bits and Bob publishes which ones
he chose to SIFT. For about N/4 bits, Alice used the
Z basis and Bob chose to SIF'T; these are the Z-SIFT
bits, which form the sifted key. In the same way, for
approximately N/4 bits, Alice and Bob get two strings
of Z-CTRL and X-CTRL bits. The rest of the bits
(those sent in the X basis but chosen as SIFT by Bob)
are ignored. Alice checks the error rate on the CTRL
bits. Alice also chooses at random n SIFT bits to be
TEST bits. If the error rate is higher than some pre-
defined threshold or the error on the SIFT bits and the
CTRL bits are different, the protocol aborts. Lastly,
Alice and Bob select the remaining SIFT bits to be
used as INFO bits and they perform error correcting
(EC) and privacy amplification (PA) to obtain final
key from INFO bits.

2. A QKD network protocol

Here we present a QKD network protocol in a se-
ries network as shown in Fig.1. The protocol is aimed
to create an n-bit INFO string for generating a shared
secret key in the series network. In this network, Al-
ice and Bobs (Bob-1, Bob-2, ..., Bob-M) are in the
line. A qubit travels from Alice’s lab to the outside
and then goes back to her lab again. Each Bob-k
(k=1,2,..., M) can access the traveled qubit. In
principle, there may be an Eavesdropper—Eve, who
may attack the traveled qubit between two neigh-
bor Bob-k and Bob-(k + 1). In this protocol, Alice
generates qubits in the Z basis and randomly selects
whether to apply the Hadamard gate (H) or do noth-
ing (I). Then she sends these qubits to Bobs in the
line. For each qubit each Bob either lets it go without
operating on it or measures it in Z basis and sends a
new qubit to the next Bob in the state he obtained.
The last Bob measures and resends the qubit or just
reflects it to Alice. Before presenting the QKD with
network protocol, we give a convention on some of the
notations. Let n be the desired length of the INFO
strings. § > 0 is a fixed parameter and N is the num-
ber of the qubits which Alice generates.
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Fig.1. The schematic sketch of a sender and M receivers series network. Alice is the sender.

Eve-1,

..., Eve-M are eavesdroppers in the line who may attack the qubit when traveling to

Bob-M or back to Alice. Bob-1, ..., Bob-M are receivers in the line.

(i) Alice generates N = 4n(2™ +§) random qubits
in the Z basis. For each of the qubits, she randomly
selects whether to apply the Hadamard gate (H) or
do nothing (7).

(ii) For each qubit arriving, Bob-k chooses ran-
domly to transfer it to the next Bob without touching
it (CTRL) or to measure it in the Z basis and resend
it to Bob-k + 1 in the same state he found (If one of
the Bobs selects to measure it in classical {0,1} bases,
his results will be kept as SIFT this time). Finally,
the qubit goes back to Alice.

(iii) Alice measures each qubit in the basis she
sent it.

(iv) Alice publishes which were her Z bits and all
of the M Bobs publish their operations to determine
which bases as SIFT and which ones as CTRL.

(v) Alice checks the error rate on the CTRL bits
and if either the X error rate or the Z error rate is
higher than some predefined threshold or the error bit
on the X-CTRL is different with that on Z-CTRL,
the protocol aborts.

(vi) Alice chooses at random n SIFT bits to be
TEST bits. She publishes which are the chosen bits.
Bobs publish the values of these TEST bits. Alice
checks the error rate on the TEST bits and if it is
higher than some predefined threshold, the protocol
aborts.

(vii) Alice and Bobs select the remaining n SIFT
bits to be used as INFO bits to generate a secure final
key.

(viii) In this way, Alice can share a secure key
with different Bobs.

3. Security proof of the protocol

Generally speaking, according to Ref.[10], the
eavesdropping on a quantum channel is as follows.
When a qubit travels from Alice to Bob, Eve can let
a system (a probe) interact with the qubit. The in-
teraction chosen by Eve should be independent of the
qubit state and should obey the laws of quantum me-
chanics (Considering a better eavesdropping scheme,
Eve will not measure on Alice’s qubit directly, so the
interaction must be a unitary operation). After the in-
teraction a qubit has to go to Bob; and then Eve may
take a measurement of the state in her probe space,
thus, she may get some information about the qubit.

In our protocol, Alice chooses two sets of symmet-
rical bases as that of BB84. And in non-bias quantum
channel, the error rates on Z-CTRL and X-CTRL are
the same. Or else, Alice and Bob can abort the pro-
tocol this time. In order to simplify the proof, we can
regard the Alice as Bob-0, so there are M + 1 Bobs
in the line. If the whole line is security, we should
guarantee that the quantum channel between any two
Bobs is security.

Definition
Hpgye: The Hilbert space of Eve’s probe system;
C?: The Hilbert space of the total qubit+probe sys-

tem;
|m), |0F), U: the qubit’s and the probe’s initial

states and the unitary interaction, respectively.

Since anyone who is outside Alice’s lab has no
prior information about Alice’s bases selection, Alice’s
states are completely mixed to anyone outside Alice’s
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Here |0) and |1) are the states prepared on basis
Z, and |—) and |+) are the states prepared on basis
X.

Of course, Eve can attack on Alice’s qubit sym-

610

metrically with her probes.'®) After interaction, the

states can be written in the following form

U[0)[0%) = f1]0)¢o0 + d1|1) o, (2)
UI1)|07) = fa|1)p10 + d2|0) 11 (3)

Here the four normalized states ¢gg, ¢o1, P10 and
¢11 belong to the Hilbert space of Eve’s probe Hgye
and satisfy ¢g1 Lope and ¢19Ll¢i1. By symmetry,
f? = f3 = F € R (The fidelity: the probability that
Bob gets the correct result) and d? = d3 = D € R
(The error rate: the probability that Bob gets the
wrong result). Unitary implies F'+ D = 1, and with
Eq.(3) and Eq.(4) one can get

Phod11 + Blodor = 0, (4)

where ¢g9 and ¢19 correspond to Eve’s states when
Bob receives the qubit undisturbed, while ¢g; and ¢11
are Eve’s states when the qubit is disturbed.

By symmetry, Eve’s attacks on the states pre-
pared on X basis produce

UII0%) = U—=(10) + 1)) 10°)
1 E 1 E
:EU|O)|O >+$U|l>\0 > (5)

and

1
UI-)I0) = U 5(10) = ID)I0?)
1 1
= U007} = ZUI). (6)

Here the following relationship has been used

1

0) = —=(+) +1-)), (7)

() = 1=))- (8)

Sl

2
1

V2

Using Eq.(3), one can get

1)

U+)[07) = fs|+)|d10) + ds|—)|d+1), (9)
U|=)[07) = fal=)v—0) — da|—)|p—1)-

Here one can also have fi = fi = F € R and
d% = d3 = D € R, and the following relationship can
be obtained by calculation

G0 = %(f%o +dgor + féro0 + dd11),

(11)
Gyr1 = %(f@boo —déo1 — fo10 + do11).

(12)

Similarly,

Yo = %(ﬂboo —door + fo10 — dé11),

(13)
$_1 = %(f%o + déor — fé10 — dé11)-

(14)

As in any quantum key distribution protocol, we
can assume that Eve’s ability is only limited by the
quantum principle. She can of course make her probes
in a large Hilbert space so that more unitary interact-
ing results can be read out from her probes directly.
Optimally, she can make ¢;oLop11 and ¢_ogL|p_1 as
the case of the attack on Z-basis. If choosing proper
phases, gzﬁgogbn can be made real and then by Eq.(5)
gbglgblo is also real, and so do ¢LO¢_1 and gbllgb_o.

With |¢0)L]|d41), we have

broLo1 = Folodoo — VEDoldor
— Folodio + VFDolob11
+ VFEDoY, doo — Dl b0
— VFD@} 10 + Dol 611
+ Folgpoo — VEDol o
— F¢lopro + VFD@} oo
+ VFDg! 600 — Dgl d0n
— VFD¢}, 610 + Doly 611
=0. (15)

Then one can obtain

(Poold11) = (o1|d10), (16)
together with Eq.(4), one gets
(poold11) = (¢Po1|p10) = 0. (17)

By using this symmetric attack, Eve’s probes
record some information of Alice’s qubits. And with
Eqgs.(1)-(17), one can find that the maximum infor-
mation Eve can obtain is totally determined by her
ability to differentiate ¢gg from @19, ¢o1 from @11,
¢ from ¢19 and ¢_q from ¢41 (Because Eve can
measure her probes after Alice and Bob’s basis recon-
ciliation, so Eve does not need to differentiate between
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probe states from different bases). And the optimal
measurement distinguishing two states with overlap
cos 6 is known to provide Eve with the correct guess
with probability (1 + sin#)/2.'Y] Then the maximum
information she can obtain from her probes is

e = £t (5220)]
cofi-a(1Em0)]
()

After Alice, Bob and Eve’s measurement, they are
left with classical random variables «, 3, and €, respec-
tively. Secret-key agreement between Alice and Bob
is then possible using only error correction and pri-
vacy amplification if and only if the Alice-Bob mutual
Shannon information I, g is greater than the Alice-
Eve or the Bob-Eve mutual information, 1o 3 > I
or I, g > Ig.. The Alice-Bob mutual Shannon infor-
mation depends only on the error rate D:

I, 8) = 1 h(D)
=1+ Dlogy(D) + (1 — D)logy(1 — D).
(19)

Then Alice and Bobs can estimate the security
of the quantum channel by the QBER on X-CTRL
and Z-CTRL. If they are different, Alice and Bob will
abort the communication this time. Then Alice and
Bobs can calculate information Bobs can gain from
the Alice. If Eve’s information gain is bigger than a
predefined value (Usually, it is smaller than the mu-
tual information between the communication parties
so that privacy amplification can be implemented),
they abort their communication this time. So this pro-
tocol is secure against Eve’s symmetrically individual
attack.

4. Discussion

As mentioned above, in this protocol, Eve can ex-
tract the secret key with part of Bobs or with any Bob
or even with all Bobs in the series quantum network.
In fact, the efficiencies of different parties to share
the secret information is not the same, which can be
shown in Table 1.

Then one can draw some conclusions:

(i) In general, if m Bobs want to know each other’s
information, they choose the string (X)*~™-CTRL-

(Z)m-SIFT as their sifted key (In this case, these m
Bobs choose to SIFT).

Table 1. The probability for Alice to extract sifted
key with m = 1, ..., M Bobs. The middle column
denotes operations of Bobs in the quantum series net-

work.
m operations probability
1
0 X)M_CTRL(Z)°-SIFT —
(X) (2) Teo
1 (X)M—-1.CTRL(Z)!-SIFT M
4 % 2M
M!
X)M=m_CTRL(Z)™-SIFT (M—m)tml
m (X) (2) Y
2
M (X)°-CTRL(Z)M-SIFT oif

(ii) There are still two special cases: Alice wants
to communicate with any Bob or all Bobs.

(a) If Alice just wants to communicate with the
m'™ Bob and the others cannot get the information,
they can choose the sting (Z)~'-CTRL-(Z)%,,_,.-
SIFT as their sifted bits (the my, Bob chooses to SIFT
and the others choose to CTRL).

(b) If Alice wants every Bob to know each others
information, they can choose the string (Z)M-SIFT as
their sifted key (all m Bobs choose to SIFT).

(iii) Let us suppose that M = 2 (i.e., there are
only two Bobs in the line):

(a) If Alice does not want Bob-1 and Bob-2 to
know each other’s information, she chooses the string
(Z)'-CTRL(Z)%,,1-SIFT (Bob-1 chooses to SIFT and
Bob-2 chooses to CTRL) as the Alice and Bob-1’s
sifted key, and choose the string (2)'-CTRL(Z)%},2-
SIFT as the Alice and Bob-2’s sifted key.

(b) If Alice wants Bob-1 and Bob-2 to know each
other’s information, she chooses the string (Z)2-SIFT
(both two Bobs choose to SIFT) as their sifted key.

In this protocol, we find a very interesting phe-
nomenon: Each Bob can have no relations with the
others in a series network. When they communicate
with Alice they can keep independent from each other
and when receivers communicate with each other the
sender can get the information. So, the sender here
can be regarded as a commander. Alternately, we can
choose any Bob as a sender at random and regard this
Bob as a commander and then communicate in this
mode. It is impossible in the classical series network.
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5. Summary and conclusion gies.

In summary, we have presented a protocol for a

QKD series network with classical parties and proved

its robustness. We believe that our work provides a

new approach to construct the quantum key distribu-

tion network. Such research on the QKD network may

be implemented experimentally with current technolo-
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