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We present a scheme for multiparty quantum remote secret conference (MQRSC) with pure entangled states, not

maximally entangled multipartite quantum systems. The conferees first share a private quantum key, a sequence of pure

entangled states and then use them to encode and decode the secret messages. The conferees exploit the decoy-photon

technique to ensure the security of the transmission of qubits. This MQRSC scheme is more feasible and efficient than

others.
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The principles in quantum mechanics, such as the
uncertain relation, the correlation of entangled quan-
tum systems and the collapse in quantum measure-
ment, provide some novel ways for secure communica-
tion. For instance, quantum key distribution (QKD),
whose goal is used to create a private key between two
authorized users, has become one of the most mature
applications of quantum information techniques.[1−9]

Quantum secret sharing (QSS) supplies a secure way
not only for sharing a classical message[10−16] but also
for sharing an unknown quantum state.[17−24] Quan-
tum secure direct communication, which is used to
transmit a secret message directly, has also attracted
a lot of attention.[25−33] As pointed out by Deng and
Long,[25−27] for direct communication, the quantum
states should be transmitted in a block by block way,
similar to QKD proposed by Long and Liu.[3] This
feature provides a chance for the two legitimate users
to complete the error rate analysis before they encode
the secret message on the quantum states transmit-
ted. It is, now, applied for a secret report in which
many agents report, directly and securely, their se-
cret messages to a boss in a one-way direction,[34] and
for broadcast communication[35] with which one can
broadcast their secret message securely to many le-
gitimate receivers. Another branch of quantum com-
munication used for transmitting a secret message is

called deterministic secure quantum communication
(DSQC)[36] in which the legitimate receiver can, on
one hand, read out each message qubit with at least a
bit of classical message exchanged.[36−44] On the other
hand, it is more feasible to transmit a secret message
with the present techniques as the noise in the quan-
tum channel.[36]

Recently, Li et al [45] presented a good way
for multiparty quantum remote secret conference
(MQRSC) with multi-particle Greenberger–Horne–
Zeilinger (GHZ) states and quantum memory. In a
secret conference, any legitimate conferee can send se-
curely his secret message to the other legitimate par-
ties who participate in a remote secret conference, but
a vicious eavesdropper can get nothing about the mes-
sages. They[45] exploit some controlled-not (CNOT)
gates to encrypt and decrypt their secret message with
a quantum key, a sequence of GHZ states which can be
used repeatedly after confirming their security. Dif-
ferent from QSS,[10−24] all the conferees are honest
and they can exploit the correlation of GHZ states to
check eavesdropping securely. Moreover, every legit-
imate conferee can decode the quantum information,
not just resort to the cooperation by all the agents in
the latter. Also, there are some differences between
MQRSC and QSDC. First, it is unnecessary for most
parties to have the capability of possessing quantum
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signal sources, in particular an entangled quantum
source in MQRSC. Second, MQRSC is more efficient
than QSDC when it is used for sharing quantum in-
formation among some legitimate conferees. When it
is used for create a private key among the legitimate
parties, MQRSC is more efficient than QKD.

In this paper, we present an MQRSC scheme with
quantum encryption by using a sequence of pure en-
tangled states as the quantum key, following some
ideas in Refs.[30] and [45]. We use some decoy
photons[46] to share the quantum key securely among
all the legitimate conferees. Similar to Ref.[45], each
of the legitimate conferees can use the quantum key
shared with others to encode and decode the secret
message. As the asymmetry of the entangled quantum
source in a practical experiment, this scheme with a
pure entangled quantum-signal source is more feasi-
ble than that with a maximally entangled source in

Ref.[30] at present and also any eavesdropper cannot
steal the message in this scheme. As the security of
all the transmission is ensured with decoy photons, all
the photons in the quantum key can be used repeat-
edly, which makes this scheme more efficient than the
original one.[45]

A GHZ-like state can be described as

|ψ〉ABC = α|0〉A|0〉B |0〉C + β|1〉A|1〉B |1〉C , (1)

where |0〉 and |1〉 represent the horizontal polariza-
tion |H〉 and the vertical polarization |V 〉, respec-
tively. |α|2 + |β〉2 = 1 and αβ 6= 0. The sub-
scripts A, B and C represent the three photons in
this GHZ-like state. The three photons are corre-
lated with the basis Z = {|0〉, |1〉}, but not the basis

X = {|+ x〉 =
1√
2
(|0〉+ |1〉), | − x〉 =

1√
2
(|0〉 − |1〉)}

as

|ψ〉ABC =
1

2
√

2
{(α + β)(|+ x〉A|+ x〉B |+ x〉C

+ |+ x〉A| − x〉B | − x〉C + | − x〉A|+ x〉B | − x〉C + | − x〉A| − x〉B |+ x〉C)

+ (α− β)(|+ x〉A|+ x〉B | − x〉C + |+ x〉A| − x〉B |+ x〉C
+ | − x〉A|+ x〉B |+ x〉C + | − x〉A| − x〉B | − x〉C)}. (2)

Usually, the coefficient α does not equal β, which
means the three photons in the state |ψ〉ABC do not
have a deterministic correlation with the basis X.

For MQRSC, the three legitimate conferees Alice,
Bob and Charlie should first share a sequence of pure
entangled states securely and then use them as the
quantum key for encoding and decoding the messages,
similar to those in the first quantum secret conference
scheme.[45] Although the three conferees cannot ex-
ploit the correlation of the three photons in the GHZ-
like state |ψ〉ABC to share a quantum key, a sequence
of pure entangled three-photon states, they can pre-
pare some decoy photons[45] for checking eavesdrop-
ping during the process of sharing their quantum key.

Suppose that Alice possesses a quantum source
which can produce the pure entangled three-photon
state |ψ〉ABC . She prepares k three-photon quan-
tum systems which are randomly in one of the
two states {|ψ〉ABC , |ψ′〉ABC}. Here |ψ′〉ABC =
β|0〉A|0〉B |0〉C +α|1〉A|1〉B |1〉C which can be prepared
by flipping the bit values of the three photons in the

state α|0〉A|0〉B |0〉C + β|1〉A|1〉B |1〉C , i.e., (σA
x ⊗ σB

x ⊗
σC

x )|ψ〉ABC = |ψ′〉ABC , similar to Ref.[36]. Alice di-
vides all the photons into three photon sequences, say
SA, SB and SC . SA is composed of the photons A

picked out by Alice from each quantum system in the
state |ψ〉ABC or |ψ′〉ABC , i.e., SA = [A1, A2, · · · , Ak],
the same as in Refs.[3] and [25]. The other two partner
photons compose the sequences SB = [B1, B2, · · · , Bk]
and SC = [C1, C2, · · · , Ck], respectively.

For efficiently checking eavesdropping, Alice
should prepare some decoy photons and then insert
them into the two sequences SB and SC randomly,
the same as in Ref.[36]. Each of the decoy photons[46]

can be prepared randomly in the four nonorthogo-
nal states {|0〉, |1〉, | + x〉, | − x〉}. She can use the
same method as that in Ref.[36] to get her decoy pho-
tons. It is necessary for the three conferees to exploit
the decoy-photon technique[46] for sharing a sequence
of pure entangled three-photon states; otherwise, an
eavesdropper, for example Eve, can share the quan-
tum key with the three conferees by entangling an
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auxiliary photon with the quantum system shared by
the three legitimate conferees. This action cannot be
detected by the three conferees with the correlation of
the quantum system in a GHZ-like state. Eve needs
only to perform a controlled-not (CNOT) operation
on her auxiliary photon and the photon B in each
GHZ-like state. However, with decoy photons, this
action will leave a trace in the samples for eavesdrop-
ping check and can be easily detected by the three
conferees as the action done by Eve on the decoy pho-
tons is the same as that on the photons in the famous
BB84 QKD protocol.[2]

Now, let us introduce the principle of our MQRSC
scheme in detail, following some ideas in Refs.[45] and
[30]. In essence, we only use a feasible entangled
source, instead of the maximally entangled one in the
latter. Simultaneously, the legitimate conferees can
exploit the decoy-photon technique to ensure the se-
curity of the processes of both sharing a quantum key
and transmitting their secret messages. All the steps
of our scheme can be described as follows.

(i) The conferees create a private quantum key, a
sequence of GHZ-like states. All these GHZ-like states
are |ψ〉ABC or |ψ′〉ABC . That is, Alice, Bob and Char-
lie will obtain the same outcome if they measure their
photons in the state with the basis Z. In detail, Alice
prepares a sequence of GHZ-like states and divides all
the photons into three sequences, say SA, SB and SC .
All the photons A in these GHZ-like states make up
the sequence SA, so do the sequences SB and SC . Also
Alice prepares some decoy photons and inserts them
into the two sequences SB and SC randomly. Alice
sends the sequence SB to Bob and the sequence SC to
Charlie. After Bob and Charlie receive their photon
sequences, Alice tells them which are the decoy pho-
tons and their states. Bob and Charlie check the secu-
rity of the transmission of the two photon sequences by
measuring the decoy photons with correlated bases. If
they confirm that the transmission is secure, the three
conferees can obtain a private quantum key with some
other techniques such as entanglement concentration
and entanglement purification[47] which can act as the
role of quantum privacy amplification. If they cannot
confirm whether the transmission is secure or not, they
should begin their quantum communication from the
beginning.

(ii) The conferees encode and decode their secret
messages with their private quantum key, similar to

the second step in Ref.[45]. We can also use the same
figure as in Ref.[45] to demonstrate the main princi-
ple of this step, as shown in Fig.1. The difference is
that we exploit some decoy photons to analyse the er-
ror rate of the secret messages transmitted, not some
quantum systems in the private key.

Fig.1. The principle of encoding and decoding the secret

messages in our multiparty quantum remote secret confer-

ence scheme based on quantum encryption with GHZ-like

states, is similar to that in Ref.[45]. CNOT presents a

controlled-not gate. |m〉T is the message qubit transmit-

ted. |a〉b and |a〉c are the auxiliary qubits prepared by

Bob and Charlie, respectively.

Suppose that Alice wants to send her secret mes-
sage to the other two conferees, Bob and Charlie.
She prepares a sequence of message qubits |m〉T ∈
{|0〉, |1〉}. Here T = [T1, T2, . . . , Tk′ ] and k′ is the
number of the bits of the secret message. Alice pre-
pares kd decoy photons and inserts them randomly
into the message qubits. For the message qubits, Al-
ice encrypts them with the photons in her quantum
key. The same as in Ref.[45], Alice encrypts the j-th
message qubit by using a controlled-not (CNOT) gate
with the photon Aj in her quantum key, as shown in
Fig.1. Also, the state of the message qubit |m〉T can
be written as |m〉T = γ|0〉 + δ|1〉 (|γ|2 + |δ|2 = 1)
which represents the bit 0 when δ = 0 or the bit 1
when γ = 0. If Aj is one of the three photons in
the GHZ-like state |ψ〉ABC , after the CNOT gate, the
state of the four photons Aj , Bj , Cj and Tj becomes

|φ〉ABCT = αγ|0〉A|0〉B |0〉C |0〉T
+ αδ|0〉A|0〉B |0〉C |1〉T
+ βγ|1〉A|1〉B |1〉C |1〉T
+ βδ|1〉A|1〉B |1〉C |0〉T ). (3)
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If Aj is one of the three photons in the GHZ-like state
|ψ′〉ABC , after the CNOT gate, the state of the four
photons Aj , Bj , Cj and Tj becomes

|φ′〉ABCT = βγ|0〉A|0〉B |0〉C |0〉T
+ βδ|0〉A|0〉B |0〉C |1〉T
+ αγ|1〉A|1〉B |1〉C |1〉T
+ αδ|1〉A|1〉B |1〉C |0〉T ). (4)

Alice sends the message photons T and the decoy pho-
tons to another conferee, say Bob. After Bob receives
all these photons, Alice tells him which are the decoy
photons and their states. Bob measures each decoy
photon with the same basis as that used by Alice (Z
or X). He analyses the security of the transmission
between him and Alice with the outcomes of the de-
coy photons. After confirming that the transmission
is secure, Bob decodes the secret message with his
quantum key. In this time, he first prepares an auxil-
iary photon bj in the state |a〉bj

= |0〉 and then takes
a CNOT gate on the photon Bj and bj by using the
photon Bj as the control qubit. Also, Bob should take
another CNOT gate on the photon Tj and bj by us-
ing the photon Tj as the control qubit. After these
two CNOT gates, the state of the quantum system
composed of the five photons Aj , Bj , Cj , Tj and bj

becomes

|ϕ〉ABCTb = γ(α|0〉A|0〉B |0〉C |0〉T
+ β|1〉A|1〉B |1〉C |1〉T )|0〉b
+ δ(α|0〉A|0〉B |0〉C |1〉T
+ β|1〉A|1〉B |1〉C |0〉T )|1〉b, (5)

or

|ϕ′〉ABCTb = γ(β|0〉A|0〉B |0〉C |0〉T
+ α|1〉A|1〉B |1〉C |1〉T )|0〉b
+ δ(β|0〉A|0〉B |0〉C |1〉T
+ α|1〉A|1〉B |1〉C |0〉T )|1〉b. (6)

That is, Bob can read out the secret message sent by
Alice with measurements on his auxiliary qubits in the
basis Z. Moreover, his measurement will not destroy
the encryption done by Alice on the qubit Tj with
the qubit Aj . Bob needs only to send all the message
qubits to Charlie for the remote conference after he
inserts some decoy photons into the message sequence

randomly for the next eavesdropping check. Charlie
can read out the secret message in the same way as
that used by Bob.

(iii) If the transmission between Alice and Bob
and that between Bob and Charlie are secure, the
three conferees use their quantum key repeatedly to
encode and decode their secret message in the next
round. Different from Ref.[45], the three conferees
need not check the security of their quantum commu-
nication by exploiting the correlation of the photons in
their quantum key as the security analysis has been
accomplished by choosing the decoy photons as the
samples to calculate the error rate of the transmis-
sion. This modification makes using the quantum key
very efficient.

In an ideal channel, this MQRSC scheme is se-
cure as its security is ensured with the same principle
as that in the famous BB84 QKD protocol. Also, an
eavesdropper cannot read out the secret message car-
ried on the message sequence as the state of each quan-
tum system in the quantum key is randomly |ψ〉ABC or
|ψ′〉ABC . That is, after the encryption by a legitimate
conferee, each message qubit is in the state |0〉 or |1〉
randomly. Eve’s eavesdropping will give her no useful
information about the secret message. Moreover, her
action will be detected by the three legitimate confer-
ees before their quantum key is used repeatedly.

The same as Ref.[45], this MQRSC scheme can
also be generalized to the case with M legitimate con-
ferees. In essence, we can complete this task with only
two modifications. First, we replace the maximally en-
tangled source in Ref.[45] with a pure entangled quan-
tum source, a more feasible one. Second, we use some
decoy photons to prevent a vicious eavesdropper from
eavesdropping,[36] instead of the correlation of maxi-
mally multipartite entangled systems. With these two
modifications, this MQRSC scheme is more feasible
and efficient than the first MQRSC scheme proposed
by Li et al.

Certainly, the implement of this MQRSC scheme
should resort to quantum memory. Without quantum
memory, the conferees can first create a common key
and then use it to encrypt and decrypt the secret mes-
sage, the same as the first MQRSC scheme based on a
private key in Ref.[45]. Also, Alice can use decoy pho-
tons to prevent an eavesdropper from eavesdropping
on the quantum communication, similar to Ref.[36].
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In summary, we have presented a multiparty
quantum remote secret conference scheme based on
quantum encryption with a sequence of GHZ-like
states. The conferees exploit the decoy-photon
technique[46] to ensure the security of this scheme. As
the quantum key can be used repeatedly if the quan-
tum communication is secure, this scheme is more ef-
ficient than the original one proposed by Li et al.[45]

Moreover, this scheme is more feasible than the latter

as a real quantum source usually produces a GHZ-like
state, not a GHZ state.
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