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This paper reconsiders carefully the possibility of using the Smolin bound entangled states as the carrier for sharing

quantum secret. It finds that the process of quantum secret sharing based on Smolin states has insecurity though the

Smolin state was reported to violate maximally the two-setting Bell-inequality. The general proof is given.

Keywords:
PACC: 0367

1. Introduction

The principle of quantum mechanics provides us
quantum cryptography,!! a technique permitting par-
ties to communicate over an open channel in a secure
way, which has been extensively explored from the the-
oretical and experimental perspectives. Quantum key
distribution (QKD)!? is the most promising branch of
quantum cryptography, dealing with the secure com-
munication between two parties. The problem of se-
curity is mainly to prevent eavesdropping of an active
external. There exists a link between the security of a
QKD protocol against individual attacks by the eaves-
dropper and the violation of some Bell’s inequality of a
shared quantum state.[3] The further researches show
the existence of strong connection between the amount
of pure entanglement and the private key which can be
distilled from the shared quantum state.[*~7] Extend-
ing the secure communication to more than two par-
ties, we consider quantum secret sharing (QSS).[5~1
In QSS, both the onslaught of an eavesdropper and
the participant’s attack threaten the security. There
seems to exist the relation between security and the vi-
olation of some Bell’s inequality.['*) It was argued that
a strong violation of multiqubit Bell inequality!™? by
the state that acts as the carrier in secret sharing can
be a criterion for security of the secret sharing against
individual attacks by an eavesdropper.['3] Here, how-
ever, we give an example that though Smolin bound

quantum secret sharing, Smolin bound entangled state

entangled state, the carrier state, maximally violate
the two-setting Bell inequality, the protocol of QSS
with the Smolin states is insecure against the inter-
nal attack. We prove the insecurity in Section 2. The

conclusion is given in Section 3.

2. Proof of the insecurity of QSS

with the Smolin states

bound
can be expressed in a recursive form,

The generalized Smolin
[14,15]

entangled
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the identity acting on C? and o, (m = 1,2,3) are
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the standard Pauli matrices. Consider a correlation
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function Bobs randomly choose between the observables o, and

(1) A (2n) oy to measure their respective particle, and get re-
E.,... k2n (an) = Tr(anOkl ®..00 )7 (3)

»»»»» kan sults 7;. When the choice is same, the results satisfy

N7 . rTADTrE D...0T =nmod?2 (& means addition
where O = ) e 0 (k; = 1,2, j =1,2,....2n), AT h Ban - (

NO

, modulo 2). If all Bobs act in concert, they can obtain
ﬁ,(jj ) stands for unit vector from R3. Choosing '

Alice’s secret bits.

ﬁ:,ﬁéj) =g, forj=1,2,..,2n—1 and ﬁ§2n) _ It y, From the recursive form of the 2n-qubit Smolin
omy B3 V2 state in Eq.(2), one can see that if a Bell-basis mea-
Ng ~ = V2 one can get surement is performed on each pair of qubits, after
(n — 1) times of measurement a pure maximal entan-
Ev1,.1,1(p2n) + E11,.1,2(p2n) + ... gled state can be ultimately discriminated between the
+ Eao. 21(pan) — Eaa...2.2(pan) residual two qubits. Therefore the protocol of QSS is
—(—1)"2 NG (4) secure against the external eavesdropping as proved in
Ref.[14].
which maximally violates a multi-particle CHSH-type The most serious threat to the security of the QSS
Bell inequality of the form comes from the participant’s attack, now we analyse
it in detail. For convenience, the recursive form of the
|E11,.1,1(p20) + Er1,.1,2(020) + o generalized Smolin state in Eq.(2) is outspread in the
+ Fasa. 21(pan) — E22. . 22(p2n)| < 2. o basis {|0), |1)} with the subscript being omitted,
It means that the Smolin state may be considered as 1 271 |P) + (=1)" ‘P>
a useful resource for quantum cryptography. We ad- Pan = 7n=T PZ_O V2

dress a protocol of QSS using the Smolin states in the (P + (=1)" <P‘
Suppose that Alice has some private information

to be secretly distributed among 2n—1 Bobs in a way ~ where P € {0,...,2?2""! — 1} and |P) = |P P...P2y,) ,

that all the Bobs must cooperate to recover the mes- ‘P> = ‘Plpg...P2n>, with P; € {0,1} and P,=1-P,.

sage. She uses the generalized Smolin states shared ~ Whenever n is even, |P) and ‘P> are arrays consisted

following.

()

between Alice and Bobs as the vehicle. Alice and  of even |0)s. Take an example, for n = 2,

1{ 0000) +[1111)  (0000| + (1111] , [0011) + [1100)  (0011] +- (1100]

Py V2 V2 V2 V2
N |0110) + [1001) 5 (0110] + (1001 N |0101) + [1010) o (0101 + <1010|}

V2 V2 V2 V2

While n is odd, |P) and ‘]5> are arrays of odd |0)s. In  ing Bob 2,1 is the cheater. For the sake of the sym-

fact. it can be realized that the states |P) + (=1)" ‘P> metry of the Smolin state under exchange of qubits,

V2 the final conclusion is same for the other cheater.
are the eigenstates of pan. When qubits are sent out by Alice, Bobsg,, _1lets an an-
Now in the Bobs there is one or more cheater who cilla interact with the qubits and resends them to the

wants to cooperate with the eavesdropper to access the ~ other Bobs. With the help of the interaction followed

Alice’s secret bits illegally and undetectably. For sim- by local operation, he can construct a purification of
plicity, we first consider the case of one cheater, assum- P2n
|
|P>1,2,...,2n + (=) ‘]5>

1 .2n
|W>1,2,...,2n,E = [gn—1 Z V2 el ’¢P>E’ (6)
P
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where ’(bp > 5 is the normalized state of Bobg,,_1’s an- pon. 1t is obvious that a partial trace over Hpg

) . . |P) + (—1)" |P) yields po,. Immediately, the intervention of Bobsa,_1
cilla corresponding to the eigenstate —— =~

V2 " causes no increase in the error rate of QSS, and is
and is mutually orthogonal for different eigenstate, . detectable. On the other hand, after tracing over

. . . . . /n/71
that is, the dimension of the ancilla system is 4™, Hpob, ® Hpob, ® ... ® Hpob,, _, one gets

which is equal to the number of the eigenstates of

oo =gy 5 (100000 o) + 11000 [6f) ), 001 (o2
2 |

1

+(|11>AB’¢§I>+|OO>AB’¢§I>)(AB<H|< gl
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for n even, and

prms =g S (0000 o) - 1000 o2, 00
P |

1

+ (—|10 AB’¢PI>+|01 AB’¢E>)(—AB <10|< Pl fam <01|<

+ 32| (1000 o) =100 [08) ), 001 (6" )

() 5 00 o)) (= 01 e

for n odd, where the subscript A and B denote the qubits belonging to Alice and Bobs,_1, respectively. The
superscript P € {0, ...,22"~1 — 1} refers to an array (P P,...P,,) in which the subarray (Ps...Ps,_1) excluding
qubit 1 contains even 0s, while the superscript P; € {0, ..., 22n—1 _ 1} represents another array (P, Ps...Psp,)
in which the subarray (Pz...Pa,—1) contains odd Os.

—aB (10| < o

2]

—AB <11|< PII

)

+AB <00|< Pu

The reduced density operators can be rewritten in the form of
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¢§II> _ ‘¢§II> < gII _ < 511
+ @Jr ¢+ ® ‘
S| 197)aa (910 —
‘¢§11> + ‘¢§II> <¢§II + < gn
NS (10)

V2

V2

From Eqs.(9) and (10), we can see that it is possible for the cheater Bobs,_1 to purify a Bell state shared

between Alice and him through a local measurement on his ancilla. Resorting to the Bell state, Bobg,_1 can

steal Alice’s secret bits by a measurement on his qubit when the observables used to establish secret key are

determined. And his steal cannot be detected because his intervention has no effect on the shared state of pay,

manifested by Eq.(6). Hence, the QSS protocol of the Smolin bound entangled states is frail against the attack

of one participant. As an example, an attack protocol of the participant can be found in Ref.[16]. And it can

be found that the more dishonest participant is, the frailer the protocol is.

3. Conclusion

In this paper we have analysed the security
of QSS protocol with the Smolin bound entangled
states as the channel, which has been reported to
violate maximally a multi-particle CHSH-type Bell
inequality.['*15] Owing to the quantum correlation be-
tween the cheat participants and other parties, the
cheaters can manage to steal the secret bit of the
sender (Alice) without being detected. The protocol is

insecure against the participant’s attack. This coun-
terexample shows that in the quantum secure commu-
nication involving more than two parties, the maximal
violation to Bell inequality cannot act as a criterion
for security of QSS against the participant’s attack.
Only the maximal violation to Bell inequality cannot
ensure the security. More effort is needed for seeking
the true criterion for the security of multiparty quan-
tum secure communication.
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