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The security of quantum secret sharing based on entanglement swapping is revisited and a participant attack is
presented. In this attack two dishonest agents together can illegally recover the secret quantum state without the help
of any other controller, and it will not be detected by any other users. Furthermore, by modifying the distribution
process of particles and adding a detection step after each distribution process, we propose an improved protocol which
can resist this kind of attack.
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Entanglement, the root of Bell theorem, is usually
considered to be a consequence of some interaction
among the particles in their common past. Entangle-
ment swapping (ES),[! which means entangling with
particles in set .S by appropriately projecting other
particles previously not entangled with particles of .S
has been found to have a number of applications in
quantum information such as constructing the quan-

(2]

tum teleportation'” speeding up the distribution of

quantum key®=9! correcting errors in Bell states, and
generalizing multiparticle entangled states. (6!

The theory of quantum secret sharing (QSS),
which had been proposed first by Hillery et all”
through using Greenberger-Horne—Zeilinger (GHZ)
states, was introduced from classical (¢,n) threshold
scheme. In the same year, Richard et al[® proposed
how to share a quantum secret state.l®! Since then,
many protocols about QSS have been proposed.[?—15]
As an important property of entanglement, the ES has
been extensively applied to secret sharing.['617] In a

(18]

recent paper, Zhang et al proposed a scheme for

the secret sharing of an arbitrary two-particle entan-

gled state. For simplicity, we call this scheme ZJZ pro-
tocol hereafter. Its security under several kinds of at-
tacks was proved. And it claimed that the eavesdrop-
per’s successful probability decreased with the number
of the controllers increasing. However, we point out
that it is not secure under a particular strategy, i.e.

the participant attack[9—21

in which Bob can illegally
obtain Alice’s secret quantum state with the help of
only one controller without introducing any error.

To start with, we give a brief description of ZJZ
protocoll!8] in the case of N agents. Here we use the
same notations and scenarios as those in Ref.[18]. Bob
and Charlie; (1 = 1,2,..., N—1) are Alice’s N agents.
Each participant possesses a pair of particles which is
in the state |¥"). [¥T) is one of the following four
Bell states:[!8]

1
%) = —5(100) + 1)),
&%) = —(01) + [10)). (1)

V2

And the arbitrary two-particle entangled state which
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Alice wants to send to N agents is

) a[00) + B01) +~[10) +6[11))pg,  (2)

pg = (
where o, 3, v and ¢ are unknown coefficients and sat-
isfy |o|> 4+ |8]* + |7|* + 6] = 1. The joint system of
the particles p,q,1,2,...,2N 4 2 is in the form of

N
19) =19, ® [T 19" )ays 1 0ise (3)
1=0

After the distribution process of the particles, Al-
ice possesses four particles p,q, 1 and 3. Particles
2042, 2i+ 3 belong to Charlie; (1 =1,2,--- ,N — 1),
and particles 2, 2N 4+ 2 belong to Bob. All partic-
ipants detect whether the eavesdropper exists in the
distributing particle process. A particular description
is as shown in Ref.[18].

The distribution of particles has been described
hereinbefore. Now we introduce the process of the
sharing secret. Alice performs Bell measurements on
particles p, 1 and particles ¢, 3 respectively, and an-
nounces the measurement results to Bob and Charlie;
by using a public channel. As indicated in Ref.[18],
we also suppose that Bob is assigned to recover the
state [¥) .. Then the remaining N — 1 controllers,
Charlie;, perform Bell measurements on their N — 1
pairs of particles respectively, and they all tell Bob the
measurement results via the classical channels. Ac-
cording to the measurement results from Alice and
the IV — 1 controllers, Bob can recover the state |¥)
by performing appropriate local operations on his two
particles 2 and 2N + 2.

Based on the security of all the particles con-
trolled by the N agents, the ZJZ protocol proves that
Bob cannot eavesdrop the secret state alone without
being detected if Bob is assigned to acquire the secret
state. But the situation where there are two dishonest
users is overlooked. We will show that two dishonest
agents could illegally achieve the secret state.

Now we describe how Bob and Charlie; can il-
After the
secure distribution process of the particles, Alice per-

legally obtain the secret quantum state.

forms Bell measurements on particles p, 1 and par-
ticles ¢, 3 and announces the measurement results
through the classical channel. If Alice’s measurement

results are in states of [?'") ;, and|®T) ;. the state of

q3’
other particles would be projected onto

[ ¥)ous5. anre = (@ |01] + B[00] + v [11] + & [10])y,

N
® H ‘ lp+>2i+1,2i+2' (4)
i=2

At an appropriate time, if Charlie; cooperates
with Bob and sends particle 4 to Bob, Bob just per-
forms o, on particle 4, and then particles 2 and 4
would be in state |¥) . So Bob obtains the secret
state in an illegal way. In the ZJZ protocol, the pro-
cess of detection aims to detect whether the particles
have securely arrived at each agent. Our strategy is
performed after this process, so it cannot be detected
by other users. In a word, our strategy can success-
fully attack the ZJZ protocol.

In order to avoid the participant attack, we
present an improved version of ZJZ protocol. We also
suppose that Alice wants to transmit the arbitrary
two-particle state to Bob as done in Eq.(2). Then the
modified protocol is described as follows:

(i) Alice prepares the states |[#),,, [¥F),,, ...,
[V )an12n 42 and [T,

(ii) Alice performs Bell measurements on particles
2, 5 and particles 4, 7, and then sends particles 4, 5
to Charlie;. Charlie; chooses one of the following two
modes, i.e (a) the checking mode (with probability c)
and (b) the message mode. In mode (a), i.e. in the
checking mode, Charlie; randomly chooses one of the
bases {|0),|1)} and {|4),|—)} to separately measure
particle 4 and particle 5. After Charlie; has told Alice
the measurement bases and results of the two parti-
cles, Alice separately measures particles 7 and 2 by
using the same measurement bases as those for parti-
cles entangling with them (i.e. particle 4 and particle
5 respectively). Then Alice compares their measure-
If the
results satisfy the expected correlations, the particles

ment results and detects the eavesdropping.

were not eavesdropped when they were transmitted in
the quantum channel. Otherwise eavesdropping exists
and Alice aborts this communication. In mode (b) i.e.
in the message mode Alice measures the Bell operator
on particles 2 and 7.

(iii) Alice performs Bell measurement on parti-
cles 6 and 9, and then sends particles 6 and 7 to
Charlie;. Analogously to Charlie;, Charlies also has
two choices, i.e. (a) the checking mode (with proba-
bility ¢), where Alice and Charlies perform local mea-
surements on particles 6 and 9, 7 and 2, and compare
the measurement results to detect eavesdropping (the
detail of this process is similar to the above detecting
steps in (ii)), and (b) the message mode where Alice
performs Bell measurement on particles 2 and 9.

(iv) The Charlieg,
Charliey, . .. and Charliey_;1 are analogous to that for
Charlies. For example, for Charlie;_1, Alice performs

next procedures for
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Bell measurement on particles 2¢ and 27+ 3, and sends
particles 2i and 2i + 1 to Charlie;_;. Charlie;_; also
has two choices: (a) the checking mode (with proba-
bility ¢) and (b) the message mode. If he chooses the
message mode, Alice would measure particles 2 and
2i + 3 by using the Bell basis. For Charliey_1, Alice
measures particles 2V and 1, and sends particles 2N
and 2N +1 to Charliey_1. The next process is similar
to other agents.

(v) Finally, Alice makes particles 2N + 2 and 3
project onto the Bell basis, and sends particles 2 and
2N + 2 to Bob. Similarly, Bob has two choices: (a)
the checking mode (with probability ¢) and (b) the
message mode. If there is no eavesdropping, Alice
performs Bell measurements on particles p and 1, ¢
and 3, and announces the results to the N agents.

If the controllers agree to the fact that Bob can re-
cover the original arbitrary state at the moment, they
would measure the Bell operator on their particles and
inform Bob of the measurement results. According
to their results, Bob will recover the state through
performing a unitary operation on the corresponding
particle.

To describe the improved protocol more clearly,
here we give a particular example of this protocol with
four users: Alice, Charlie;, Charlie; and Bob.

(i) Alice prepares the states |[¥7T).,,|¥T),,,
[0 )56 and | W)

(ii) Alice executes Bell measurements on particles
5, 2 and particles 7, 4, and sends particles 5, 4 to
Charlie;. Charlie; chooses one of the following proce-
dures i.e. (a) the checking mode (with probability ¢)
and (b) the message mode. In procedure (a), i.e. in
the message mode, Charlie; randomly chooses one of
the bases {|0),]1)} and {|4),|—)} to separately mea-
sure particle 5 and particle 4. After Charlie; has told
Alice the measurement bases and results of the two
particles, Alice measures the corresponding particles
(i.e. particle 2 and particle 7) by using the same mea-
surement bases. Then Alice compares their measure-
If the
results do not satisfy the expected correlations, the

ment results and detects the eavesdropping.

eavesdropping exists and Alice aborts this communi-
cation. In procedure (b), i.e. in the message mode
Alice performs Bell measurement on particles 7 and
2.

(iii) Alice performs Bell measurement on particles

1 and 6, and then sends particles 7 and 6 to Charlies.
The next step, including both the checking mode and
the message mode, is analogous to that for Charlie;.
In particular, in the message mode Alice performs Bell
measurement on particles 1 and 2.

(iv) Alice measures particles 3 and 8 by using the
Bell basis, and then sends particles 2 and 8 to Bob.
Analogously to Charlies, Bob also has two choices, i.e.
the checking mode and the message mode. If all the
channels are secure, Alice executes Bell measurements
on particles p, 1 and particles ¢, 3, and announces the
results via the classical communication. At some ap-
propriate time, other controllers would cooperate with
each other to make Bob recover the secret state.

After ascertaining that all the channels are se-
cure, Alice measures the Bell operator on particles p,
1 and ¢, 3 and announces the measurement results.
Without loss of generality, suppose that particles p, 1
and ¢, 3 are in states of [#") , and |¥7) ;. Charlie;
Charlie; perform Bell measurements on their particles,
and announce their results to Bob. Suppose they are
in states of [¢T)., and |¥T).4, then Bob will know
that the system of particles 4, 5, 6, 7, 8 and 2 collapses
into

| ¥) 456780 = (@ |01) + B[00) + v [11) + & [10)),g
® ‘¢+>54 ® ‘ w+>76 (5)

and can recover the unknown state by performing the
local operation I ® o, on particles 2 and 8

I ® 0y |W)eg = (|00) + 3]01) +~[10) + 0 [11)),g -
(6)
Similarly, whatever the agents’ results are, Bob can
recover the arbitrary state |¥) — with the help of
Charlie; and Charlies.

Because only Charlie; knows the result of parti-
cles 5 and 4, and after each step Alice would measure
some particles, the information about the state would
be divided into some parts. Only when every agent
cooperates with each other can the state be recov-
ered. For example, Bob and Charlie; are two dishon-
est agents. According to our protocol, particle 2 and
particle 4 are not entangled, so they are not changed
into the secret state under any local operation, even
though Charlie; submits particle 4 to Bob. So the
modified protocol could resist the participant attack.
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In order to validate the security of the modified
protocol, we consider some other attack strategies, i.e.
(a) intercept-resend attack and (b) auxiliary particle
attack. In strategy (a), i.e. in intercept-resend at-
tack, dishonest participants or eavesdroppers want to
acquire some information about the transmitting par-
ticles by this attack strategy. Suppose that Bob in-
If he
performs Bell measurement on particles 4, 5, parti-

tercepts the particles from Alice to Charlie;.

cle 5 and 2 would be not entangled with each other.
So in the checking mode Bob would be detected. If
he randomly chooses one of the bases {|0),|1)} and
{|+),|-)} to separately measure particles 4 and 5,
and Charlie; uses the conjugated basis to the moment,
Bob also would be detected. So though Bob can ac-
quire some information through using this attack, he

| ¢>5251 744, —

(1010) + [101)) 505, ® (|000) + [111))744,
|010000>52517441 + |101000>52517441 + |010111>52517441 + |101111>52517441

would be detected. In strategy (b) i.e. in auxiliary
particle attack dishonest participant also wants to ac-
quire a knowledge of particles submitted. When Alice
sends particles 4 and 5 to Charlie;, Bob obtains aux-
iliary particles separately. Suppose that Alice’s mea-
surement results are in states of |®%1)., and [¥7T).,,
and the system will be

(27052 ® |77, ® 100)5,4,
= (|01) + 110))52 © [0)5, ® (|00} + [11))74 & [0}, -
(7)

Then Bob performs CNOT operation: particle 5 is
source and particle 5; is target; particle 4 is source
and particle 4, is target. And then the system changes

into

= [01)45 [00)54 00)5, 4, + [00) 75 [10)5,4 [10) 5, 4, + [11) 75 [01) 5, [01)5 4, + [10) 75 [11) 5, [11)5 4,

(’ gp+>’72 ‘ !p+>54 + ‘¢_>72 ‘ !p_>54) ‘ Lp+>5141 + (’ gp+>72 ‘ lp_>54 + ’¢_>72 ’ Lp+>54) ‘ lp_>5141

+ (’ ;P+>72 ‘¢+>54 - ‘ ;P_>72 ‘¢_>54) ’¢+>5141
+ (’ ;p+>72 ‘¢_>54 - ’ W_>72 ’¢+>54) ’¢_>5141 : (8)

If the states of particles 5, 2 and particles 7, 4 are
assured, according to expression (8), there is a proba-
bility of 1/2 with which Bob cannot introduce errors.
Bob can acquire some information when he measures
the auxiliary particles. In our protocol, Bob only
needs 2 bit information to recover the secret state.
Each controller would publish 2-bit information about
their measurement results. In the 2 bits, there is only
1 bit useful to Bob. And in the auxiliary particle
attack, Bob only obtains the redundant information
about each controller, while the redundant informa-
tion is not useful for recovering the secret state. Above

all, our protocol can resist this attack.

In summary, we have reviewed the ZJZ protocol
which is based on entanglement swapping and pre-
sented a participant attack on it. In this attack two
dishonest agents cooperating with each other can ille-
gally recover the secret quantum state |¥)  without
the help of any other controller, and it will not be
detected by any other users. Furthermore, by modi-
fying the distribution process of particles, we propose
an improved protocol which can resist the participant
attack and some other attacks.
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