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We propose a quantum error-rejection scheme for direct communication with three-qubit quantum codes based

on the direct communication of secret messages without any secret key shared in advance. Given the symmetric and

independent errors of the transmitted qubits, our scheme can tolerate a bit of error rate up to 33.1%, thus the protocol

is deterministically secure against any eavesdropping attack even in a noisy channel.
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The main difference in character between quan-
tum physics and classical physics lies in the nonclas-
sical and counterintuitive phenomena, such as nonlo-
cality and entanglement. The first protocol of quan-
tum secret communication with quantum entangle-
ment was first proposed by Ekert in 1991, which
was later shown to be equivalent to the pioneering
work by Bennett and Brassard of 1984.12 For a history
of the subject, see Ref.[3].
security of quantum secret communication has been

Since then unconditional

strictly proved.* In a usual protocol two distant par-
ties, traditionally called Alice and Bob, communicate
over an open channel that is unintelligible to a third
party, usually called eavesdropper ‘Eve’. This pro-
cess is protected by the premise that nonorthogonal
states cannot be cloned (‘no-cloning’ theoretics(®!) or
discriminated exactly. With the help of a public chan-
nel, each bit string can be used to establish a shared
secret key or a verification string between the sender,
Alice, and the receiver, Bob. Then they use this se-
cret key to encrypt a message sent through a classical
public channel.[0l Tn Ref.[7] a scheme for secure direct
communication was proposed in which the message
could be read after transmitting an additional classical

quantum communication, GHZ state, quantum entanglement

information for each qubit. In Ref.[8], a ‘ping-pong’
protocol was presented which allowed the generation
of a deterministic key or even direct secret communi-

cation.

In the presence of a considerable quantum chan-
nel loss, however, Eve may obtain some information
that is hidden in the channel loss without being de-
tected if she replaces the original lossy channel with
a less lossy one.[%1% Furthermore, the original ‘ping-
pong’ protocol might also be attacked without being
detected,' which means that a smart Eve can just
capture the travel qubit and simply perform a o, op-
eration if need be, then forward this qubit. Alice and
Bob will have zero probability of detecting Eve’s at-
tack. This can be found from Eq.(4) in Ref.[8], for
any o, operation always leads to § = 0, i.e. the detec-
tion probability is always zero. Although Alice might
receive one bit of information for each message run,
the information that Alice has gained may be a pile
of useless random bits.

The aim of this paper is to modify the ‘ping-pong’
protocol into an unconditional secret protocol even
in a noisy quantum channel. The basic idea of our

scheme is to encode information by local operations
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into a three-qubit Greenberger—Horne—Zeilinger-type
state (GHZ state)!'?l and by performing quantum er-
ror rejection measurement. As a practical condition,
we take into account the channel noise, imperfect GHZ
source, storage error and computation error. Fortu-
nately, the last three types of errors can be fixed by
quantum error correction!'3 and fault-tolerant quan-
tum computation techniques.'*! In our scheme, we
suppose that Alice prepares three photons in the max-
imally entangled three-qubit state

_ b
V2

During the communication process she keeps one pho-

|¥) (1000) + [111)). (1)

ton, the ‘home qubit’ and sends the other two pho-
Bob first
checks the parity of the two qubits by using a po-

tons, the ‘travel qubits’, to Bob (‘ping!’).

larizing beam splitter (PBS). If the two outcoming
qubits have the same value, he performs an opera-
tion o, ® 0, or I ® I (i.e. he does nothing actually.)
on the travel two qubits, or else discards both of the
travel qubits. Then he sends the travel qubits back
to Alice (‘pong!’). After receiving the travel qubits,
Alice works on a joint GHZ measurement and will ob-
tain corresponding states according to what Bob has
done. Thus she can receive information from Bob. To
ensure the security of the information, we design the
two communication modes, i.e. ‘message mode’ and
‘control mode’, which are a little different from those
in Ref.[8] and are explicitly described below as an al-
gorithm.

(A) Alice prepares three qubits in the GHZ state
1
) = 7 (|000) + |111)). She stores one qubit as the

home qubit and sends the other two qubits, for exam-
ple, the latter two qubits, as the travel qubits to Bob
through the quantum channel.

(B) Bob first checks the parities of the two
travel qubits in the z basis just as the linear optical
element.['516] He discards those pairs whenever the
codes have different values and announces which pair
has been discarded through the public channel. If the
codes have the same value, then Bob takes the follow-
ing action. After the parity check operation, there are
only two codes left, i.e.

|4°) = (]000) + [111))

1
V2
and

) = \% (|110) 4 001)). (2)

(C) With probability ¢, Bob switches to the con-
trol mode and proceeds with (D), or else he proceeds
with (E).

(D): (D-1) With probability p, Bob performs a
CNOT operation between the travel qubits, with one
of them used as a target and the other as a controller.
Then he rotates the control qubit into the dressed
states |+) = (|0) £]1))/v/2 and measures it in the
basis {|£)}. After measuring the control qubit, Bob
sends other two qubits that he has randomly prepared
in the basis {|0), ||1)} or {|+), |—-)} to Alice. When
Alice announces the arrival of the qubits, Bob informs
her that it is a control run this time, and tells her the
measurement result of the control qubit and also the
information about the backed two qubits that he has
just prepared randomly and can be used to check the
errors in the process of ‘pong’. Then Alice switches
to the control mode, and measures her home qubit in
the basis {|4)}. She should also measure the travel
back qubits according to the information that Bob
has prepared them. If Alice and Bob have different
measurement outcomes, Eve is detected. (D-2) With
probability 1 — p, Bob sends the travel qubits back to
Alice directly without any operation. If Alice’s mea-

1
surement does not result in 7 (|000) + |111)), there

is an Eve on line. In this case Alice has probability
P=0.5 of finding out Eve’s attack.. Otherwise, this
communication continues.

(E) Define Uy = I ® I and U; = 0, ® 0, for Bob’s
operation, where I is the unit matrix and o, is the
Pauli x matrix. Bob applies one of the two possible
unitary operations to the travel qubits and then sends
them back to Alice.
qubits, she first checks their parities just as Bob has

When Alice receives the travel

done, then works with a joint GHZ measurement to
distinguish the following GHZ states such as

1
[¥°) = Up [¢) = 75 (1000) + 111)) — 0
and
[0h) = Urly) = 1 (]110) + |001)) — 1.

V2

Then Bob and Alice restart a new turn of com-
munication until all the communication information is
successfully transmitted.

Now we analyse the error rates due to channel
noise and eavesdropping. Without loss of general-
ity, we suppose that the channel is binary-symmetric,
which means that it acts on each bit independently
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and has equal distribution to the errors of o, oy, 0.
In a practical channel there are five kinds of opera-
tions for one qubit, i.e. I, 04, oy, 0, and og, where [
is the unit matrix; o, 0, and o, denote a bit-flip er-
ror only, a phase-flip only, and a combination of both
errors, respectively; og represents the channel loss er-
ror.

For the case of two travel qubits, there are 25
possibilities as shown in Table 1, in which only the
operators I ® I and 0, ® o, do not change the re-
sults of the travel qubits. After a parity check, there
are eight evolutions I ® I, 0, ® 04, 0y @ 0y, 0, Q@ 0,
{I®o.}, {o, ®0,} left, where {i ® j} denotes both
1 ® j and j ® ¢. During these evolutions, {I ® o}
and {0, ® o,} induce the results out of the encod-
ing subspaces {|[¢?), [¢)')} and these results will be
discarded finally. In the case where the losing rate
of one qubit, 7, is small, the channel loss oy ® o9
is negligible for both of the travel qubits lost (corre-
sponding to a probability of 1?).[8 Although the evo-
lutions o, ® 0, and o, ® o, (with the probabilities of
p2, and pio, respectively) will project ’¢0> & ‘w1>,
which is indistinguishable to Bob, they will be found
out due to their comparison with the measurement
results on the home qubit in the control mode. Thus
all kinds of errors can be completely detected. To
check the channel error in the ‘ping’ process, we esti-
mate the rate of taking an error as a message to be

P + pzo
Pio + Pro "‘pzo + 2’
and o, are denoted by pzo, pyo and p.g, respectively

where the error rates of o, oy

and pro = 1 —pzo —pyo — P-o. If Alice and Bob require
the error rate of their communicatioln to be less than
5% (assuming p.o = pzo = Pyo = 7p10), we find
that the condition prg >66.9% must be fulfilled. In
other words, our direct communication protocol can

tolerate a quantum channel error rate with an up-
per limit of 33.1%. In contrast, the tolerable chan-
nel bit-flip and phase-flip rates (four-state protocol)
in Refs.[15, 16] are 26% and 20% respectively in the
symmetric channel with an independent noise.

Table 1. All probabilities of channel error for two qubits.

I®I I ®oy I ® oy I® o, I ® og
0z Or Q oz Oz @ oy Ox 0oz or Q op
oy @1 oy Q0o oy Q@ oy oy Q02 oy ® oo
0.1 0 Q0 0z Q oy 0z R0z oz ® 0o
oo ®1I 00 Q@ 0y 00 ® oy oo R0, o0 ® 00

Security proof — Most analyses of the security
of quantum secret communication have dealt with

single-particle eavesdropping strategies,['”] immediate
or delayed measurements, and the so-called collective
attacks,!'®19 in which Eve brings each signal parti-
cle into interaction with a separate probe system, and
measures all probes together after hearing the public
discussion between Alice and Bob. Security against
the most general type of attack, the so-called joint
attack, has been investigated in Ref.[20].

We now discuss the security of our protocol. First
of all, we consider that Eve intercepts the particles
(one or both of the travel qubits) that Alice has sent
to Bob and then resends them after a measurement
or sends other particles to Bob. Because the mea-
surement of the polarization of the travel qubits leads
to a completely random result, pg3=Tr1 {|¢) (¥|} =

L (100) (00] + [11) (11]), ; where the subscript 1 indi-
cates the home qubit, and 2 and 3 refer to one of
the two travel qubits separately. In this case Eve
cannot elicit any useful information from the maxi-
mally mixed state without disturbing it. If Eve re-
sends the travel qubits after a measurement or sends
other particles to Bob, it will be detected in the control
mode and even in the message mode for the change
of error rate. For example, suppose that Eve per-
forms a measurement in the z-basis on the captured
travel qubits and then resends them to Bob. Eve’s
measurements of the travel qubits will result in |00)
or |11) in an equal probability, thereby Alice’s home
qubit is collapsed into the state |0) or |1), correspond-
ingly. So this eavesdropping by Eve will collapse
the whole system into |000) or |111).

sage run, Alice’s decoding measurements on the three-

In the mes-

qubit will result in a completely random state between

1 1 .
NG (1000) + |111)) and NG (1000) — |111)). While the

1
result 7 (]000) — |111)) corresponds to an error of

{I ® 0.} which makes Bob’s encoding mapped out of
the encode subspaces {|1°), |¢')}. Thus this attack
from the Eve might be detected even in the message
run.

In the control run of the first choice in (D), i.e.
(D-1), after Bob’s CNOT operation, the travel qubits
as the control and the home qubits will be prepared
into the EPR pair |¢1) = % (|00) + |11)) if they
are not disturbed. This means that Bob’s measure-
ments on the travel qubit in the dressed states |+)
will make Alice’s home qubit collapsed into|+) or |—),
correspondingly. After receiving the classic message
from Bob, Alice measures her home qubit also in
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the dressed states |+). If both results are not co-
incident with each other, Bob knows that Eve is on
line, and so Bob stops the communication. However,
in the above intercept-resend strategy, Eve’s attack
will make the travel qubit the control and the home

qubits that are collapsed into |00) or |11), which cor-
1
respond to 00) — 5 (|+) +|=)) ® (I+) +[-)) and

1
11) — 3 (I+)—=1-)) ® (|[+) — |-)). Obviously, half
of their results are not coincident with each other. In
the second choice of (D), i.e. (D-2), if the measure-

1
ments by Alice do not result in 7% (1000) + [111)),

there should be an Eve on line. So in the ideal con-
dition Alice has probability P=0.5 to detect Eve’s at-
tacks.

Here we consider a more generic attack and
give a parallel proof as shown in Ref.[8] but in a
noisy channel where Eve may hide herself by re-
placing the original lossy channel with a less lossy

[9]

one.”) Eve aims to find out what operation Bob

has performed. But due to no access to Alice’s
home qubit, Eve’s operations are only restricted to
the travel qubits, whose states are completely in-

distinguishable from the complete mixture ps 3=Tr;

(1) (@l}== ([00) (00| + |11) (11]), 5. We will show
that any in%ormation Eve gains would make her face a
nonzero detected probability. By replacing |0) and |1)
with |00) and |11), respectively, we can rewrite Eq.(4)
in Ref.[8] as

[’y = £00,x) = a[00,x0) + 811, x1) . (3)

When the noises of the channel are considered,
the detection probability for Eve’s attack cannot be
simply expressed as d = 2|8] = 1 — 2|a|. Instead,
the effect of the error rate distribution of the channel
noise should be involved. From the above discussion
and a straightforward calculation the detection prob-
ability (d) for Eve’s attack in the A — B process in
the control run is obtained as shown below:

P+ P;zlo

d= 3% - .
Pio +Pio + P + 12

Although the detection probability becomes smaller
than that in the ideal condition,® it is an abso-
lute probability, that is to say, Eve will be definitely
present so long as d > 0. Similarly, Eve can also be de-
tected in the B — A process. The difference between
the travel back qubits measured by Alice and those

prepared by Bob indicates the error rate of the second
run, ‘pong’. If the estimated channel error rate is too
high, the scheme is dead and should be restarted from
the beginning.

Now we come to analyse how much information
Eve can maximally gain in our scheme. Suppose
that Bob encodes his bit by applying the operation
Uy=1®1I or Uy =0, ® o, to the travel qubits with
the probability py and p;, respectively, then the state
of the travel qubit after Eve’s attack will be expressed
as

la? po + 1B)° p1 poaB* + pra*s
* 2 2
poa* B+ praB* |al” p1 + (6] po

Direct calculation of the roots of the characteristic
polynomial det (p — \) yields the values of eigenvalue
A of p, ie.

1
A:E[li\/1—4p0p1|a2—ﬁ2\].

In the case of pp = p1 = 1/2, and a« = [ =

1/ \/5, Eve can gain all the information with the von-
Neumann entropy Iy = 1 and the detection probabil-
1 20+ D2
ity d = 5 — — p20 pgo 2
2 P+ Pzt Pyo TP
pro > 66.9%, the detection probability d=0.45. The
process B — A is shown in Table 2, where listed in

In our protocol

the first column are the types of joint channel errors
(JCEs) before Bob’s encoding. The correlated proba-
bility between Alice and Bob is

P (0]0) =P (1]1)

e Pio + P2
=la|” = T2 42 2
Pio T Pzo T Pyo T P20
2 2
2 Dzo T Pyo
+ 18 s

Pio + Do + Do + 020
and

P (0]1) =P (1]0)

—laf? Do + Pyo
Pl +Pi0 + Py + Pl
2 2
+
n |ﬁ|2 Pio T Pzo (4)

Pio + P20+ 0 + 02

As a further investigation of this protocol, one can
check the result by comparing it with that obtained
in the ideal channel condition.
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Table 2. Probabilities of joint channel error in the
“pong” process.

I®I PZ (|000) + |111))/v/2
0. ® 0 P (1000) + [111))/v/2
O0r @0 P2 (]110) + |001))/v2
oy @ oy P2 (1110) + [001))/v2
{I®o.} 2P0 Pzo (1000) — [111))/v/2
{oy ® a2} 2P0 Pyo (1110) —[001))/v/2

In conclusion, we have presented a deterministi-

cally secure direct communication protocol, in which

any kind of error can be detected in the transmis-
sion channel between Alice and Bob. Alice’s measure-
ments depend only on the distinguishability between
the states ‘1/10> and |w1>. Experimentally, the prepa-
ration of the GHZ state has been tested in Ref.[21],
and the parity check in our scheme is already avail-
able in experiment with linear optics. Therefore, we
believe that the experimental realization of our proto-
col is feasible by using existing technology.

We are grateful to Mang Feng for his help.
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