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In this article, we investigate cascading failures in complex networks by introducing a feedback. To characterize

the effect of the feedback, we define a procedure that involves a self-organization of trip distribution during the process

of cascading failures. For this purpose, user equilibrium with variable demand is used as an alternative way to determine

the traffic flow pattern throughout the network. Under the attack, cost function dynamics are introduced to discuss

edge overload in complex networks, where each edge is assigned a finite capacity (controlled by parameter α). We find

that scale-free networks without considering the effect of the feedback are expected to be very sensitive to α as compared

with random networks, while this situation is largely improved after introducing the feedback.
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1. Introduction

Complex networks arise in natural systems and
they are also an essential part of modern society.
Many real complex networks were found to be het-
erogeneous with power-law degree distribution.[1−3]

The scale-free character of these networks gives rise to
many unexpected results in many properties, as com-
pared with regular networks or random networks.[3]

Because of the ubiquity of scale-free networks in nat-
ural and manmade systems, the security of these
networks has been of great interest. In Ref.[4], it
is demonstrated that scale-free networks possess a
robust-yet-fragile property. That is, they are ro-
bust against random failures of nodes but fragile
to intentional attacks. In addition, the absence of
percolation[5] also prompts an exceptional tolerance
to random failures.

The above properties of scale-free networks only
refer to the static topological connectivity properties.
On the other hand, in communication networks such
as the Internet, many instabilities are due to traffic
congestion or load redistribution. That is, the traffic

load carried on the overloaded nodes or edges is au-
tomatically diverted to alternative paths on the net-
works and instabilities can spread by an avalanche of
traffic congestions. These instabilities are thus of a
dynamical nature and depend on how objects (e.g.
information, etc.) are routed and distributed in the
network. Recently, there have been many studies on
cascading failures generated by the redistribution of
traffic load due to edge or node overload in complex
networks.[6−13]

Unlike previous studies, we introduce a feedback
procedure during the process of cascading failures in
complex networks. In order to clearly describe the
feedback, we can take urban traffic networks for ex-
ample to illustrate how the feedback affects the opera-
tion of traffic dynamics during the process of cascading
failures. When traffic congestion occurs, (i.e., cascad-
ing failures occur) it may result in traffic accidents,
or some traffic facilities may be destroyed. As a re-
sult, some users may decide to shift the time of travel,
or forgo some trips altogether, in order to avoid the
congestion. This problem statement suggests that we
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ought to focus on finding a suitable or variable trip
distribution in order to relieve the congestion of the
network. This line of thinking leads us to define a
feedback procedure that involves a self-organization
of trip distribution to relieve the congestion during
the process of cascading failures. An alternative way
is that, different from betweenness centrality,[14] we
introduce user equilibrium with variable demand[15]

to determine traffic flow pattern. In the case of user
equilibrium with variable demand, the trip distribu-
tion can be seriously affected by increased traffic flows
or congestion. As a result, when congestion develops,
the trip distribution can be suitably transformed.

As will be shown below, our main finding is that
the effect of the feedback can effectively reduce the
discrepancy of cascading failures between random net-
works and scale-free networks.

The rest of this paper is organized as follows: Sec-
tion 2 provides a description of traffic dynamics and
definitions. Simulations and results are given in Sec-
tion 3. Finally, some summaries and conclusions are
shown in Section 4.

2. Traffic dynamics and defini-

tions

The proposed feedback procedure for cascading
failures is depicted in Fig.1, where the dotted arrow

Fig.1. Feedback procedure for cascading failures in com-

plex networks. The dotted arrow corresponds to the case

without considering the effect of the feedback, which is

considered in previous studies on cascading failures.

corresponds to the case of process for cascading fail-
ures investigated in many previous studies, such as
Refs.[6]–[13]. It is clear that the feedback procedure
involves a self-organization of trip distribution. As
mentioned above, the feedback can be described by
user equilibrium with variable demand, which will be
introduced below.

2.1.User equilibrium with variable de-

mand

Betweenness centrality (BC) is often used to esti-
mate the load on the node or edge in many previous
studies. In this paper, we introduce user equilibrium
to determine the load on the node. Based on user
equilibrium, the effect of congestion is introduced to
affect the route choice strategy. So we hope that the
congestion of some important nodes or edges may be
largely relieved, leading to an efficient transport.

The demand, qrs (i.e., the trip distribution men-
tioned above), between every origin–destination (O–
D) pair r–s in the network can be assumed to be a
function of travel time between r and s. In other
words,

qrs = Drs(ωrs)∀r, s, (1)

where ωrs is the minimum travel time between r and
s, and Drs(·) is the demand function between r and
s. Typically, the form of the demand function will be
the same for all O–D pairs.

User equilibrium with variable demand can be de-
scribed by a mathematical program,[15] given as:

minZ(X, q) =
∑

(i,j)

∫ xij

0

wij(x) dx

−
∑
rs

∫ qrs

0

D−1
rs (x) dx, (2)

s.t.
∑

k

frs
k = qrs ∀r, s, (3)

frs
k ≥ 0 , ∀r, s, k, (4)

qrs ≥ 0 , ∀r, s, (5)

xij =
∑

r

∑
s

∑

k

frs
k δrs

ij,k, ∀i, j, (6)

where X is the matrix of link flow xij on the link
(i, j), q is the matrix of O–D demand qrs, wij(·) is
the cost function, which maps link flow to travel time
on the link (i, j), D−1

rs (·) is the inverse of the demand
function associated with O–D pair r–s, the path flow
frs

k is the flow of the path k connecting origin r and
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destination s, δrs
ij,k = 1 if link (i, j) is a part of path

k, and δrs
ij,k = 0 otherwise. Equation (2) is the ob-

jective function, viewed as a mathematical construct
utilized to solve equilibrium problems. Equation (3)
represents a set of flow conservation constraints that
the flow on all paths connecting each r–s pair has to
equal its traffic volume. The nonnegativity conditions
in Eqs.(4) and (5) are required to ensure that the so-
lution of the program will be physically meaningful.
Equation (6) means that the flow on each link is the
sum of flows on all paths going through the link.

The effect of congestion can be described by cost
functions, in which BPR (the Bureau of Public Roads)
formula[16] is the most widely used,

wij = w0
ij

(
1 + a

(
xij

Cij

)b
)

, (7)

where a = 0.15 and b = 4 are typically used, w0
ij de-

notes the cost on the link (i, j) when there is no flows,
Cij is the ‘practical capacity’ of link (i, j).

2.2.The model and definitions

Unlike most previous studies, we investigate edge
overload rather than node overload, since we assume
that traffic flows (e.g., vehicles) always travel on the
edge and may chose another edge at the node without
any delay.

Let xij(t) denote the total flow passing through
the edge (i, j) at time t. Each edge is characterized
by a capacity defined as the maximum flow that edge
can handle. Similar to Ref.[6], we assume the capacity
Ceij of edge (i, j) to be proportional to its initial flow
x0

ij :

Ceij = (1 + α)x0
ij , ∀i, j, (8)

where constant α ≥ 0 is the tolerance parameter.
When all edges are in normal states, each edge has
its initial flow. But the attack to the network in gen-
eral changes the distribution of the flow, i.e., the flow
on the edge will be recalculated. If it increases and
becomes larger than the capacity, the edge fails. Any
failure leads to a new recalculation of flow on every
edge, and as a result, subsequent failures can occur.
In addition, due to any overload, each object (e.g., ve-
hicles or information, etc) will use an alternative path
to avoid the congestion. For this purpose, similar to
Refs.[7] and [12], we consider cost function dynamics

as follows,

Cij(t + 1) =





Cij(0)
Ceij

xij(t)
, if xij(t) > Ceij ,

Cij(0), if xij(t) ≤ Ceij ,

(9)

where Cij(0) is the initial ‘practical capacity’ of link
(i, j).

Note that Eq.(9) in the present article is quite
different from that in Refs.[7] and [12]. In Refs.[7]
and [12], researchers investigated cascading failures
due to node overload, i.e., congestion occurs at the
node. When congestion occurs at a node, all objects
(e.g., vehicles) may make a detour to avoid all edges
connecting to the congested node, regardless of the
congestion of edges. That is, those un-congested edges
will also be avoided if they are connecting to a con-
gested node, which may reduce the efficiency of the
network. According to the above equation, it is clear
that we focus on diverting traffic flows only on con-
gested edges.

To measure the performance of the network we
consider three quantities, the efficiency of the network
E, the degree of congestion of the network FC, and the
number of overloaded edges in the network Num. Fol-
lowing Ref.[17], the efficiency of the network is defined
as

E =
2

N(N − 1)

∑

i>j

1
ωij

, (10)

where N is the size of the network. Following Refs.[12]
and [15], the degree of congestion of the network is ex-
pressed as

FC =

∑
i>j xijwij∑
i>j xijw0

ij

. (11)

In the following, we will illustrate how the toler-
ance parameter affects three quantities in random and
scale-free networks.

3. Simulations and results

In our simulations, we consider random networks
and scale-free networks. The network size is N =
1000, and the average degree is 〈k〉 = 6. Random
networks can be generated by the binomial model,[2]

where each pair of nodes is linked with probability
〈k〉/N . To generate scale-free networks, we use the
standard Barábasi–Albert (BA) scale-free model.[1]

For simplicity, for each link (i, j), Cij(0) = 1 and
w0

ij = 1 are typically considered. In general, the de-
mand function between r and s can be expressed as
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qrs = ArBsf(ωrs), where Ar and Bs are known pa-
rameters associated with origin r and destination s,
respectively, and f(ωrs) is a monotonically decreasing
function of ωrs . Here we consider a simple form, given
as

qrs = krks
1

ω2
rs

, (12)

where kr and ks are the degrees of node r and s, re-
spectively. All the resulting data are averaged over 10
realizations. In order to study cascading failures un-
der attack, we focus on removing a single node with
the largest degree in the network.

In order to clearly show the operation of the feed-
back procedure, we firstly investigate cascading fail-
ures in complex networks for the case without consid-
ering the effect of the feedback, i.e., the case of the
dotted arrow in Fig.1. User equilibrium with fixed
unity demand[15] is typically considered. The sim-
ulations are plotted in Fig.2. The results are com-
pared between random networks and scale-free net-
works, since the topology effect may play an important

role in instabilities. For comparison, we show the ra-
tios of different indices in Figs.2 and 3, where E(0.6),
FC(0) and Num(0) mean E(α = 0.6), FC(α = 0) and
Num(α = 0), respectively. For random networks, E

basically stays in a steady state, independent of tol-
erance parameter α, while for scale-free networks, E

is expected to monotonously increase with the toler-
ance parameter α. In other words, scale-free networks
are very sensitive to the tolerance parameter α. The
other two quantities reflect similar behaviour: FC is
also independent of tolerance parameter α for random
networks; while it keeps decreasing with the increase
of tolerance parameter α for scale-free networks. Num
quickly drops to zero for random networks (i.e., ap-
proaches zero for the tolerance parameter α > αc,
where αc ≈ 0.1), while it slowly decreases for scale-
free networks with the increase of tolerance parame-
ter α. The reason for this behaviour results from the
fragile property of scale-free networks and the robust
feature of random networks to intentional attack.

Fig.2. Cascading failures in scale-free and random graphs, as triggered by the initial removal of a single node

with the largest degree in the network, for the case without considering a feedback procedure, corresponding to

the case of the dotted arrow in Fig.1.

Fig.3. Cascading failures in scale-free and random graphs, as triggered by the initial removal of a single node

with the largest degree in the network, for the case considering the effect of the feedback, corresponding to the

case of the solid arrow in Fig.1.
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In the following, we will consider the effect of a
feedback on cascading failures in complex networks.
As will be shown below, in this case, the fragile prop-
erty of scale-free networks to initial intentional attack
can be largely improved, which is really different from
efficient strategies previously presented to relieve cas-
cading failures in scale-free networks.[18,19]

In Fig.3, we perform the same simulations by con-
sidering a feedback procedure, but obtain some differ-
ent results. As shown in Fig.3(a), for random net-
works, E basically stays in a steady state, except for
the tolerance parameter α < 0.1; while for scale-free
networks, E remains unchanged, surprisingly indepen-
dent of tolerance parameter α. Clearly, we can obtain
an opposite result for α < 0.1 when comparing the
simulation in Fig.3(a) with that in Fig.2(a). That is,
when α < 0.1, scale-free networks become less sensi-
tive to tolerance parameter α as compared with ran-
dom networks. Similarly, from Fig.3(b), it is clear
that, for scale-free networks, FC monotonously de-
creases for the tolerance parameter α, which is similar
to that shown in Fig.2(b), while for random networks,
FC also becomes very sensitive to tolerance parameter
α when α < 0.1, which is different from that shown
in Fig.2(b). As shown in Fig.3(c), one can also find
that, for random networks, Num approaches zero for
the tolerance parameter α > αc, where αc ≈ 0.2 larger
than 0.1 obtained in Fig.2(c). For scale-free networks,
Num surprisingly has a sharp drop when tolerance pa-
rameter α < 0.1, while it may decrease linearly with
tolerance parameter for the case without considering
the effect of the feedback, as shown in Fig.2(c). Note
that, compared with Fig.2, after introducing the feed-
back mechanism, it shows that the robustness of ran-
dom networks is decreased. Actually, when α is close
to zero, any attack may lead to congestion which may
affect the self-organized trip distribution due to the
effect of the feedback. Then the load distribution can
also be affected, which may lead to new congestions.
As a result, the performance of the network (e.g., FC

and Num) may become much more sensitive to the
tolerance parameter, except for E. The reason may
be due to the fact that, according to Eqs.(10) and
(12), E and the behaviour of the self-organized trip
distribution are correlated.

As mentioned above, we can infer that, after in-
troducing a feedback procedure, the discrepancy of
cascading failures between random and scale-free net-
works, can be effectively reduced. Actually, when tol-
erance parameter α < 0.1, most edges are congested,
as shown in Fig.2(c) and Fig.3(c). Then, the minimum
travel time between every origin and destination can
be increased, leading to traffic demand dynamics (see
Eq.(12)).

4. Summaries and conclusions

Cascading failure, triggered by small initial per-
turbation, is one of the intriguing problems in physics.
In this paper, we aim to study the effect of a feedback
procedure on traffic dynamics in complex networks.
Interestingly, the feedback procedure can be described
by user equilibrium with variable demand. Under the
attack, we numerically investigate three quantities to
evaluate the performance of complex networks, and
obtain some interesting results.

For the case without considering a feedback pro-
cedure, the fragile property of scale-free networks and
the robust feature of random networks to intentional
attacks are recovered. However, for the case consid-
ering the effect of the feedback, the discrepancy of
instability between random and scale-free networks to
intentional attacks is largely reduced. Congestion in
scale-free networks can be effectively improved. More-
over, when α < 0.1, scale-free networks become less
sensitive to tolerance parameter α as compared with
random networks. These results should be useful for
further studies in the important area of network secu-
rity.
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