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This paper presents a scheme for high-capacity three-party quantum secret sharing with quantum superdense

coding, following some ideas in the work by Liu et al (2002 Phys. Rev. A 65 022304) and the quantum secret sharing
scheme by Deng et al (2008 Phys. Lett. A 372 1957). Instead of using two sets of nonorthogonal states, the boss Alice
needs only to prepare a sequence of Einstein—Podolsky—Rosen pairs in d-dimension. The two agents Bob and Charlie

encode their information with dense coding unitary operations, and security is checked by inserting decoy photons. The

scheme has a high capacity and intrinsic efficiency as each pair can carry 2lbd bits of information, and almost all the

pairs can be used for carrying useful information.
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Quantum entanglement provides some novel ways
for quantum information transmission and processing,
such as quantum key distribution (QKD),'=6 quan-

[7] [87 11] and

tum teleportation,!”) quantum dense coding,
so on. QKD provides a secure way for two legitimate
users, say the sender Alice and the receiver Bob, to
create a private key. With a private key, Alice and Bob
can communicate a secret message securely. Quantum
teleportation!”) acts as an important role in a remote
two-party quantum communication. Quantum dense

coding8—11

can be used to improve the capacity of
quantum communication. All these branches of quan-
tum communication have a common property, that is,
the communication takes place between two legitimate
users. Another important branch of quantum commu-
nication is called quantum secret sharing (QSS) which
is used to share a secret message between the boss Al-
ice and her agents. Unlike the branches of quantum
communication above, Alice suspects that one of her
agents may be dishonest, but she does not know whom
She believes that the honest

agents can prevent the dishonest agent from destroy-

the dishonest one is.

ing her benefits if the agents act in concert.

In 1999, Hillery, Buzek and Berthiaume (HBB)!?!
proposed the first QSS protocol based on three-
particle Greenberger—Horne—Zeilinger (GHZ) states

for three-party secret sharing of a private key. In
this protocol, the three parties, Alice and her two
agents Bob and Charlie, choose randomly one of the
two measuring bases, say the measuring basis (MB)
X = (|H)£|V))/v2 and the MBY = (|H)+i|V))/V2
to measure their particles in hand. Here |H) = |0)
and |V) = |1) represent the horizontal polarization
of photons and the vertical one, respectively. As
there is a probability of 50% that the three parties
choose uncorrelated MBs, which means they cannot
deduce the private key Kp = Kp @& K¢ and they
should discard their instances in this time, the intrin-
sic efficiency of HBB QSS scheme is not more than
50%. Here KA, Kp and K¢ represent the keys ob-
tained by Alice, Bob and Charlie, respectively. Sub-
sequently, Karlsson, Koashi and Imoto (KKI)HS] pro-
posed a QSS scheme with two-particle entanglement.
Xiao et all*¥ proposed two schemes for improving the
efficiencies of both the HBB and KKI QSS schemes
with some special quantum techniques!® and extended
QSS into multi-party and high dimensions. A con-
cise form for the shared secret was first given in their
work.['¥ Moreover, it has been experimentally verified
in nuclear magnetic resonance quantum systems. %! In
2005, Deng, Zhou and Long presented a QSS scheme
with Einstein-Podolsky-Rosen (EPR) pairs!'fl and
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another two QSS schemes with single photons.[!7:18]
Zhang and Man introduced a QSS scheme with en-
tanglement swapping.!'®) Zhang, Li and Man proposed
a QSS scheme with single photons and some unitary
operation.[?% Deng et al[?'] improved its security. Yan
et al presented two QSS schemes between two groups

5 [22,23]

with single photon Now, QSS is generalized to

share quantum information, i.e., an unknown quan-
tum state.24=34 In this time, QSS is equivalent to
controlled teleportation, shown by Deng et al.[3%

Recently, Deng, Li and Zhou (DLZ2008) pro-
posed a novel QSS schemel®®) with EPR pairs based
on quantum dense coding,!® called it the DLZ2008
QSS scheme. Its security depends on the security of
the transmission of some decoy photons.[37=39 That
is, the parties exploit their decoy photons to prevent
a dishonest agent or a malicious eavesdropper from
stealing the information fully and freely, and use the
entangled quantum systems to carry the useful infor-
mation. The DLZ2008 QSS scheme has the advantage
of high intrinsic efficiency and high capacity as almost
all the entangled quantum systems can be used for cre-
ating their private key and each EPR pair can carry
two bits of useful information in theory.

In this paper, we will present a QSS scheme based
on quantum superdense coding, following some ideas
and the DLZ2008 QSS

scheme.[3% The boss Alice prepares a sequence of d-

in the work by Liu et all¥

dimensional EPR pairs in a d-dimensional Bell-basis
state and divides the pairs into two sequences Sy and
Sc which are sent to her two agents Bob and Charlie,
respectively. The agents code their information on the
message photons with some unitary operations. Also,
they should prevent an eavesdropper from eavesdrop-
ping with Trojan horse attack strategies!*® by adding
a filter in front of their devices and sampling some

Ug @ US) [Woo)Bo

photons to measure with a photon beam splitter (PBS:
50/50) and two MBs.
sion of the message photons running back to Alice de-

The security of the transmis-

pends on the decoy photons prepared by the agents.
In this scheme, each d-dimensional entangled pair can
carry 2lbd bits of information and almost all the pairs
can be used for carrying useful information in theory.
Compared with the optimal QSS scheme by Deng, Li
and Zhou,?% this scheme is simpler in the preparation
and the measurement of quantum signals, and it has a
higher capacity. It also has a higher intrinsic efficiency
than others.[12:13]

For two-particle quantum systems, d-dimensional
Bell-basis states in a symmetric quantum channel

arelT-9:11]

|Pnm)BC = l7) ®]j +m mod d)c, (1)

1=,
L o d.7n
73

where n,m = 0,1, ...,d — 1. The unitary operations

=3 P+ mmod djoli|  (2)
=0

can transform the Bell-basis state

Woo) = \f Z l7)e ® [4)c (3)

into the Bell-basis state |¥pm)Bc, i.€.,

(4)

U Wo0)Be = [Wnm)Be-

Here US,, represents the unitary operation performed
on the particle C. If Bob and Charlie perform their
unitary operations U ,5 and U ,S » on the particles B and
C' in the state |Poo)pc, respectively, the state [Woo)sc

is transformed into another one shown as follows

= |7 + 1" mod d>c<7"'|> } % jz::O l7)B ® |j)c

d—1

:{ e |r + 1 mod d) ) (Ze T
r=0
1 d—1 »

=7 e 405 4 I mod dyp ® |j + ' mod d)c
7=0

2mwi .

ey 1 d—1
I R 3
= €

\/&j,zo

A4k —1)BC-

e IR iNE @15 + 1 — 1 mod d)c
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Here A = exp(—27il(k+k')/d) is a whole phase 1), = 1 (|O> I e%ﬁ )+ ...
for the state |¥y yr—i1)pc and it does not have a Vd
physics effect. The subscripts ¥’ + &k and I’ — [ mean Yo (d_z)%i d— 1>)
(k' + k mod d) and (I’ — I mod d), respectively. In ’
1 4mi
other words, 12), = ﬁ (|0> +ed |1)+...
Us @ US)%0)Be = [T sk, —1)BC- (6) (d—1)4ri
+e 4 |d-— 1>) ,
Our high-capacity three-party QSS scheme works
with the following steps. . .
(S0) Alice and her agents encode the unitary oper- ld—1), = 1 ( 10) + e2(ci;l1)7r1 )+ ew 2)
ation Uy, as the information kl (k,1 € {0,1,2,...,d— Vd st
d—1)x2(d—1)~i
1}). +...+ed|d—1>>. (8)
(S1) Alice prepares a sequence of d-dimensional

two-photon quantum systems BC in the Bell-basis
state [Who)pc. Alice divides the photons into two se-
quences, Sg and Sc. Sp is made up of all the photons
B in order and S¢ is made up of all the photons C,
similar to Ref.[4].
Sc to Bob and Charlie, respectively.

Alice sends the sequences S and

(S2) After receiving the sequences Sp and Sc,
Bob and Charlie choose some samples from their pho-
ton sequences independently and randomly check for
eavesdropping. That is, each agent (Bob or Char-
lie) chooses the checking-eavesdropping mode with a
small probability p. (< 1/2) and the coding mode with
a large probability 1 — p., similar to Ref.[36]. When
Bob (or Charlie) chooses the checking-eavesdropping
mode, he measures his samples by choosing randomly
two sets of single-photon measuring bases Z; and X,.
Also, they should exploit some special quantum tech-
niques for preventing an eavesdropper from eavesdrop-
ping with Trojan horse attack strategies.[*”) When
Bob (or Charlie) chooses the coding mode, he encodes
his information on the message photons with unitary
operations, say U5 (or US,,).

(S3) In order to prevent an eavesdropper from
eavesdropping on the quantum communication pro-
cess freely when the message photons run back from
Bob (or Charlie) to Alice, each agent (Bob and Char-
lie) prepares some d-dimensional decoy photons and
inserts them into the positions from which he chooses
the photons as samples for the eavesdropping check.

Bob and Charlie can choose two sets of measuring
bases to prepare their decoy photons. That is, the MB
Z4 is made up of the d eigenvectors as39:41]

|0>7 |1>7 ‘2>> cr |d_1>' (7)

The MB X, is made up of the d eigenvectors as
1

10}z 7

10y +11) +... +|d—1)),

The vector |k), coming from the MB Z; and the vec-
tor |l), coming from the MB X, satisfy the relation
|.(k|l)z|> = 1/d. After coding on the message pho-
tons, Bob (Charlie) replaces the photons sampled for
the eavesdropping check with his decoy photons and
then sends the sequence S (Sc) back to Alice.

(S4) After receiving the two sequences Sp and Sc,
Alice chooses some pairs as samples for an eavesdrop-
ping check with single-photon measurements by choos-
ing randomly two sets of bases Z; and X4. She per-
forms d-dimensional Bell-basis measurements on other
pairs.

(S5) Alice, Bob and Charlie analyse the security
of their transmission. If they confirm that their trans-
missions are secure, they can create a private key ac-
cording to the correlation UA = UB @ UC.

The security analysis includes two steps. One is
used for the transmission of the states |Ppo)pc from
Alice to her two agents Bob and Charlie. The other is
used for the transmission of the two sequences Sg and
Sc from Bob and Charlie to Alice. In the first step, Al-
ice should prevent an eavesdropper from stealing freely
the information by inserting another spy photon, an
invisible photon, or a delay one into the sequence Sp
or Sg. To this end, she requires her two agents Bob
and Charlie to insert a filter in front of their devices
to filter out the photon signal with an illegitimate
wavelength before they code their information on their
photons, and then chooses a sufficiently large subset
of photons randomly.[*?) Each agent splits each sam-
pling signal with a photon beam splitter (PBS: 50/50)
and measures the two signals after the PBS by choos-
ing the MB Z; or X; randomly. If the multiphoton
rate is unreasonably high, Bob (Charlie) terminates
the quantum communication and requires Alice to re-
peat the communication from the beginning. Other-

wise, he continues to the next step. In the second
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step, each agent first tells Alice which positions the
decoy photons are and their states, and then Alice ex-
ploits the samples, for which she chooses a suitable
MB for single-photon measurements, for the eaves-
dropping check. Moreover, she should picks up some
outcomes from the Bell-basis measurements for check-
ing eavesdropping.

With the first eavesdropping check, Alice and her
agents can prevent an eavesdropper from stealing the
message with Trojan horse attack strategies.[*?) Also,
it provides a way for checking the correlation of two
photons in the Bell state [¥y9)pc. The second eaves-
dropping check can prevent a dishonest agent from
measuring the message-photon pairs freely with d-
dimensional Bell-basis measurements when the pairs
run from the honest agent back to Alice. It will make
the replacement of the Bell state |¥yo)pc with another
one done by the dishonest agent invalid. As the decoy
photons are in some nonorthogonal states, the mea-
surements on them will leave a trace in the outcomes
obtained by Alice and her honest agent. If the two
processes for the transmission of the photon sequences
are secure, this scheme is secure in theory.

As for the decoy photons, each agent can prepare
them with a quantum source. Also Bob (Charlie) can
obtain some decoy photons by requiring Charlie (Bob)
to measure his photon C (B) in the state |¥g)pc and
then performing a unitary operation on the photon

B (C), including the unitary operations U, and a d-
dimensional Hadamard (Hy) operation.[®”] As pointed
out in Refs.[39] and [41], a d-dimensional Hadamard
(Hg4) operation can be written as follows:

1 1 1
1 e2wi/d o(d—1)2mi/d
Hd—% 1 edwi/d  G(d—D)4wi/d )
1 e2(d—1)wi/d  (d—1)2(d—1)wi/d
ie.,
Halj) = [7)a- (10)

Certainly, in order to adjust the positions of the decoy
photons in the sequence Sg (S¢), Bob (Charlie) can
use some delay devices to delay the arrival time of a
decoy photon, similar to Ref.[5].

In summary, we have presented a QSS scheme
based on quantum superdense coding, following some
ideas in Refs.[9] and [36]. This scheme has a higher
capacity and intrinsic efficiency than others as each
d-dimensional entangled pair can carry 2lbd bits of
information and almost all the pairs can be used for
carrying useful information in theory.

We would like to thank Dr Deng Fu-Guo for many
helpful discussions on this work.
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