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A novel efficient deterministic secure quantum communication scheme based on four-qubit cluster states and
single-photon identity authentication is proposed. In this scheme, the two authenticated users can transmit two bits of
classical information per cluster state, and its efficiency of the quantum communication is 1/3, which is approximately
1.67 times that of the previous protocol presented by Wang et al [Chin. Phys. Lett. 23 (2006) 2658]. Security analysis
shows the present scheme is secure against intercept-resend attack and the impersonator’s attack. Furthermore, it is
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more economic with present-day techniques and easily processed by a one-way quantum computer.
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1. Introduction

By taking advantage of some properties of quan-
tum mechanics, such as no-cloning theorem, uncer-
tainty principle, indistinguishability of nonorthogonal
states, etc., quantum cryptography communication
can be used to transmit information with uncondi-
tional security. Quantum key distribution (QKD) is
an important branch of quantum cryptography com-
munication, which provides a novel way for two le-
gitimate parties to share a common secret key over
a long distance with negligible leakage of information.
Hence, since Bennett and Brassard!! presented the fa-
mous BB84 protocol, a variety of QKD protocols have
been proposed.2=¢ And the security of some QKD
protocols was theoretically proven.!”-8!

Another branch of quantum cryptography com-
munication is quantum direct communication (QDC),
and it is divided into two categories.l”) One is named
quantum secure direct communication (QSDC),[10—16]
in which the receiver can read the secret message di-
rectly, and the two parties of quantum communica-
tion exchange classical information only for checking
eavesdropping. The other is called deterministic se-

cure quantum communication (DSQC)7=23 in which
the receiver can read out the secret message by ex-
changing at least an additional classical bit for each
qubit, i.e., classical communication is needed besides
an eavesdropping check. Although DSQC needs to
transmit some additional classical bits, the users do
not need to transmit the qubits twice, so the se-
curity is more secure in a noise channel and more
convenient for quantum error correction. Recently,
Lee et al®¥ proposed two DSQC protocols with au-
thentication, but these protocols are pointed out by
Zhang et al!*® to be insecure against Trent’s attacks.
We then put forward two efficient revised protocols
which are secure against Trent’s attacks.[2l To sum
up, these works('9=26] mainly utilize the entanglement
resources, such as the EPR pairs, the GHZ states, W
states, etc.

The cluster statel®?”) is a special kind of entan-
glement state, which has the properties of both the
It has a
large persistency of entanglement, that is, it is even

GHZ-class and W-class entangled states.

harder to be destroyed by local operations than GHZ-
class state, etc. Furthermore, the cluster state is easily
processed by a one-way quantum computer. Wang et
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al?®! proposed a novel DSQC protocol by using the
four-qubit cluster states (WEFTO06 protocol for short).
However, in the WFTO06 protocol, each cluster state
only carries one bit of secret message. Moreover, the
protocol cannot resist the active attacks, such as the
impersonator’s attack.

In order to make up these leaks, we propose a re-
vised efficient and secure DSQC scheme with the same
four-qubit cluster states by introducing four unitary
operations (I, o, ioy and o0.) and the single-photon
authentication. The rest of this paper is organized as
follows: In Section 2, the details of the efficient DSQC
protocol will be given. In Section 3, the security and
efficiency will be analyzed, and finally conclusion re-
marks will be drawn in Section 4.

2. The DSQC scheme with clus-

ter states

Suppose there are two legitimate anticipators, Al-
ice and Bob. Alice is the sender, who attempts to send
2N bits classical message to Bob. In this scheme, we
use four-qubit cluster states as message carriers and
single-photon sequence for checking eavesdropping.

In order to prepare the single-photon sequence,
similar to the BB84 protocol,!] we use two measure-
ment bases (MBs), the Z basis {|0), |1)} and the X
basis {1+) = 2= (0)+ 1)), 1) = —=(0) = 1)) . We
suppose the |0) and |+) states represent the binary
value 0, the |1) and |—) states represent the binary
value 1, B represents the basis sequence and V' repre-
sents the binary value sequence. So, 0 in B represents
the Z basis, 1 in B represents the X basis, then 0 in
the Z basis represents the |0) state, 0 in the X basis
represents the |+) state. For example, if B=11011001
and V'=10101010, then the non-orthogonal states are
(=) ) [1) [+) [=) 10) [1) [+)-

Using the similar method in Ref.[28], we depict
the specific steps of our scheme as follows:

(S1) Preparing the seed key Alice and Bob
share a binary seed key SK in advance, and then
extend SK to EK with the length enough to check
eavesdropping in the following communication process
by using an extension function G:

G: {0, 1}% — {0, 1}*, (1)

where the superscripts d, k represent the lengths of
SK and EK, respectively. The selection of G should

make FK satisfy the randomness condition, that is,
the number of 0, 1 should appear with the probability
of 1/2.

(S2) Generating authentication keys Alice
and Bob divide FK into EKa, EKp equally. FK4
and EFKp, named the authentication keys, will be
used for authenticating the identity of Alice and Bob
respectively. And EK, (FKp) is subdivided into
EKa1, EKa2 (EKp1, EKps) equally. Then EFK 4y
(EKp1) represents the information of the basis se-
quence B, and EK o (EKps) represents the infor-
mation of the binary value sequence V. Note that, if
Alice wants to send a message to Bob, Alice will use
her authentication key FK 4 in order that Bob can
authenticate Alice’s identity. On the contrary, Bob’s
identity key E K p will be utilized when Bob transmits
a message to Alice.

(S3) Preparing a quartet sequence Alice pre-
pares a sequence of N ordered quartets. Each quartet

is randomly in one of the two states |¢)
1
|0) = 5(/0000) +]0011) +[1100) — [1111))a1azb:82 (2)
and [¢'),

1
|¢') = 5(]1001)+[1010)+[0101) ~[0110)) s b1z (3)

where the subscripts a1, as, by and by represent the
four particles of the cluster state. Note that |¢’) can
be generated by utilizing some unitary operations on
|p). We call the sequence as the sequence P, and it
can be rewritten as { P (a1, a2), P1(b1, b2), P2(aq, az),
Py(by, b2), ...,Py(a1, az), Py(b1, b2)}, here the sub-
scripts 1, 2, ..., N indicate the order of each quartet
particle in the sequence P, respectively.

(S4) Encoding message on cluster states Al-
ice performs one of the four unitary operations {I,
Oz, 10y, 0.} on the particle by of each quartet in the

sequence P,

I'=10) (0 + 1) (1],
or = 10) (1] +[1) (0],
iy =10) (1] — [1) (0],
o, =10) (0] — |1) (1]; (4)
then two-bit classical information corresponds to an

operation as follows: “00” — I, “01”— 0.4, “10"—
ioys, “117— o0.4. And the state |p) or |¢’) will be
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transformed into

l1) = 14 |p)

1
5(10000) 4+ 0011) + [1100) — [1111))a sty
N
V2

(|OO>¢11¢12 ‘¢+>b1b2 + |11>111¢l2 ‘¢7>b1b2)7
(5)

|01) = La|¢")
1
= §(|1001> + |1010> + |0101> — ‘0110>)a1a2b1b2
1 _
= ﬁ(|01>a1a2‘w >b1b2 + |1O>a1¢12|1/)+>b1b2)’
(6)
p2) = 02 |)

1

§(|0001> +[0010) + [1101) — [1110))a; asby by
1

2

(|00>a1a2 ‘w+>b1b2 + |11>a1a2 |w_>b1b2)’

S

(7)

lp2) = ozale’)

1
5 (11000} + [1011) +0100) — [0111))a; 11
S
V2

(|01>a1a2 ‘¢7>b1b2 + |10>a1a2 |¢+>b1b2))
(8)

lp3) =1i0ya|p)

1

5(=10001) +0010) — [1101) — [1110))a1a56:5,

b
V2

(|00>ala2 |¢7>b1b2 + |11>a1a2 |¢+>b1b2)a
(9)

lp5) = ioya @)

N =

(11000) — [1011) 4 [0100) + [0111)) 4 asb; b

(|01>a1a2 ‘¢+>b1bz + |1O>a1a2 ‘¢_>b1b2)7

-

2 (10)
loa) = 024 |0)
1
= §(|0000> - |0011> + |1100) + \1111>)a1a2b1b2
1

V2

(|00>a1a2 ‘¢_>b1b2 + |11>a1a2 |¢+>b1b2)7
(11)

|#4) = 024 ]")
1
= 5 (=[1001) +[1010) — [0101) — |0110))ayay1,

1
= _7(|01>a1a2|¢+>b1b2 + |10>a102‘¢7>b1b2)?
v2 (12)

where |¢1), |¢7), [T) and |p~) are the four Bell
states,

1

5) = —5(00) £ 1)),
) = ——(jo1) + [10)). (13)

V2

(S5) Dividing particles in P sequence Alice
takes the particles a; and as from each quartet in the
sequence P to form an ordered particle pair sequence
{Pi(a1, a2), P2(a1, a2), ..., Py(a1, a2)}, named the
PA sequence. The remaining partner particle pairs
{P1(b1, b2), Pa(by, ba), ..., Pn(b1, ba)} is called the
PB sequence.

(S6) Inserting the checking single photons
and transmitting the PB sequence According to
EK 41 (one part of Alice’s authentication key EK4),
Alice prepares the non-orthogonal single photons in
batch, namely the S batch, and inserts randomly them
into the PB sequence. These single photons will be
used to check eavesdropping and authenticate Alice’s
identity. Finally, Alice sends the PB sequence to Bob
and keeps the PA sequence in her hand.

(ST7) Verifying Alice’s identity and checking
eavesdropping After confirming Bob has received
the PB sequence, Alice announces publicly the po-
sitions of the S batch, and then Bob can easily distin-
guish the S batch from the PB sequence. According
to FK 41, Bob makes the corresponding Z-basis or
X-basis measurement on the particles of the S batch.
Having compared his measurement results with FK 4
(the other part of Alice’s authentication key FK 4),
Bob can estimate the error rate. If the error rate
exceeds the threshold, they abort the scheme and re-
peat the quantum communication from the beginning.
Otherwise, they continue to the next step.

(S8) Extracting message from the PB se-
quence Alice performs Z-basis measurements on her
particles a; and as in the PA sequence, respectively,
and Bob performs Bell measurements on the part-
ner particle pairs (b; and be) in the PB sequence.

Table 1. Relations of Bob’s measurement (listed in the
top row), Alice’s publication (listed in the left column),
and the encoding operations (i.e.
DSQC scheme.

the message) in our

R T S e T Y (VA T SF S [ PN
[00)a; as 14 (00) 024(11) o54(01) ioy4(10)
[11)a; as 024(11) 14 (00) iO'y4(10) 024(01)
[01)a; as i0'y4(10) 024(01) 0.4(11) 14 (00)
[10)a; as 024(01) ioy4(10) 14 (00) 0,4(11)
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Alice then publishes her measurement results of the
particles a; and as. Thus Bob can obtain Alice’s se-
cret message by comparing his measurement results
with Alice’s corresponding publication results accord-
ing to Table 1.

3. Security and efficiency analysis

3.1. Security analysis

Let us discuss the security for the present scheme.
The most possible attack is the intercept-resend at-
tack. Moreover, suppose that Eve knows that Bob
measures his particles in the Bell basis. In this kind
of attack, Eve intercepts the particles in the PB se-
quence, makes Bell measurements on them, and then
resends the two-particle sequence to Bob. Suppose
Eve’s measurement result is |¢1), then the possible
operation is I, o, ioy or o, with probability 1/4,
which is shown in Table 1. So, there is —4 x i log, i =
2 bits message per cluster state unknown to Eve, and
the message we want to send is just 2 bits, that is
to say, Eve cannot get any information about the
message. Furthermore, Eve will soon be found by
the single-photon checking procedure in step (S7).
Because the single-photon particles are prepared by
two nonorthogonal bases: the Z basis {|0), |1)} and
the X basis {|+), |—)}, so the process of checking
eavesdropping is essentially identical to that in the
BB8&4 protocol.[!] As we all know, some works[®6! have
proven the BB84 QKD protocol is unconditionally se-
cure. Therefore, the checking process is secure and
Eve will be found if he disturbs the quantum channel.
In a word, Eve will be detected, besides, she obtains
no information about the message before she is found.

Another potential attack is the impersonator’s at-
tack, which is a typical active attack. Suppose that
Eve impersonates Bob, receives all particles from Al-
ice, and tries to acquire the message without being
detected. As described in our protocol, EK 4 is re-
garded as Alice’s identity key, and it is only known
between Alice and Bob in advance. Hence, he will
soon be detected when Bob checks eavesdropping and
authenticates Alice’s identity, because Eve does not
have any information about FK 4, and cannot pre-
pare the right non-orthogonal single-photon particles
which were prepared according to FK 41. If Eve pre-
pares randomly single-photon particles to Bob, then

her probability of successful impersonation is less than
(1/2)% (I is the length of the S batch). The larger the
[ is, the smaller the probability is. So, we can say, our
scheme is immune to the impersonator’s attack.

3.2. Efficiency analysis

In 2006, Li et all?®! presented a useful efficiency
coefficient to describe the utilization rate of the quan-
tum resource: ) = my /(g + bt) (M, is the numbers of
messages transmitted, ¢; is the number of total qubits
used and b; is the numbers of the classical bits ex-
changed). Since the legitimate users need two bits
of classical information and a four-qubit cluster state
to communicate two bits of secret message, that is,
my= 2, ¢z= 4 and b;= 2, our scheme’s efficiency is
Nour = 2/(4 + 2) = 1/3. While in the WFT06 pro-
tocol, the users utilize one bit of classical informa-
tion and a four-qubit cluster state to communicate
one bit of secret message, that is, m, = 1, ¢ = 4
and by = 1, 80 Nywpres = 1/(4+1) = 1/5. Obvi-
ously, Nour = 1.67Nwprogs that is to say, our scheme
is more efficient than the WFT06 protocol. In the
present scheme, we use single photons instead of the
high-cost cluster states for checking eavesdropping.
So, our scheme is more economic with the present-day
technique. Alternatively, we use the cluster state as
carriers, it is easily processed by a one-way quantum

computer. [28]

4. Conclusions

In this paper, we have presented an efficient
DSQC scheme based on the four-qubit cluster states
The two
legitimate users exploit the four local unitary oper-

and single-photon identity authentication.

ations {I, o4, ioy, 0.} to encode their secret mes-
sages, and then decode them by using the Bell mea-
surements and the Z-basis measurements with help
of classical information exchanging. The security is
analyzed to be secure against the intercept-resend at-
tack and the impersonator’s attack. Moreover, this
scheme has the advantage of high capacity as each
cluster state can carry two bits of information, twice
that of the WFTO06 protocol, and its efficiency coef-
ficient 7oy = 1/3, which is approximately 1.67 times
that of the WFT06 protocol.
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