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This paper proves that it is impossible to identify orthogonally time-separated Bell states. If two qubits of a Bell

state interact with the measurement apparatus at different time, any attempt to identify this state will disturb it.
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1. Introduction

A quantum state contains hidden information
which may be accessible to measurement, therefore
distinguishing a quantum state plays a key role in
quantum computation and quantum cryptography. In
quantum information theory, the indistinguishabil-
ity of non-orthogonal quantum states is the founda-
tion of quantum cryptography.) As is well known,
nonorthogonal states cannot be distinguished,!?! which
is equivalent to the description of the famous no-
cloning theorem.!3! On the other hand, we can exactly
distinguish orthogonal states with projective measure-
ment. However, for multisystems which are spatially
separated, local information of the density matrices,
and even local operations and classical communica-
tion (LOCC), are not sufficient to distinguish among
orthogonal states. It has been proven that all the four
orthogonal Bell states, which are in canonical form,
can be identified with LOCC if and only if two copies

of each of the states are provided.!*

In general, an
orthogonal multisystem state with a single copy can

never be identified if only LOCC are permitted.

Here we consider that two qubits of a Bell state
interact with the measurement apparatus one after
the other, i.e. the two qubits are measured at differ-
ent time, which we call it time-separated Bell state
(this time-separated Bell states may be more gen-
eral than the spatially separated Bell states, since
time-separated Bell states also implies two qubits are

in different positions at the same time, while time-
separated two qubits can be measured by one mea-
surement apparatus at different time). Is it possible to
distinguish orthogonally time-separated Bell states?
In this paper, we prove that it is impossible to distin-
guish orthogonally time-separated Bell states without
disturbing them.

2. Indistinguishability of time-

separated Bell states

As is well known, the four Bell states | #F), | &%)
are mutually orthogonal to each other, where | U+) =

1 1
7 (10)[1) & [1)[0)), and |%) = 7 (10)]0) £ [1)[1))-

Anyone who only accesses one qubit cannot distin-
guish the Bell state since pT = trp{|UF)(T*|} =
b {] ) (9%} = 2 (10){0] +1){1]) 5. Suppose Alice
wants to send a Bell state to Bob and Eve wants to
identify Alice’s state. And Alice sends her two qubits
to Bob at different time slots. That is to say, Eve is not
allowed to achieve Alice’s two qubits simultaneously.
Can Eve identify Alice’s state without disturbing it?

In practice, Alice will select her Bell states ran-
domly, i.e. the states are maximally mixed for anyone
who is outside Alice’s laboratory,

p = (TN + o) (|
HET) (@Y 4+ 87) {07,
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One can |o—) =
1
\ﬁ(|0>a|1>b — |1)4|0)p) this time, here a and b denote

suppose that Alice selects

qubit a and qubit b respectively. Eve’s most general
operations can be represented by an unitary opera-
tion together with a measurement:[>! when the qubits
a and b pass through Eve’s area one after the other,
the qubit a will interact with Eve’s ancilla |Y),, and
the qubit b will interact with Eve’s ancilla |X), re-
spectively. After the interactions, Eve measures her
ancilla |Y), and |X);, to identify Alice’s state. The
initial state of the joint systems, including the EPR
pair and Eve’s ancilla, is

(V) @ [X)a @ [X)s.

The interaction between Alice’s qubit a and Eve’s an-
cilla | X'), may be described as

Ual0)alX)a = 10)alZ00)a + [1)alZ01)as
Ua‘1>a|2>a = |1>a|210>a + |0>a|211>a7

and the interaction between qubit b and | X is

Upl0)s| X6 = 10)5]200)6 + [1)5] Z01)s,
Up|1)s| 2V = (1) Z10)6 +10)5] Z11)p-

Without loss of generality, we can assume
i Xoo|Xo1)i = 0, i(X10|X11); = 0, where ¢ = a,b.
(In fact, the evolution of Alice’s qubit can be com-
pletely described by using an ancilla no more than 4
dimensions together with a jointly unitary operation.
If the ancilla is in the state |X) initially. With the
jointly unitary operation, we can obtain U|0)|X) =
0)[ Zoo) + [1)| Zo1) and U[1)|X) = [1)[Z10) + |0)] L11).
After the unitary evolution, Eve will perform a mea-
surement on the ancilla to gain the information about
the qubit.
measurement or a more general positive operator

Her measurement may be a projective

value measurement (POVM). However, no matter
what measurement Eve performs, she cannot distin-
guish the nonorthogonal states. Then she has to make

[Z00)s | Z01), |Z10) and | X11) different, at least one of
them should be different from the others. Otherwise,
she cannot gain any information from the ancilla.
So, it is reasonable to assume that (Xgo|Zo1) = 0.
Considering the symmetry, we can also assume that
(Z10]Z11) = 0. On the other hand, even if Eve has set
(X0 Zo1) = 0 and (X1p|X11) = 0 before unitary op-
eration, she can still control the states of the ancilla
freely by modifying the four parameters (Xyo|Zoo),
(X10|210), (Zoo|X1o) and (Xp1|X11) since they are
still open for Eve.) Taking the inner products of the
equations above, we can obtain that

a{Z00|200)a + a(Z01|201)a = 1,
a{Z10]X10)a + o (211 211)a = 1,
b(Z00] Z00)s + 5 (Zo1/Zo1)s =1,
p(Z10| 21006 + 6(Z11|211)e =1,

and

a{Z00| Z11)a + o{Z01|Z10)a =0,
»{Z00| Z11)6 + 5{(Z01|Z10)s = 0.

After both of the two qubits passed Eve’s area, the
joint states of the EPR pairs and the ancilla are

PabZs = UaUb| ¥ 7 )ap| X)a| Z)op (X a(Xlap (¥ U, UL

After the interaction can be obtained by tracing out
Eve’s ancilla, the density matrix of the EPR pairs is

Pab = Trx,, Pabs,, -

And the density matrix of the associate probes pyx,,
can be obtained by tracing out the EPR pair

Pa, = Trabpabs,, -

The state of the EPR pair after the interaction are

pab = Tr5,5,(U1 ¥ )ab| Z)al Z)op(Za{ Xl (€ [UT)

1
= 5100 D)oa (Olo{11(96a 97 + giatss + uagty + ugus)

1
—3 10)a]1)ba (1]6(0[(goatagipts + goalagorts + Gratag1pUs + GiaUaGobtis)

1
+510)al0)6a 01 (0195017 + 91005 + uahty + ugvy)

1
—5|0>a|0>ba<1|b<1\(90auahowb + goatah1bV + gratahosvy + gratahipvs)
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+5 1Dl (Up(U(AGagT, + Aiaus + vigT, + vaup)
1

*§|1>a|1>ba<0|b<0\(h0ava90bub + goaUah1pVs + g1atahopty + graUah15Vp)
1

+511al0)0a (Lls O1(hGa P, + hi,vs + vihty + vGvy)

1
_7|1>a|0>ba <0|b<1‘(h0avah()bvb + gOauahlbvb + glauahobvb + glauahlbvb)

2
_%|1>a|0>ba<0|b<1 |(goatagobts + GoaUag16Us + g1alaobUs + GralaG1pUs)
+510)al0)a (1100163, + 92,07 + gy + )
_%|1>a|1>ba<0|b<0‘(90auah0bvb + Goatah1yve + gratahosvs + gratahipvs)
43 1l (UGB, + GFatd + w203, + 20d)
_%|O>a|0>ba<1|b<1‘(hOaUaQObub + hoavag1vUp + R1aVagortis + R1avagivus)
+510)al00a {01 (01 (42,8, + W2 + 2R, + w2
_%|O>a|1>ba<1|b<0‘(hOavahObvb + hoaVah1bv + h1aVahosvy + h1aVahiyvp)

1
+§I0>a|1>ba<0|b<1\(h?ahfb +vahly + hiavh +vavy),

where goi = i(Zool200)i, 910 = i{X10/Z10)is hoi = i(X01|Z01)i and hy; = ;(X11]/211); are normalized factors, and

w; = i(Zoo|Z10)i, vi = i(Zo1|Z11)is @ = a,b. The states of the Eve’s two ancilla are

P20 = Trap(U¥ 7 )ap| ) al 2)or(Z]al{Zlan (@~ [UT)
1 1
= 5|200>a|210>ba<200|b<210| - 5|200>a|210>ba<211|b<201|

+51Z00)al ZuaYaad Sools(Z11] = 51 Soo)al e (Zualo( Zoo
+51Z00)al Ziobsad Zor o Zi0] — 51 o1)al rosa (Frols (Zon
+%‘201>a|211>ba<201|b<211‘ - %‘201>a|211>ba<210|b<200|
_%‘210>a|200>ba<201|b<211‘ + %‘210>a|200>ba<210|b<200|
_%‘210>a|201>ba<201|b<210‘ + %‘210>a|201>ba<210|b<201|
_%‘211>a|200>ba<200|b<211‘ + %‘Ell>a|200>ba<211|b<200|

1 1
_5‘211>a|201>ba<200|b<210‘ + 5\211>a|201>ba<211|b<201|-

If the states have not been disturbed, then we hoa = hop =0,
necessarily and sufficiently have (¥~ |pe|¥ ™) = hia = hip = 0.
L (& pap|TF) = 0, (27 |pa|®™) = 0, and

(& pap| T) = 0. A detailed calculation shows that Consequently, if Alice’s state has not been disturbed

after the whole process, it requires
Uqg = Up = *1,
|Xo0)i = £[X10)4,

| Zo1)s = |2Z11): = 0.

Vg = vp = 0,

9goa = goo = 1,

J1ia = 916 = 1, Let us denote that |X'); = |Xoo); = £|X10)s- There-
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fore, after the interaction, the state of the EPR pair
is

pab = [V )ap (¥,

and the state of the ancilla is
P50, = 1270l 2 ba( Z [p( 2]

The above calculations can be done in full analogy,
and the obtained results are the same, when we as-
sume that Alice sends | ), and |®%) instead of | ¥ ~):

pab = [ )ap (T, pz,, = |2")al X )ba (X (2,

par = 1PF)ap (T, Pz, = 12")al 2 )pa (X" [6 ("],

pab =127 )ab( @7, Pz, =12l X )pa (T [0 (X7].
That is to say, no matter which state Alice sends,

Then,
we can conclude that time-separated Bell states can-

Eve’s ancilla will be in the same state ps,,.

not be distinguished without disturbing them.

3. Impersonation attack

It is interesting to know whether Eve can obtain
the time-separated EPR pair at the same time with-
out disturbing its states. It has been discussed above
that Eve’s any attempt to distinguish Bell states will
disturb them when she cannot hold two qubits of the
EPR pair at the same time. However, there is one way
that Eve can hold two qubits of the time-separated
EPR pair at the same time but without disturbing its
states. Eve first prepares an EPR pair. She captures
the first qubit of Alice’s EPR pair and sends one qubit
of her dummy EPR pair to Bob. She then captures the
second qubit of Alice’s EPR pair and performs a Bell
basis measurement on the EPR pair to gain its states.
Based on her measurement results, she performs an
unitary operation on the second qubit of her dummy
EPR pair and sends it to Bob. In this way, Eve can

exactly distinguish Alice’s Bell states with zero risk of
disturbing them.

Eve’s impersonation attack above does not chal-
lenge our proof, because we have assumed that Eve
cannot hold the EPR pair at the same time in our
proof. However, in the impersonation attack scheme,
Eve can hold Alice’s two qubits at the same time, so
that, for Eve, Alice’s EPR pair is not time-separated
any longer. Consequently, our proof cannot be used in
quantum communication directly since it is completely
nonrobust against impersonation attack. In quantum
communication, Alice and Bob should first check the
fidelity of the EPR pair after Bob received the first
qubit to detect the potential attacks, including Eve’s
impersonation attack. Similar quantum communica-
tion has already been presented and it is called as

two-step quantum communication. 6!

4. Discussion and conclusion

Another equivalent description of indistinguisha-
bility of quantum state is the no-clone theorem. In
Ref.[7], Mor has pointed out that orthogonal compos-
ite system made of two subsystems cannot be cloned if
the subsystems are only available one after the other.
In fact, our proof of indistinguishability of orthogonal
time-separated Bell states implies that cloning of or-
thogonal time-separated Bell states is forbidden, vice
versa.

Indistinguishability of time-separated Bell states
may be generalized to the multipartite systems. In the
future quantum computation, entangled qubits may
be processed under remote logical gates or under the
same gate at different times. However, all entangled
qubits should be measured at the same time in order
to read out the computing results correctly. And our
proof may also provide theoretical support to many

present protocols based on orthogonal Bell state. [®!
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