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The quantum secure direct communication (QSDC) protocol with a random basis and order is analysed and an

effective attack, i.e. teleportation attack, is presented. An eavesdropper can obtain half of the transmitted secret bits

with the help of this special attack. It is shown that quantum teleportation can be employed to weaken the role of the

order-rearrangement encryption at least in a certain circumstance. Meanwhile, a possible improvement on this protocol

is proposed, which makes it secure against this kind of attack.

Keywords: quantum secure direct communication, quantum cryptography, cryptanalysis, telepor-

tation
PACC: 0365, 0155

Based on fundamental theories of quantum me-
chanics, quantum cryptography!” can obtain uncon-
ditional security in theory. Since the first protocol was
proposed by Bennett and Brassard,/? quantum cryp-
tography has attracted a great deal of attention. In a
quantum cryptographic protocol, any effective eaves-
dropping could be discovered through the process of
detection, which ensures its security. For example,
in a quantum key distribution (QKD) protocol,?~%
the users, Alice and Bob, can share a sequence of key
bits. If they find that effective eavesdropping happens,
they discard these key bits and try it later. Otherwise
a secure key will be obtained after some additional
processes such as error correction and privacy ampli-
fication.

Quantum secure direct communication
(QSDC)P=8l is another branch of quantum cryp-
tography and many QSDC protocols were proposed
recently.*=21 Tt allows that the sender transmits di-
rectly the secret (not a random key) to the receiver
in a deterministic and secure manner. The security
demands are strict in QSDC as compared with those

in QKD because the transmitted secret can never be

leaked out whether the eavesdropping would be de-
tected or not (in the QKD the key is just composed
of random bits, and their leakage is not strictly for-
bidden because it would be discovered by the legal
users and then the key can be discarded). However,
a carefully designed QSDC protocol can also attain

unconditional security in theory.[22-24]

As is known, high security is both the advantage
of and the crucial requirement for quantum cryptog-
raphy. However, not all the proposed schemes can
reach this requirement. For example, some protocols
were attacked successfully by subtle strategies which
were not concerned when these protocols were orig-
inally designed.?®=3% Recently, Song et al [ pre-
sented a novel QSDC protocol based on blind polar-
ization bases and particles’ transmitting order. How-
ever, here we demonstrate a special attack on this
protocol, by which the eavesdropper Eve can obtain
half of the secret bits that Alice sends to Bob. More-
over, an improved scheme against this kind of attack
is given. For simplicity, we will call this protocol the
SZZ protocol39 later.

It is necessary to give a brief description of the
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SZ7Z protocol first. The QSDC process of this proto-
col consists of the following steps.

(1) Alice prepares n polarized qubits (|¢)1, [1)3,
oy YY), and )} = U, (6;)|0) = cos 6;]0) — sin 6;]1)
(i =1,2,...,n), where 6; are angles randomly chosen
by Alice and U,(f) = cosfI — ising,. Then Alice
sends this sequence to Bob.

(2) After Bob has received these n qubits, he ro-
tates their polarizations through angles of ;, chang-
ing the states into [¢)? = U,(@i)[Y)} = cos(6; +
©i)]|0) — sin(f; + ¢;)|1). Then Bob disorders this se-
quence and sends these qubits to Alice in a random
order.

(3) After Alice has received them, Bob publicly
declares the order he used so that Alice can restore
the qubit order in this sequence. Afterwards, Alice ro-
tates the polarizations of these qubits through angles
of —0; + z, where +2 correspond to the secret bits 0
and 1 respectively. Under these operations the states

would be changed into |¢)? = U, ( —0; £ Z) |9)2 =

cos <<pi + Z) |0) — sin (goi + Z) [1). Then Alice sends
these qubits to Bob.

(4) Bob rotates the polarizations of these qubits
through angles of —¢;, entering into the states |¢)} =

Uy (=) [9)3 = Uy( + Z) |0). Then Bob measures

each qubit in the basis {U, (Z) 0), T, (— Z) |0)} and
subsequently obtains the secret bits sent by Alice.

(5) To detect eavesdropping, Alice and Bob com-
pare the Hash values of the message sent by Alice and
the one received by Bob. If no eavesdropping happens,
the QSDC protocol is achieved successfully.

As is well known, both blind polarization basis(®”]
and the random transmitting order®*=4% are power-
ful techniques to protect the security of a quantum
cryptographic protocol. Therefore, it looks as if the
SZ7Z protocol, where the above two techniques are used
simultaneously, might be secure without doubt. How-
ever, things do not turn out as one wishes. Here we
show a special attack which allows Eve to extract half
of the secret bits sent by Alice.

The particular process of this attack is as follows.

(E1) Eve prepares n EPR states

|¢+>i1i2 = 1/\/5(‘0(» + ‘11>)i1i27 (1)

where the subscript i(i = 1,2,...,n) denotes the posi-
tion of the EPR pair, and i; and iy represent differ-
ent qubits in the ith entanglement pair. Eve groups

all these 2n qubits into two ordered sequences S} =
{11, 217 ceey il, ceey nl} and SQE = {].27 22, ceey i27 ceey ng}.
Furthermore, Eve generates n polarized qubits in the
state |0), which constitute another sequence SE.

(E2) When Alice sends her qubit sequence (de-
noted by Si*) to Bob in step (1), Eve intercepts it
and transmits the fake sequence SY to Bob. Because
Alice and Bob would not detect eavesdropping after
Bob received these qubits, Eve’s interception cannot
be discovered.

(E3) When Bob sends the disordered polarized
qubit sequence SE, to Alice in step (2), Eve intercepts
all these qubits and sends the fake sequence S¥ to
Alice.
operation cannot be detected.

(E4) When Alice “restores” the qubit order of her
received sequence SY in step (3), Eve adjusts the or-

Similar to the operation in step (E2), Eve’s

der of the qubits in sequence ST according to Bob’s
announcement about the random order used by him.
Suppose that the new sequences after their reordering
are ST and SL respectively. Eve’s aim is to let any
two qubits in the same position in SiE, and SéE, still
jointly stay in the EPR state as described in expres-
sion (1). Obviously Eve can achieve this goal with the
help of Bob’s declaration. Afterwards, Eve performs
a Bell measurement on every two qubits which are in
the same position in the sequences Si* and S%, and
records the measurement results.

Without loss of generality, consider one position,
for example, the jth qubit, in each sequence. The ini-
tial state of the three qubits, i.e. the jth qubits in the
three sequences SiE,, Sg, and S#*, can be depicted as

16, 5 4, =%<|oo> + 1)), £, (cos6;]0)

—sind;[1))4,, (2)

where the subscripts Fy., Fo/, and Ay represent the
jth qubits in the sequences SiE,, SQE,, and S2 respec-
tively. It is not difficult to see that teleportation!*!]
will happen when Eve performs Bell measurement on
qubits Fo and A;. To see the possible results of this
measurement, we can rewrite the state |0) g, g,, 4, into

the form

1 .
10) B, By Ay 25[(008 6;10) —sin;|1)) g, | ¢+>E2/A1

+ (cos 0;(0) + sinb;]1)) g, | D7)k, A,

— (sin6;]0) — cos 0;|1)) g, | ¥ ), A,

— (sin6;]0) + cos0;|1)) e, | ¥ ) By A,
(3)
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where |@T) and |WT) are four Bell states

|%) =1/v2(]00) = [11))
and

| %) = 1/v2(01) £ [10)). (4)
Therefore, Eve will obtain one of four Bell states
{|@*), |97), |¥T), |¥ ™)} with an equal probability

of 1/4, and the state of the qubit in Alice’s hand (i.e.
qubit Ey/) will collapse into one of four states

cos 0;]0) — sin6;[1), (5)

cos 0;]0) + sin 0;[1), (6)

sind;|0) — cos0;|1), (7)
and

sin 0;]0) + cos ;[1), (8)
respectively.

Consequently, when Alice performs the rotation
- T
Uy| —0;£ 1 on qubit Fy, its state will be changed

into one of the following states:

cos(jzz>|0>—sin<jzz>|1>, 9)

cos(iZ>|0>—sin(—29jiz>|1>, (10)
3

>|0> — sin ( — 20, + g + Z) 1), (11)

N

cos(—gi1)|0>—sin<—giz>|1>, (12)

respectively. It can be seen that the two states in
expressions (9) and (12) are orthogonal and conse-
quently can be distinguished with certainty. That is
to say, if Eve obtains |#1) or |¥~) in her Bell mea-
surement, which happens with a probability of 1/2,
she can obtain Alice’s secret bit encoded in the cor-
responding qubit in the sequence S:{E, by a simple po-
larization measurement. This is the key point of this
attack strategy.

Finally, Eve will have |#1) or | %) in half of her
Bell measurements. Here we introduce the notation
P to represent the set of positions where Eve obtains
|®T) or |¥~) in her measurements.

(E5) When Alice sends the sequence Sf; to Bob
after her coding operation in step (3), Eve intercepts
it and measures the qubits at the positions in P with
the basis {|+),|—)}, where

+) = 1/v2(|0) + 1)),

and

=) =1/v2(|0) — [1)). (13)

By these measurements Eve can read Alice’s secret
bits encoded in these qubits.

For example, consider the jth qubits in these se-
quences, too. According to Alice’s coding rule as de-
scribed in step (3), if the result of Eve’s Bell measure-
ment in step (E4) is |@1), the measurement results
|[+) and |—) in this step imply Alice’s corresponding
secret bits 0 and 1 respectively (see expression (9)).
On the contrary, if the result in step (E4) is [#7), |+)
and |—) in this step correspond to the secret bits 1
and 0 respectively (see expression (12)).

By this means Eve can obtain half of the secret
bits sent by Alice after all the qubits in the positions
in P are measured.

(E6) At last, Eve sends a fake sequence to Bob.
In fact, this step is not necessary. From expressions
(10) and (11) we can see that if Eve’s measurement
result on a certain qubit pair is |¢7) or |¥T), which
happens with a probability of 1/2; Eve cannot obtain
Alice’s secret bit. In this condition Eve can never pre-
pare a perfect fake qubit so that it introduces no error
when Alice and Bob detect eavesdropping in step (5).
It implies that the above attack will always be de-
tected. As a result, Eve can send nothing to Bob in
this step, which has no influence on the attack result.
The reason why we list it here is just to make the
attack strategy look unabridged.

As we discussed above, in a QSDC protocol the
transmitted secret should not be leaked out whether
the eavesdropping is detected or not. Therefore, SZZ
protocol is insecure against this special attack because
Eve can extract half of the secret bits though she
would be discovered.

To understand this attack further, we recall the
basic idea of it. In step (1) of SZZ protocol, Alice’s
sending qubits are in the states [¢)} = U,(6;)|0) =
cos 6;]0) — sin 6;]1), which looks as if Alice puts a lock
U,(6;) on each carrier state |0). Similarly, in step (2)
Bob also puts another lock Uy(api) on each of them.
Because 60; and ¢; are randomly selected by Alice and
Bob respectively, all locks can be removed only by
the one who initially puts them on. Afterwards, Alice
opens her locks by the operations Uy(—ei) and encodes

her secret bits by Uy ( + Z) in step (3). Finally Bob

removes his locks by U,(—¢;) and then obtains the
secret bits by measurements. To extract the trans-

mitted bits, from the perspective of Eve who has no



3192

Gao Fei et al

Vol. 17

keys to these locks, the only way is to acquire the
qubits without any lock at a certain stage. For ex-
ample, if Bob does not disorder the sequence when he
sends it back to Alice in step (2), Eve can obtain the
secret bits by intercepting the sequence sent by Alice
in step (1), sending it back to Alice in step (2), and
performing measurements when Alice sends it to Bob
after her operation of unlocking and encoding in step
(3). However, Bob will disorder the sequence before
sending it in step (2). In this condition the simple
attack would be invalid because Alice cannot remove
her locks appropriately (the key and the lock for a cer-
tain qubit are not matched due to the order-restoring
operation by Alice). To resolve this problem, as we
introduced above, Eve can employ the technique of
quantum teleportation. When Eve sends the fake se-
quence ST to Alice as in step (E3), the role of the
order-rearrangement encryption would be weakened
because Eve can also adjust the order of his corre-
sponding sequence S¥ according to Bob’s announce-
ment as in step (E4). In the teleportation, if Eve
acquires one of the results {|®1), 7)), |¥T), |¢7)},
she knows that the state of the corresponding qubit in
Alice’s hand would be one of {I]¢)}, 6.]¢)L, 64|v)L,
i6 1)1} respectively. Here I,6,,4,, and 6, are four
unitary operators as expressed below:

i 10 R 01
= , Oz = 5
01 10
0 2 10
Oy = . , and 6, = . (14)
—1 0 0 -1

At that time if the sequence is in the control of Eve,
she can change each qubit into the (preferred) state
|¥)} by one of the above operations and subsequently
eliminate the influence of the order-rearrangement en-
cryption completely. Unfortunately, all these qubits
are in Alice’s hand and Eve cannot achieve this goal.
She has to wait for these qubits until Alice sends them
out after her unlocking and coding operations. How-
ever, Eve can still extract secret information as de-
scribed in step (E5) if she obtains |#1) or |¥7) in
a certain teleportation (i.e. the state of Alice’s cor-
responding qubit is projected onto I|y)} or i6,|i)}),
because both I and ig, commute with Alice’s oper-

ation Uy< -6, + Z), ie. [[,U,(—0; + )] =0 and

[iéy,f]y( —0; £ Z)} = 0. On the contrary, since

. o o . 2 T .
neither 6, nor 6, commutes with U, | —6; = 1) ie.,

{&I,Uy(—eii;i)] £ 0 and [&Z,Uy<—9ii1)] £

0, Eve cannot obtain secret information from those
qubits which correspond to the Bell measurement re-
sults |®~) or |¥T). The particular commutators are

[1,0,(0)] = 1U,(6) - Uy(e)[ =0,  (15)

[i6yva(6)] :i&yUy(@) - Uy(@)i&y

0 -1
10

sin @

—sin © cos @

cos @

cos © sin @ 0 -1

—sin © cos @

(62,0 (0)] =6.U,,(0) — Uy (0)5

01 cos © sin @
10 —sin © cos @

cos @ sin O 01
—sin © cos @ 10

210
=2sin O ) (17)
01

and
[62’ Uy(("))} :&zﬁy(e) - ﬁy(g)&z

10

0 -1

cos © sin O
—sin © cos @
0

cos @ sin O 1

—gin @ cos @ 0 -1

. 01
=2sin O , (18)
10

where © = — 6, + %

Now we consider how to improve the security of
SZ7Z protocol against this special attack. To design a
secure QSDC protocol, as pointed by Deng et al,l**
eavesdropping detection should be executed before the
secret massage is encoded. Generally, this is a crucial
point to realize a QSDC protocol with unconditional
security. In the SZZ protocol, it may be expected that
the security can be assured in different ways such as
the techniques of blind polarization basis and random
transmitting order. This is a good idea and nearly

successful. Here we agree with Deng et al about the
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viewpoints in Ref.[24] and try to add an additional de-
tecting process before the encoding operation in the
SZ7Z protocol. More specifically, before the operations

Uy < —0; + Z) in Step (3), Alice samples some qubits

randomly and requires Bob to declare his correspond-
ing values of ;. Then Alice performs Uy(—Qi — i)
on each sampled qubit to remove the two “locks” on
it. Afterwards Alice judges whether the state of each
sampled qubit is |0) by a measurement in the basis
{]0,|1)}. If the error rate is small enough, Alice con-
cludes that no eavesdropper exists and proceeds with
other steps as in the SZZ protocol. In this condition

the special attack will be useless because Eve’s fake
qubits cannot reach Alice’s requirement in the addi-
tional detection.

In summary, we have analysed the security of the
SZ7Z protocol and proposed an effective attack, i.e.
teleportation attack, by which Eve can extract half
of the secret bits. It is shown that, for an eavesdrop-
per, quantum teleportation can be used to weaken the
role of the order-rearrangement encryption in the SZZ
protocol. Finally, by using an additional detection be-
fore encoding, we have modified this protocol to make
it secure against this special attack.
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