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The design of an efficient one-way hash function with good performance is a hot spot in modern cryptography

researches. In this paper, a hash function construction method based on cell neural network with hyper-chaos char-

acteristics is proposed. First, the chaos sequence is gotten by iterating cellular neural network with Runge-Kutta

algorithm, and then the chaos sequence is iterated with the message. The hash code is obtained through the corre-

sponding transform of the latter chaos sequence. Simulation and analysis demonstrate that the new method has the

merit of convenience, high sensitivity to initial values, good hash performance, especially the strong stability.
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1. Introduction

As the core of cryptography, hash is the basic
technique for information security. The conventional
hash function, such as MD5, SHA, is realized through
the complicated method based on logical XOR oper-
ation or multi-round iteration of some available ci-
pher. Each step of the former is simple, but the pro-
cess round will also be huge even the message is very
short, while the latter needs complicated computa-
tion because of its relying on the basic cipher. It was
reported that Wang had deciphered widely by using
hash function such as MD5 or SHA-1.[1l Thus, in order
to meet practical application, it is desirable to study
new hash generation algorithm.

Chaos is a kind of deterministic random-like
process generated by mnonlinear dynamic systems.
The properties of chaos includes: sensitivity to tiny
changes in initial conditions, random-like behaviour,
ergodicity, unstable periodic orbits, desired diffusion
and confusion properties, and one-way property. Neu-
ral network’s confusion and diffusion properties have
been used to design encryption algorithms, such as the
stream ciphers(23] or block ciphers.[¥ What is more,
neural network has also the one-way property and is
easy to design in circuit. The inherent merits of chaos
and neural network form the theoretical foundation

The chaos®=7 and

neural network(® have been used in the construction

for hash function construction.

of one-way hash function. Recently, Liu et all®! repre-
sented a hash scheme based on Hefion iteration; Yil®!
proposed a way to construct chaotic-maps-based hash
function; Xiao et all”l introduced a way to construct
the Chebyshev chaos-based hash function; Wang and
Zhang['% presented a construction algorithm based on
mixed chaotic dynamic systems; Peng et all% pro-
posed a hash function construction method based on
two-dimensional hyper-chaotic mapping; Lian et al!®!
proposed a secure hash function based on the neural

network.

The one-way hash function construction algo-
rithms above are all based on chaos or neural net-
work. However, the chaos has defects such as that the
chaotic sequence generated by chaos may degenerate
cycle sequence, while the neural network model may
be too simple to defend attacks. Thus, the combina-
tion of them may generate a more complicated and
secure algorithm. This paper presents a novel one-
way hash function construction scheme based on a cell
neural network with hyper-chaos characteristics. Sim-
ulations show that the proposed algorithm represents
strong stability of diffusion and confusion in compar-
ison with the algorithm!®7 above. It improves the
performance of chaos-based hash function with com-
parative simplicity.
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2. One-way hash function con-
struction based on chaotic neu-

ral network

2.1. The chaotic map model

In the proposed algorithm, hyper-chaotic cellular
neural network (HCCNN) used in this paper is mod-
elled by the following system:
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the HCCNN (1) exhibits hyper-chaotic dynamics with
two positive Lyapunov exponents with the parameter
0.27 < P < 0.67, for example, when P = 0.4, the
four Lyapunov exponents are \; = 0.125, Ao = 0.022,
A3 = 0 and Ay = —95.95, respectively. The hyper-
chaos attractors are shown in Fig.1. For more detailed
analysis of the complex dynamics of the system, see
Ref.[11].

Fig.1. Phase portraits of the HCCNN.

2.2. The description of one-way hash
function construction algorithm

The principle of the construction algorithm is as
follows: select a sequence A, of 128 bits and split it
into four groups which are further mapped into the
four initial parameters x1(0), 22(0), x3(0) and x4(0),
and then use Runge-Kutta formula to iterate HCCNN
for Ny times (to avoid the harmful effect of transi-
tional procedure, Ny is a constant integer more then
300). To make all of the contents of multimedia partic-
ipate in the process of hash generation, some iteration
of HCCNN are needed, and the times of iteration de-
pend on the length of multimedia dada, the detailed

|

procedures are as follows:

Step 1 Select a key sequence A, of 128 bits and
split it into four groups, which are further mapped
into the four initial parameters x4 (0), z2(0), z3(0) and

Step 2 Iterate CNN by using Runge-Kutta al-
gorithm for Ny times to avoid the harmful effect of
transitional procedure, thus x1(Np), x2(Np), x3(No)
and z4(Np) are gotten.

Step 3 Then CNN is iterated continuously for

1 times, where L is the length of multimedia data.

Iteration formula can be described as

21(No+ 1) = g1(21(No +i— 1) 4+ Bax(i—1)41 X 107°,22(No + i — 1) 4+ By (i—1)42 X 1077,
23(No +i— 1) + Bay(i—1y)43 X 107°,24(No + i — 1) + Byy(i—1y44 X 107°),
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22(No + 1) = ga(21(No +i — 1) + Bay(i—1y41 X 1077, 22(No 44 — 1) + By (i—1)12 % 1072,
23(No +i— 1) + Bax(i—1)4+3 X 107°,24(No + i — 1) + Byx(i—1)44 x 107°),
z3(No +14) = g3(x1(No 44 — 1) 4+ Byx(i—1)41 X 107°, 22(No 414 — 1) + Byy(i—1)42 X 1077,
23(No +i — 1) + Bax(i—1)43 X 107°,24(No + i — 1) 4+ By (i—1)44 X 107°),
24(No +14) = ga(z1(No 44— 1) 4+ Byx(i—1)41 X 107°, 22(No 414 — 1) + Byy(i—1)42 X 1077,
23(No +i— 1) + Bax(i—1)43 X 107°,24(No + i — 1) + Byx(i—1)44 x 107°), (3)

where ¢ = 1,2,---, L/4, g;(e), i = 1,2,3,4 stands for
Runge—Kutta iteration functions of z;, i = 1,2,3,4.
After finishing the iteration, four decimal fractions x1,
Ta, T3, T4 Will be generated.

Step 4 These decimal values are preprocessed

firstly as follows:

x; = de2bi((Abs(x;) — Floor(Abs(z;))) x 10'4),
i=1,234, (4)

where, Abs(z) returns the absolute value of .
Floor(z) returns the value of x to the nearest inte-
ger less than or equal to x, and then converts them to
binary value by using function de2bi(z).

Step 5 Extract 32-bit data from x; and the bi-
nary sequences to perform the operation of XOR with

A.. Then 128-bits hash sequence will be generated.

3. Performance analysis and test

3.1. Hash results of message

We use the proposed algorithm to generate hash
information on the following message under four kinds
of condition.

The original message is ‘ The 21 leaders of the Asia
Pacific Economic Cooperation forum ended their an-
nual two-day summit in Australia with calls to bring to

The decla-

a quick resolution stalled global trade talks.

Original:

ration calls on APEC members to set voluntary, non-
binding targets to cut greenhouse missions, thought to
be a major contributor to global warming.’

Condition 1 Change the first capital character
“T” in the original message into ‘A’.

Condition 2  Change the word ‘Asia’ in the
original message into ‘Esia’.

Condition 3  Change the number ‘21’ in the
original message into ‘20’.

Condition 4 Change last blank space into ‘.
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Fig.2. Hash values under different conditions.

The corresponding hash values in hexadecimal

format are:

5DCD3C0142B4E00502C208F87A35DAT2.

Condition 1: C16364EA29926A10C395DBD81A7TAA244.
Condition 2: 2D5447765934DF892AEBE1FE6CE84331.
Condition 3: 6E54074698D06BCD5A A267509E049866.
Condition 4: 2C5457664924CF983BFBFOFE7DF95220.
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The simulation results above indicate that the
one-way property of the proposed algorithm is so per-
fect that any difference of the message will cause huge
changes in the final hash value. The correspond-
ing graphical display of binary sequences is shown in

Fig.2.

3.2. Statistical analysis of diffusion and
confusion

In order to hide message redundancy, Shannon in-

[12] Diffusion means

troduced diffusion and confusion.
spreading out of the influence of a single plaintext bit
so as to hide the statistical structure of the plaintext.
Confusion means the use of transformations that com-
plicate dependence of the statistics of ciphertext on
the statistics of plaintext. They are two general prin-
ciples to guide the design of practical cipher, including
hash function. For the hash value in binary format,
each bit is only 1 or 0. So the ideal diffusion effect
should be that any tiny changes in initial conditions
lead to the 50% changing probability of each bit.

We have performed the following diffusion and
confusion test. A paragraph of message is randomly
chosen and hash value is generated, then a bit in the
message is randomly selected and toggled and a new
hash value is generated. Two hash values are com-
pared with each other and the number of changed
bit is counted as B;. This kind of test is performed
N (such as 128, 256, 512, 1024) times. The corre-
sponding distribution of changed bit number, where
N = 1024, is shown in Fig.3.
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Fig.3. Distribution of changed bit number and percent.

Ideally, the changed bit number corresponding to
1 bit changed message should concentrate around 64.
After simulating 1024 times, we can find from Fig.3
that the maximum and minimum changed bit number

is 85 and 42 respectively. There are 912 numbers be-
tween 55 and 75, accounting for 89.06% nearly. There
are 17 numbers not between 50 and 80, only account-
ing for 1.7% of the total. The under subplot shows
that the actual changed bit number is round 50%.
The statistical values above indicate that the algo-
rithm proposed has very strong capability for diffusion
and confusion.
Usually, four statistics are defined as follows:

B-~ ZN:Bi, (5)
N =1
P = (B/128) x 100%, (6)
ap— IS (B - By (7)
N -1 pt
AP— -1 - (B;/128 — P)2 x 100, (8)
N -1 Pt

where, N is total statistic number, B; is changed
bit number when the ith simulation is performed, B
and P represent mean changed bit number and mean
changed probability respectively, AB and AP indi-
cate the stability of diffusion and confusion. Through
the tests with N = 128,256,512,1024, respectively,
the corresponding data are listed in Table 1.

Table 1. Number of changed bit B; and corresponding

index.
N= 128 256 512 1024 Even
B 62.27 63.91 63.20 63.53 63.23
P/% 48.65 49.93 49.37 49.66 49.67
AB 0.59 0.42 0.30 0.21 0.38

AP/% 4.33 3.13 2.19 1.54 2.41

Table 1 indicates that the even changed bit num-
ber and changed percent is 63.23 and 49.67% respec-
tively, which are very close to the ideal value 64 and
50%. While AB and AP, indicating the stability of
diffusion and confusion, is very little, which represent
that the capability for diffusion and confusion is sta-
ble.

3.3. Analysis of collision resistance

Collision resistance means that the hash results
are identical to different random initial input. In or-
der to investigate the collision resistance capability of
the hashing approach, we have performed two collision
tests.[13]
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In the first experiment, the hash value for a para-
graph of message randomly chosen is generated and
stored in ASCII format. Then a bit in the paragraph
is selected randomly and toggled and thus a new hash
value is then generated and stored in the same format.
Two hash values are compared with each other and
the number of character in this format with the same
value at the same location in hash value is counted.
The absolute difference of the two hash result is cal-
culated by using the following formula:

N
d= Z [t(ei) — t(es)]. (9)

Where e; and e} are the ith ASCII character of the
original and the new hash value, respectively, ¢() con-
verts the entries to their equivalent decimal values.
This kind of collision test is performed 10000 times
with z1(0) = 0.1234, 25(0) = 0.5678, x3(0) = 0.9012
and x4(0) = 0.3455. The maximum, minimum, mean
values of d are listed in Table 2. A plot of the dis-
tribution of the number of ASCII characters with the
same value at same location is given in Fig.4.

Table 2. Absolute differences of two hash values.

maximum  minimum

2343 256

absolute difference d mean

1314

experiment

8000
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2000}
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Fig.4. Distribution of the number of equal entries with
the same value at the same location in the hash value.

In the second experiment, the hash value for a
paragraph of message randomly chosen is generated
What is fo-
cused in this experiment is the possibility of colliding

and stored in ASCII format similarly.

between every two hash results, thus every two hash
results should be compared. The simulation is per-
formed 10000 times equally in the same initial condi-
tion. The plot of the distribution of the number of
ASCII characters with the same value at same loca-
tion is given in Fig.5.

Notice that the maximum number of equal entries
in the Figs.4 and 5 are both 3. Besides, most of the en-
tries are different in ASCII format. It shows that the
hash algorithm proposed possesses a strong collision
resistance capability.

4x107

3x107}

2x107+

Number of hits

1x107¢

0 2 4 6 8 10
Number of equal entries

Fig.5. Distribution of the number of equal entries with
the same value at the same location in the hash value.

3.4. Security of key

In the algorithm proposed, x;(0) are chosen as the
secret keys, where ¢ = 1,2,3 and 4 and z;(0) € [0, 1]
are decimal fractions. The key space is huge enough
to resist any exhaustive key search.

3.5. Analysis of speed and flexibility

The executive speed of the algorithm proposed is
proportional to the length of the plaintext nearly. The
total iterative times is No+ L/4, while Ny is the initial
iterative times, L indicates the length of the plaintext.
So the iterative time required is very little when the
plaintext is short.

Besides, the length of the hash value could be
changed easily through modifying the way to process
21(0), 22(0), x3(0) and z4(0). For example, 256 bits
hash code could be constructed by concatenate the
hash result of Ny — 1 and Ny steps.
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4. Conclusion

In this paper,

a hash function construction

method based on cell neural network with hyper-chaos

characteristics is proposed and analysed. The hash

function adopts the inherent merits of chaos and neu-

ral network, such as diffusion property and confusion

property. The stimulation indicates that the algo-

rithm proposed satisfies all of the performance require-

ments of the hash function, especially the stability.
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