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This paper presents a simple way for an eavesdropper to eavesdrop freely the secret message in the experimental

realization of quantum communication protocol proposed by Beige et al (2002 Acta Phys. Pol. A 101 357). Moreover,

it introduces an efficient quantum secure communication protocol based on a publicly known key with decoy photons

and two biased bases by modifying the original protocol. The total efficiency of this new protocol is double that of

the original one. With a low noise quantum channel, this protocol can be used for transmitting a secret message. At

present, this protocol is good for generating a private key efficiently.
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Quantum communication supplies some interest-
ing ways for secure transmission of message. For ex-
ample, quantum key distribution (QKD),[!l the most
mature branch of quantum communication, provides a
secure way for two remote users, say Alice and Bob, to
create a private key. The non-cloning theorem forbids
a vicious eavesdropper, say Eve, to steal the informa-
tion freely. Eve’s action will inevitably leave a trace
in the outcome obtained by the two legitimate users
with two conjugate measuring bases (MBs). Quan-
tum secure direct communication (QSDC), a novel
branch of quantum communication, was proposed and
actively pursued by some groups.2~23 With QSDC
the two legitimate users can communicate their se-
cret message directly without creating a private key
in advance. In 2003, Deng, Long and Liul? proposed
the first secure quantum direct communication (QDC)
protocol with Einstein-Podolsky—Rosen (EPR) pair
block. In 2004, Deng and Longl! introduced another
secure scheme for QDC with single photons. More-
over, the criteria for a really secure QDC are intro-
duced in these two works(®>3) and are described in de-

quantum communication, quantum cryptography

tail in Ref.[4]. In 2005, Wang et al put forward a se-
cure QDC schemel® with high-dimensional quantum
systems and quantum superdense coding, and they
also presented a QSDC schemel® with Greenberger—
HorneZeilinger (GHZ) states. In 2006, Li et al (")
proposed a QSDC scheme with quantum encryption
based on pure entangled states. Now, QSDC has also

(489 and in the

been studied in the case of a network
case between a centre and some parties.'?!

In essence, the schemes in Refs.[11-22] are all
used for deterministic secure quantum communication
(DSQC).[M The difference between QSDC and DSQC
is that the secret message can be read out only when
the two parties transmit at least one bit of classical
information for each qubit in the latter.2311 DSQC
is similar to a class of QKD protocols?¥ which can be
used to obtain deterministic information,!] not a ran-
dom binary string. This may be the crucial difference
between DSQC and the traditional QKD protocols!!
in which the users cannot predict whether an instance
is useful or not. DSQC has some advantages in the
case with a low mnoise channel.l''] Reference [23] is
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a review article about QSDC and DSQC. First, it
may be more secure than the two-way quantum com-
munication as the legitimate users do not transmit
the qubits that carry the secret message through the
Secondly, DSQC schemes are
more convenient for quantum error correction than

noisy channel again.
others. Moreover, the attenuation of quantum sig-
nals in DSQC is less than that in two-way quantum
communication protocols. In 2002, an original DSQC
protocol was proposed by Beige et al ' with a two-
qubit state, two degrees of a quantum system, i.e.,
the spatial degree of freedom and the polarization de-
gree of freedom. In 2005, Yan et all'® and Man et
al ' proposed several DSQC schemes with quantum
In 2006,
a DSQC scheme with pure entangled states and an-

teleportation and entanglement swapping.

other scheme with d-dimensional single photons were
proposed.['!] These two DSQC schemes are optimal
and more convenient than others®222 at the aspect
of quantum signal preparation and measurement.

In this paper, we first analyse the security of the
DSQC protocol proposed by Beige et al (let us call it
Beige protocol).™? Then it will show that the pro-
posal for an experimental realization of Beige pro-
tocol is insecure and an eavesdropper Eve can ob-
tain all the secret message with quantum teleportation
freely. Moreover, we will introduce an efficient secure
quantum communication protocol based on a publicly
known key with the decoy-photon technique.[25:26!
This protocol can be used to transmit secret message
efficiently if the noise in the quantum channel is very
low. With present technology, this protocol can be
used to distribute a private key with a high efficiency
and a high capacity.

Now, let us start with the brief description of the
Beige protocol'? below.

In the Beige protocol, the sender Alice prepares
the quantum carriers (single photons) in the states
|ny), where n label different types of states. If Alice
wants to transmit a ‘+’ bit (for instance the binary
number ‘0’), she prepares the photons in the states
|n4). In order to transmit a ‘=’ bit (for instance the
binary number ‘1’) Alice prepares the state [n_).

Do) =) In-){n_|. (1)

When photons arrive at the receiver Bob’s end, he
chooses at least two different MBs to measure the sin-
gle photon, say |B,) and |C,,). In the concrete scheme
in Ref.[12]

ny) = [Bn),  [n-) =[Ch). (2)

To assure that Bob always knows how to interpret
his measurement result there should be no overlap be-
tween basis states with the same index n,'? i.e.

<Bn|Cn> =0, (3)
and

(1C1),1C2),|C3),|C4)) = (|B1), |Ba),|B3), | Ba)) A, (4)

where
0 aq as as
—a; 0 a3 —a
A=i| et (5)
—ag —as O aq
—az a2 —ai 0
ai +a3 + a3 =1, (6)
and aijasas 7& 0. (7)

We use the experimental realization of Beige pro-
tocol to demonstrate its principle below, shown in
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Fig.1. The proposal for an experimental realization of
Beige protocol shown in Ref.[12]. BS: beam splitter; PBS:
polarization beam splitter; HWP: half-wave plate.

Fig.1. Alice uses two MBs (|By1),|B2),|Bs),|Bs)) =
([Rv): [Lw), [Ln), | Rr)) and (|Ch),[C2),[C3),[Cy)) =
i(—|Ls), |Rs), |Ra), —|La)) to prepare her quantum
Here |R) and |L) represent the right path
and the left path through which a quantum signal is
|h) and |v) are the hori-
zontal and vertical polarization states of the photons,

signals.
transmitted, respectively.

|s) and |a) are the two superposition

1
states of |h) and |v), i.e., |s) = E(\v) + |h)) and
1

|a) = —=(Jv) — |h)). If Alice wants to send the bit ‘+’

V2

respectively.
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(‘~’) to Bob, she prepares her photon randomly in one
of the four states with the basis B (C) and then sends
it to Bob. Bob chooses randomly one of the two bases
{B,C} to measure the photon received. After Alice
publishes the number n, Bob can deduce that Alice’s
basis is B or C, according to his measurement out-
come. For example, if Alice prepares a photon in the
state |R,) which represents the bit 4+, Bob will get the
outcomes 1y, 2_ and 3_ with the probabilities 50%,
25% and 25%, respectively. After Alice tells Bob the
number of the state of the photon is 1, Bob can read
out the message + sent by Alice in a deterministic
way.

The authors in Ref.[12] did not consider the sim-
ple case: an eavesdropper can determine which path a
photon passes through, without destroying the pho-
ton polarization state in their experimental proto-
col. In fact, the photon sent by Alice is in the
eigenvector of its spatial degree of freedom, which
means that the information of the path of the photon
can be read out with quantum non-demolition mea-
surement. A simple way to eavesdrop the message
freely is using the quantum teleportation.l*”) In de-
tail, the eavesdropper Eve can first prepare an EPR
pair |#)po = iz(|h>B\h>C + [v)s[v)e) and then in-
tercept the photon A sent by Alice. Eve performs a
Bell-state measurement on the photons A and B. If she
obtains an useful outcome of Bell-state measurement,
Eve can determine that there is a photon in the path
(R or L). Then she can perform unitary operation on
the photon C, same as the process in teleportation,?”
and send it to Bob. Eve can in principle easily deter-
mine the spatial degree of freedom of the photon sent
by Alice. After Alice publishes the information of the
number of the state n, Eve can determine which state
the photon is in. That is, Eve can obtain the secret
message fully and freely.

The generic communication scheme in Ref.[12] is
secure in principle, but it has the disadvantage that
is low, less than 25%.

its total efficiency n, =

Here ¢y, ¢; and b; are the ;mml;ers of the useful qubits,
the total qubits used, and the total classical bits ex-
changed for reading out the message, respectively. In
Beige protocol, g, = 1, ¢¢ = 2 and by = 2, so its total
efficiency n, = 25% in theory.

Now, let us present a way to improve the to-
tal efficiency of the Beige protocol. As discussed in
Refs.[11, 25, 26, 28], the two legitimate users need
only use a fraction of their outcomes chosen randomly

to analyse the security of their quantum communica-
tion, not all the outcomes. As the samples chosen for
checking eavesdropping are random for Eve, her action
will inevitably leave a trace in the samples. In order

to improve the efficiency for qubits n, = % i the

qt
Beige protocol, we can use some decoy photons

[25,26]
to prevent Eve from eavesdropping freely. In detail,
the modified version of the Beige protocol can be de-
scribed as follows.

(1) Alice prepares a sequence of single photons
S which are randomly in one of the four states
{|Rv), |Ly), |Lpn),|Rr)}. Alice encodes her message on
the photons with the unitary operations U; = I'®I2,
Upy=1'®02, Us =0l ®I? and Uy = 0} ® 02 which

represent the bits 00, 01, 10, and 11, respectively. Here

1

» means flipping the eigen-

I means doing nothing, o
vectors of the spatial freedom, and o2 means flipping
the eigenvectors of the polarization freedom.

(2) Alice prepares some decoy photons Sq with
the two bases B = {|B1) = |Ry), |B2) = |L,), |Bs) =
|Lp),|Bs) = |Rp)} and C' = BA’. Here

0 1 1 1
1] -10 1 -1

A= . (8)
V3|l -1-10 1
11 -10

Alice can choose the basis C’ with a large probabil-
ity 1 — p to prepare her decoy photons and the basis
B with a small probability p. Alice inserts her decoy
photons Sy into the message sequence S randomly,
and then sends all the photons to Bob.

(3) Bob measures the photons received with the
basis B by using the large probability 1 — p and the
basis C’ by using the small probability p.

(4) Alice tells Bob which photons are the decoy
ones and their states. Bob analyses the error rate of
the samples. Different from Refs.[25, 26], the decoy
photons all are obviously useful for checking eaves-
dropping no matter what bases are chosen for prepar-
ing the photons.

(5) If Alice and Bob confirm that their quantum
communication is secure, Bob tells Alice which pho-
tons he has chosen the basis B and keeps these out-
comes; otherwise, they discard their outcomes and re-
peat their quantum communication from the begin-
ning.

(6) Alice tells Bob the original states of the pho-
tons kept.
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(7) Bob reads out the information about Alice’s
operations, i.e. the secret message.

In essence, this new quantum secure communica-
tion protocol is the revised version of the Beige proto-
col with decoy photons and biased bases. Just these
revisions make the total efficiency be doubled. As the
probability p is small, Bob can obtain an useful out-
come with a large probability 1 — p when he mea-
sures the message photons. Moreover, each photon
can carry two bits of secret message, i.e. qu = ¢t = 2.
For reading out the message, Alice and Bob should

at least exchange two bits of classical information,

qu
= —— =50%.
qt+bt 242 ¢

In the case with a low noise quantum channel,

ie. by =2 and ny =

this scheme can be used for transmitting secret mes-
sage efficiently. As the eavesdropping done by Eve will
inevitably disturb the quantum states of the samples
and Alice publishes the original states of the photons
kept for transmitting secret message only after Alice

and Bob confirm the fact that their quantum chan-
nel is secure, this scheme is secure in principle with
single-qubit quantum privacy amplification.??) With
present technology,®?! we should take the influence of
the noise on the quantum states into account, which
means that this scheme is good for generating a pri-
vate key, not for transmitting secret message directly.

In summary, we have discussed the security of the
proposal for an experimental realization of Beige pro-
tocol. It can be eavesdropped freely in principle by an
eavesdropper with quantum teleportation. Also, we
have proposed an efficient quantum secure communi-
cation protocol based on a publicly known key with
decoy photons and two biased bases by modifying the
Beige protocol. The total efficiency of this new pro-
tocol is double of that of the original one. This pro-
tocol can be used to transmit secret message directly
if the noise in the quantum channel is very low. With
present technology, this protocol is good for generat-
ing a private key.
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