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This paper proposes an adaptive parameter identification method for breaking chaotic shift key communication

from the transmitted signal in public channel. The sensitive dependence property of chaos on parameter mismatch is used

for chaos adaptive synchronization and parameter identification. An index function about the synchronization error is

defined and conjugate gradient method is used to minimize the index function and to search the transmitter’s parameter

(key). By using proposed method, secure key is recovered from transmitted signal generated by low dimensional chaos

and hyper chaos switching communication. Multi-parameters can also be identified from the transmitted signal with

noise.
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1. Introduction

Since Pecora and Carroll demonstrated chaos syn-
chronization and its potential application to secure
communication,!*2! chaotic secure communication has
been an active area of research for the past few
years.[?l Chaotic secure communication has evolved
into several forms, including chaotic masking,*
chaotic shift key[® and chaotic modulation® etc.. The
development of chaotic secure communication tech-
nique followed a path twisting up the hill of security.
Breaking the existing chaotic secure communication
schemes and improving security performance of the
existing methods became the focus and motivation of
the research.[7—24

The return map!”

was introduced to break origi-
nal chaotic masking by using simple chaotic attractors
proposed by Ref.[4]. The hyper-chaotic attractor was
proposed for chaotic masking to improve the security
of chaotic masking, because of the more complex dy-
namics of hyper chaos.®! Nonlinear dynamic forecast
method is used to break the hyper-chaotic masking
secure communication.[®1% A modulation method is
used to diffuse the return map and to improve security
of chaotic communication.'']' A zero cross detection

method is proposed to find the modulation function
and to unmask the modulation.'? A chaotic secure
communication scheme with key stream is claimed
to possess high secure performance.['3] Nonlinear dy-
namic forecasting method combined with encryption
key stream analysis method!'¥ is introduced to break
the scheme proposed in Ref.[13]. The phase infor-
mation and phase synchronization are used for ci-
pher text transmitting to prevent from common at-
tack method.['® Brute force analysis is employed to
break the phase synchronization in Ref.[16], because
of insensitivity of the key mismatch and arrestive
spectrum of cipher text. The intermittent chaos, de-
rived from multiple discrete time dynamical systems
driven by random noise, is used for encrypting plain-
text to improve security.'” The flaws of the method
in Ref.[17] and the breaking methods are given in de-
tail in Ref.[18]. Chaotic modulation using the Lorenz
system is attacked and the modulated cipher text is
obtained in Ref.[19]. Chaotic shift key communica-
tion is also reported which is broken by short time
zero crossing rate,[?%) spectrum analysis?!! and gen-
eralized synchronization.!??! The confliction of efforts
to improve the security and to crash the security im-
pels the development of chaotic secure communication
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theory and technology. Both efforts help the develop-
ment.

In this paper, the adaptive key parameter identi-
fication method is proposed to break chaotic shift key
secure communication. It is assumed that the struc-
ture of transmitter is known, which is also referred
to as public-structure encryption system.[?®/ The task
to break the chaotic shift key information is imple-
mented, if the different key parameters can be identi-
fied and discriminated from the transmitted informa-
tion in the public channel. To implement the task, the
transmitted signal is used to drive a response system
at the eavesdropper end with the same structure as the
driving system and tunable parameters. The tunable
parameters are adaptively adjusted according to the
predefined index function about synchronization error
and its conjugate gradient information to the param-
eters. When the synchronization error tends to zero,
the key parameter information can be obtained and
the binary information transmitted by chaotic shift
key can be recovered by this way.

The remainder of this paper is organized as fol-
lows: the adaptive key identification problem is for-
mulated, and the identification principle is outlined
in Section 2. The conjugate gradient method is in-
troduced for parameter adaptation because of its fast
convergence in Section 3. Some numerical experi-
ments are performed in Section 4, including the Lorenz
system, and a hyper-chaotic shift key example. Some
conclusion remarks are given in Section 5 to summa-
rize this paper.

2. Adaptive identification prob-
lem descriptions

Two different chaotic attractors, which are de-
rived simply from the chaotic attractor with different
parameter sets, are used as medium to transmit binary
information with one attractor encoded as ‘0’ and the
other encoded as ‘1°. At the receiver, the binary infor-
mation is recovered by using the synchronization er-
ror. Two chaotic attractors are elaborately designed
to have similar statistical feature and similar shape
in phase plant to make the eavesdropper difficult to
discriminate the binary information from transmitted
signal. This method is referred to as chaotic shift key
communication, also known as chaotic switching.

The key of chaotic switching is the sensitive de-
pendence property of chaotic dynamics on its initial

values and parameters (i.e., two chaotic attractor with
a slightly difference on parameters or initial values will
evolve in a ‘quite different’ manner, and will not syn-
chronize without external force.). It is claimed that
the eavesdropper without exact parameters of chaotic
transmitter will be difficult to synchronize with the
transmitter and recover the binary information car-
ried by the transmitted signal in public channel. The
security flaws of chaotic shift key communication and
some possible attacking methods have been given in
Refs.[20-22]. In this paper, a different approach also
using the property of the sensitive dependence on pa-
rameters is proposed to adaptively identify the pa-
rameters of the transmitter and to recover the binary
information.

if the
drive-response

For a known structure transmitter,
parameter is also known, the
synchronization™? can be achieved. The principle
of drive response synchronization is firstly reviewed
here to show later how to identify parameters only
from the transmitted signal of the chaotic transmitter
with unknown parameters.

A nonlinear system is given as

&(t) = Fo(x(1))- (1)

Where x is the state vector, 6 is the vector of parame-
ters, suppose that the system can be decomposed into
two subsystems Fyg and Fyg in such a way that the
original system can be rewritten as

:ts(t> = Fs@($s<t)a xlu(t))7
@y (t) = Fug(@u(t), m15(t)). (2)

Where [z4(t), x,(t)] = T (t), the two subsystems are
coupled via the one-dimensional signals z15(t) € xs(t)
and 214 (t) € @, (t). In general, such decomposition is
not always possible, but there exists such decomposi-
tion for a large variety of chaotic system. The cou-
pling variables can have greater dimension. In fact in
the following example, we will show that more general
form of synchronization can be used to identify the
parameter.

We will assume that one of those two coupling
variables is chosen as output of the system and trans-
mitted in the public channel, which is referred to as
y(t), such that the system (2) can be rewritten as

djs(t) = E@O(ms(t)a y(t))a
@y (t) = Fug(@u(t), w15(1)). (3)

For the legal receiver with the known same param-
eters/key (and same structure as pre-assumed above)
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as those of the transmitter, the system dynamics can
be given as

I drive system

T15(t) vy v(®)

The transmitted signal y(t) is used as driving sig-
nal for the response receiver system, the scheme of
Pecora and Carroll’s drive response synchronization
can be shown in Fig.1.

5 i |
@u(t) = Fup(@u(t), | o
i ils(t)) E
; f)ls(t) E
ba(t) = Fag(as(t),
| y(t)) i
yA |

Fig.1. General scheme of drive response synchronization.

If the receiver (response) system possesses all
negative conditional Lyapunov exponents, the syn-
chronization will occur between transmitter (driv-
ing) system and the receiver system, i.e. }gr(l) e(t) =
tim [(t) — y(£)] — 0.

For a transmitter with unknown parameters, syn-
chronization can not be achieved because of the sen-
sitive dependence of above scheme on parameter mis-
match, which is the critical point for chaotic switching
to be secure. In the following part of this section, we
will show that the aforementioned point can also be
used by eavesdropper to identify the unknown param-
eters of the transmitter and to break the chaotic shift
key communication. It has been noticed that the syn-
chronization can be achieved for the receiver with the
identical parameters as the transmitter after a period
of transient procedure, although the initial values of
the receiver are different from those of the transmit-
ter. If the parameters are not identical, synchroniza-
tion error e(t) will not tend to zero. Therefore, an
index function with respect to synchronization error
can be defined. The receiver parameters can be adap-
tively adjusted to minimize the index function and
synchronization error. When the synchronization er-
ror is zero, the transmitter parameters can be found
and the chaotic shift key can be broken.

The idea of adaptively adjusting parameters of
the receiver can be described as follows.

Sample the transmitted signal y(t) at a predefined
rate, sampled data y(n) represents the value of y(t) at
time t = nAT, the index function can be defined as

V() = ¢*(n). (5)

Where e(n) = y(n) — §(n) is the synchronization er-
ror at time ¢ = nAT, and 0 is the adjustable pa-
rameter at the receiver end, which corresponds to the
unknown parameters @ of the transmitter. It is ob-
served that we can get perfect synchronization with
V(6) = e*(n) = 0.

The extremum of the index function Eq.(6) should
satisfy the following equation

ve) _ oim
o6 oo W0 ©

Obviously the transmitter parameter 6 is the
global minimum of the index function Eq.(5). There-
fore, an optimizing method(2% with good performance
can be used to adjust 8(n) to ensure

lim O(n) = 6.

n—0o0

(7)

The scheme is given in Fig.2.
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drive system

@y (t) = Fug(mu(t),
z1s(t))

o yun

@4 (t) = Fep(xs(1),
y(t))

4(t) optimizing
method

/ Y e
, ) i
s (t) = Fg(@s(t),
()

Fig.2. Schematic diagram of transmitter parameter/key identification procedure.

From Fig.2, it can be known that the sensitive de-
pendence of chaotic transmitter on system parameters
can also be used for the parameter identification and
binary information recovery.

The candidate optimizing method will be given in
the next section.

3. Conjugate gradient method for

adaptive identification

To minimize the index function Eq.(5), the pa-
rameter adaptation should follow the direction that
makes the index function descent. The parameter

adaptation algorithm can be given as

O(n+1) = 0(n) — A(n)d(n), (8)
where vector d(n) is the direction that makes the in-
dex function descent, and A(n) is the step length for
adaptation at moment n (i.e., time ¢t = nAT).

Here, vector d(n) is chosen as the conjugate gra-
dient, because of its good performance. The conju-
gate gradient method combines the conjugate prop-
erty with gradient information of optimizing prob-
lem. The conjugate gradient method seeks the point
to make the index function minimum along a set of
the directions, which is derived from the gradient and
conjugate direction of a set of former points. The
convergence speed of the conjugate gradient method
is very fast.

The steps to seek the parameters can be given as
follows.

Step 1 initialization, set n = 1, choose the ini-
tial parameter é(l) randomly, in general, the initial
parameter can be chosen according to the known in-
formation about the transmitter. Calculate the gradi-
ent of the index function about parameter é(l), which

can be given as g(1) = VV(8(1)). If ||g(1)]| < (e is
predetermined little positive number), then the seek-
ing procedure stops, because the first parameter is the
seeking value 0, else set

Where d(1)is the initial gradient.

_g"wd)

AL = 2dT(1)d(1)

Where A(1) is the initial step length.
Step 2 n =n+ 1, calculate

O(n)=6(n—1)+A(n—1)d(n—1), (11)

g(n) = VV(8(n)). (12)

If ||g(n)|| < &, then go Step 6, else go Step 3
Step 3 calculate

d(n) = —g(n) + B(n)d(n — 1). (13)
Where ( )
~dY(n—-1)g(n
B0 = o —Ddm -1 (14)
Step 4 calculate step length
T(n)d(n
= s o

Step 5 if n < NL, where NL is the number of
predefined largest seeking steps, then go Step 2; else
stop seeking, and show the seeking failure information.

Step 6 stop seeking, get the optimum value 6.

By using the above method, the minimum point
of the index function can be obtained. In Sec.4, some
simulation examples will be given to show the proce-
dure and effectiveness of the method.
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4. Numerical experiments

In this section, some simulation examples are
given to show the procedure of parameter identifica-

tion and information recovery.

4.1. Breaking chaotic shift key for low
dimensional chaotic transmitter

In first example, the Lorenz system is chosen as
the transmitter, which can be given as follows:

Ty = a(ze — 1),

To = bxy — 9 — X123,

T3 = T1T9 — CT3. (16)
Where & = [z x5 x3]T is state vector, x; is chosen
as the transmitted signal to the receiver. Parameter
a can be chosen as chaotic key, which varies alterna-
tively between values a; = 15.7 and as = 16 according
to the binary information to be sent. The transmitted
binary information, the signal in the public channel
and the synchronization error of the legal receiver are
given in Figs.3(a), 3(b) and 3(c) respectively.

o 1.0
o3
2 05
<
= o|@@—-— = Lt L
20 40 60 80 100
>
0 20 40 60 80 100
-
Qo
g
<
0 20 40 60 80 100
t/s

Fig.3. (a) The transmitted binary information, (b) trans-
mitted signal in public channel, (¢) the synchronization
error for legal receiver in chaotic shift key communication.

The eavesdropper can build a system with the
same structure as that of the transmitter, which is
written as

The key recovery results are given in Fig.4. The
transmitter’s parameter and identified parameter are
shown in dashed and solid line respectively in Fig.4,
from which, we know that the binary information can
be recovered only from the transmitted signal. In fact,
it is not necessary for the identified parameter to be
identical to that of the transmitter. It is enough for
the adaptive identification procedure to converge to
different values with respect to different binary infor-
mation, which can be discriminated by the eavesdrop-
per. In this low dimensional transmitter example, the
chaotic shift key communication is attacked success-
fully. In the following subsection, hyper chaotic at-
tractor with more than one positive Lyapunov expo-
nents will be used as transmitter to test the proposed
method.

16.2 .

‘ _identified péramleter
--- true parameter

16.0

15.6 |-

Parameter

15.4

el L

Fig.4. The true parameter and identified parameter in
breaking chaotic shift key communication.

4.2. Breaking chaotic shift key for hyper
chaotic transmitter

A general chaos synchronization scheme is pro-
posed and a hyper chaos synchronization is used for
secure communication,?”] the hyper chaos transmitter

is given as

3'?1 =2 + xl(l‘g — 4),
&g = —x1 — T3,

Ty = Ty — 123 + Saux,
Saux = 3$3»

T4 = —10x4 + s,

i’5 = 2814 — X5 — X4 T,
i‘6 = T4y — 2.6661‘6,

s = 10.’L‘5 + 901’3/1’6. (18)
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Where a; is the parameter which can be used as key
in chaotic shift key communication, the scalar signal
s is transmitted in the public channel.

The receiver is given as

U1 =2+ yi(y2 —4),
Y2 = —y1 — Y3,
Ys = y2 —a1ys + 1,

t = (s — 10ys)ys /30,

Ya = —10y4 + s,
Us = 28Ys — Y5 — YaYs,
yﬁ = YaY5 — 2666y6 (19)

The synchronization error can be redesigned as
e =t — 3ys. The proposed method is used, identifica-
tion results are shown in Fig.5, from which, we know
that the proposed method can be used for parameter
identification with the hyper-chaos as the transmitter.

2.7 T

—_ identified parlaméter
true parameter

:""'3“':1';{

Parameter

i i T
40 60 80 100 120 140
t/s

Fig.5. Recovering information from hyper chaotic shift
key communication.

4.3. A case study for breaking chaotic
shift key with the transmitted sig-
nal polluted by noise

In fact, the transmitted signal might be polluted
by the noise from the public transmission channel. At
the same time, the multiple parameters (keys) might
need to be identified (this case has been beyond the as-
sumption of the common public structure attacking).
In this subsection, two parameters are identified from
the transmitted signal polluted by the (white) channel
noise with the amplitude 1 percent of the amplitude of

the transmitted signal. The results are shown in Fig.6.
Fig.6(a) is the key recovery result for a, Fig.6(b) is
the key recovery result for b, and Fig.6(c) is the cor-
responding transmitted information. From Fig.6, we
know that the proposed method can also discriminate
the transmitted binary information, though the identi-
fication procedure might be effected by channel noise.

16.5
16.0 13

60— T T T T T T T T 1
o 455 e e
45.0 1
44.5
0

20 40 60 80 100

Information

Fig.6. Attacking the multiple parameters from the noisy
transmitted signal.

5. Conclusion remarks

To break the chaotic shift key communication,
the key step is to find the (key) parameters used at
the transmitter end from the signal transmitted in
the public channel. In this paper, a parameter adap-
tive identification method using the predefined index
function about the synchronization error is proposed
The re-
sult shows the effectiveness of the method in breaking

to break chaotic shift key communication.

chaotic shift key communication, and hyper-chaotic
attractor can not provide higher security as expected,
which is identical to the former results.?122l Chaos
synchronization and parameters identification are im-
plemented at the same procedure. Compared with
the other synchronization methods,27~32! this method
only uses scalar transmitter information in transmit-
ted channel. The efforts in this paper will help for
improving the security of existing chaotic communi-

cation method.
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