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Recently the performance of the quantum key distribution (QKD) is substantially improved by the decoy state

method and the non-orthogonal encoding protocol, separately. In this paper, a practical non-orthogonal decoy state

protocol with a heralded single photon source (HSPS) for QKD is presented. The protocol is based on 4 states with

different intensities, i.e. one signal state and three decoy states. The signal state is for generating keys; the decoy

states are for detecting the eavesdropping and estimating the fraction of single-photon and two-photon pulses. We have

discussed three cases of this protocol, i.e. the general case, the optimal case and the special case. Moreover, the final key

rate over transmission distance is simulated. For the low dark count of the HSPS and the utilization of the two-photon

pulses, our protocol has a higher key rate and a longer transmission distance than any other decoy state protocol.
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1. Introduction

Quantum cryptography,[!! quantum key distribu-
tion (QKD), is the most mature field in quantum infor-
mation, both theoretically and experimentally. QKD
allows two distant partners, Alice and Bob, to com-
municate in absolute security, even in the presence of
an eavesdropper, Eve. Unlike conventional cryptog-
raphy, the QKD promises perfect security based on
the fundamental laws of physics, the non-cloning the-
orem and the uncertainty principle. The security of
QKD has been rigorously proven in a number of re-
cent papers. >3]

Unfortunately, all of the recent experiments are
insecure because the QKD systems in real life are gen-
erally based on attenuated laser pulses, which occa-
sionally give out more than one photon. Those multi-
photon pulses open the door to powerful eavesdrop-
ping attacks including the photon number splitting
(PNS) attack.[*5! Eve might block all single-photon
pulses and splits multi-photon pulses, keeping one part
himself and sending the rest to Bob. The security of
practical QKD system has been discussed before. 6]

Recently, two important schemes have been pre-

sented to counter the PNS attack. One is the
non-orthogonal encoding protocol SARG04 proposed
by Scarani et al!” Compared with the two non-
orthogonal encoding protocols,[®9 the SARG04 pro-
tocol uses four exactly identical states of BB84
protocol, 1% but modifies the classical communication
between Alice and Bob. Instead of revealing the ba-
sis, Alice announces publicly a pair of non-orthogonal
states. Thus in the sifting phase Eve only knows that
the state is either of two non-orthogonal states. In
order to learn the bit with certainty without intro-
ducing errors, Eve has to implement an unambiguous
state discrimination on the three-photon pulses. It
means that two-photon pulses can be used to gener-
ate a secure key.

The other is the decoy state method proposed
by Hwang'" and further studied by Wang,'%13 Lo’s
team,141%! and also Harrington et al.['6] The main
idea is that in addition to a regular signal state, Alice
also uses some decoy states. Alice randomly sends a
signal state or a decoy state. After Bob’s measure-
ments of all pulses, Alice tells Bob which pulse is for
the decoy state. So they can, by comparing their out-
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comes of the decoy states, detect the PNS attack.

In the scheme of decoy state, it is easy for Al-
ice and Bob to catch eavesdropper even with a co-
herent source. However, for the coherent source, the
dark count may be the most important factor that re-
stricts the transmission distance. As the technology
on heralded single photon source(HSPS), which relies
on photon pairs generated by spontaneous paramet-
ric down-conversion (SPDC), has been developed to a
high level, we can use an HSPS to replace the weak
coherent source. Because the dark count probability
is reduced by the coincidence property of SPDC, a
longer transmission distance can be attained.

In this paper we propose a new protocol in which
the decoy state scheme is used in the SARGO04 proto-
col with a HSPS. Moreover, we combine the idea of
Gottesman, Lo, Lutkenhaus, and Preskill (GLLP)[!
with our protocol to achieve a formula for key gen-
For the characteristic of the HSPS,
a post-selection parameter must be included in the

eration rate.

formula.['”) Thus, the secure key generation rate of
our protocol is given by

R Zippost{_Q,uf(Eu)HQ(Eu) =+ Ql[l - HQ(el)]
+ Q21 — Ha(e2)]}, (1)

where the factor 1 is the sifting efficiency of the
SARGO4 protocol; @), and E, are the counting rate
and the quantum bit error rate (QBER) of the sig-
nal state respectively; @; and e; (i = 1,2) are the
counting rate and the QBER of the i-photon state re-
spectively; f(E,) is the bidirectional error correction
efficiency;['®) Hy(z) is the binary Shannon information
entropy function given by

Hy(z) = —zlogyx — (1 —x)logy(1 —x).  (2)

Six key variables are needed in inequality (1). Q.
and E, can be measured directly. On the other hand,
we discuss how to estimate @; and e; (i = 1,2) by
using the decoy state idea. Firstly we derive a gen-
eral theory for our protocol with three decoy states.
Secondly, we propose a special three-decoy-state pro-
tocol — one-vacuum-and-two-weak-decoy-state proto-
col. Finally, we also discuss a two-decoy-state pro-
tocol. Moreover, using the experimental parame-
ters of the experiment of Gobby, Yuan, and Shields
(GYS),!" we show that our protocol can be substan-
tially increase both the transmission distance and the
key generation rate.

2. Practical decoy method

As analysed in Ref.[15], for practical implementa-
tion, only a few decoy states are sufficient for the esti-
mation. In our protocol, we should estimate the lower
bounds of Y7 and Y5 and the upper bounds of e; and
eo. Intuitively, only three decoy states are needed for
the estimation. Here, we investigate how to use three
decoy states to estimate those bounds.

Suppose that Alice randomly changes the inten-
sity of her pump light among 4 values (three decoy
states and a signal state) such that the intensity of
one mode of the two mode source is randomly changed
among x1, T3, r3 and u, which satisfy

I3 X2 12
+ < ,
14 z3 1+ x5 14w

2 2 2
x
(o) o (o) — ()
142 I+z1 142 \1+x2 14+ p
(3)

where x1, 2 and x3 are the expected photon num-

0<z3 <2 <21 < Uy

bers of the decoy states and p is the expected photon
number of the signal state.

2.1. Three weak decoy states

For convenience, we make Q) = Ppost@sz. Ac-
cording to Eq.(7) in Ref.[20], the modified counting
rates are given by
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First, Alice and Bob can estimate the lower bound
of background rate Y by
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2o(1 4 23) Qe — x3(1 + 22)Qa,

—(x9 — x3)daYo — {x?, i Y[l — (1 —na)"] (1 fx2>n — i Y[l — (1 —=na)"] (1 igx?’)n}
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Thus, a crude lower bound of Y} is given by
Yy > YOL _ x2(1 + xS)st $3(]. + $2)QI2 (9)
(2 — x3)dA

Then Alice and Bob can estimate the lower bound of Y; by combining expressions (4), (5)and (8), under the
condition, expression (3). We have

(1+22)Q, — (14 x3)Q,
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1+p

where YOL is defined in expression (9). Here, to prove the first inequality in expression(10), we have made use
of the inequality, a’ — b* < a® —b? when 0 < a+b < 1 and i > 2. The first equality sign holds only if Eve raises
the yield of two-photon state and blocks all the states with a photon number greater than 2.

From expression (10), the lower bound of Y; is given by

(L+21)*(1 +22)°p
(z2 —21)[(1 = 2122)pt — (21 + T2 + 27172) A
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Next, we use expressions (5) and (6) to estimate the lower bound of Y3 with the same method.
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In order to prove the first inequality in expres-
sion (12), we have made use of the inequality that
at—b <a®*—bwhen 0 <b<a<1andi>3. The
first equality sign holds only if Eve raises the yield
of three-photon state and blocks all the states with
a photon number greater than 3. In addition, in or-
der to obtain the last inequality, under the condition,

|

expression (3), we have let x; and xo satisfy

(1 fx1<)3 - ()1}2@)3 =0. (13)
_H
1+ p

From expression (12), we can obtain the lower bound

X T2
14+z1 1+4m

of Y5 given by
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According to Eq.(9) in Ref.[20], the QBERs of the decoy states are given by
i@y = 0 S el () (15)
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An upper bound of e; can be obtained from expressions (15) and (16) to be
ezs,mz < (1 + IQ)(l + ‘T3)[(1 + xQ)EmQQﬁh - (1 + x3)E13Q$3} ) (18)
oo Y7 (zg — x3)
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And we can have the upper bound of ey directly from  given by
expression (17)
1 (14 22)3u (1+ p)dzs
_ YO,xz < { /r _ /
s < EnQutm) el g9 NS0T o V= TR
T1,T2[1 _ (1 _ 2 1 1+ p)? 1+ 2
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2.2.0ne vacuum and two weak decoy
states

Here, we investigate a special case of three decoy
states, i.e. one vacuum and two weak decoy states.
Now, the equality sign in expression (9) holds. Thus,
when a vacuum decoy state (x3 = 0) is used we can
estimate Y accurately from expression (9). Moreover,
the second inequality in expression (10) is tight. Ac-
cording to expression (11), the lower bound of Y7 is

By substituting Y, for Y& in expression (14), we have
the lower bound of two-photon state, Y, *1'*2.
According to expression (18), the upper bound of

ey is given by

0,05 _ (14 22)°Ey,Qu, — eodadp (1 + x2)
el S 0.1/'2 .
Yl S TNAT2

(21)

By substituting Y,“**2 for Y;'*'* in expression (19),
we can obtain the upper bound of es.
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2.3. Two weak decoy states

Suppose that Alice and Bob use the one-vacuum-
and-two-weak-decoy-state method, but they have not
prepared the vacuum state enough to estimate Yy very
well. Thus, the three-decoy-state method is reduced to
a two-decoy-state method. We claim this two-decoy-
state protocol to be the same as the three-decoy-state
protocol, except the exact value of Yy unknown to us.
So, we derive an upper bound of Y; from expression
(16) as
(1+29)Ey,Qu,

Y2 <
0o~ = €0

(22)
Substituting the above upper bound into expressions
(20) and (14), we have the upper bounds of Y; and Y>

A simple lower bound on e; can be derived as

follows: )
E. Q. (1
er = BraQua (1 ¥ )7 (23)
Yl TIAT2

Next, by substituting the upper bound of Y5 of this
protocol into expression (19), we can obtain the upper
bound of e;.

3. Numerical simulation

In practical implementation, we often use the non-
degenerate SPDC to produce photon pairs. One pho-
ton is generated at such a wavelength that it is conve-
nient to detect, acting as a heralding signal on Alice’s
side. The other falls into the telecommunication win-
dow for optimal propagation along the fibre or on the
air, acting as a heralded signal on Bob’s side. In gen-
eral, the heralding photon is adapted to 800 nm, wave-
length range and the heralded one is near 1550 nm
wavelength range.

For convenience of comparing the result of co-
herent states, we use the same parameters as those
for the coherent state system in our simulation. The
key parameters are shown in Table 1, in addition
da = 5 x 107321 and f(E,) = 1.16. We use the
above formulas and the key experimental parameters
to estimate the values of @; and e; (i = 1,2) and then
simulate the final key rate by using expression (1).

Table 1. Key parameters in GYS[19],

A/nm  af(d/km)  epase/%  d/107%  np/%
1550 0.21 3.3 1.7 4.5

In simulation, the optimal p is chosen for each
case. But our optimization is different from that in

Ref.[22]. The results are shown in Figs.1-3 respec-
tively.

——vacuum-+two weak decoy protocol |
—————— three weak decoy protocol :

Key generation rate/per pulse

10-9

0 40 80 120 160 200
Transmission distance/km

Fig.1.
and one-vacuum-and-two-weak-decoy protocol.

Simulation results of three-weak-decoy protocol

Figure 1 shows the key generation rate over
a transmission distance of the general three-decoy-
state protocol and the one-vacuum-and-two-weak-
decoy protocol with HSPS. From the curves in Fig.1,
we learn that the one-vacuum-and-two-weak-decoy
protocol performs better than the general three-decoy-
state protocol. This proves that decreasing xo + x3
So the
smaller the value of zo 4 x3 is, the better performance

can improve the estimations of Y; and e;.

the protocol will have. Thus, in the next simulation,
we consider only the one-vacuum-and-two-weak-decoy
protocol.

10-1
103}

1075}

10— 7F — Alice detection efficience=1.0 W]
rrrrrrr Alice detection efficience=0.8
F —-— Alice detection efficience=0.6

109 L . . . L L
0 40 80 120

Key generation rate/per pulse

1éD 200

Transmission distance/km

Fig.2. A comparison among the final key rates for differ-
ent detection efficiencies on Alice’s side.

From Eq.(5) in Ref.[20], we notice that the count-
ing rate of our protocol is associated with the detection
efficiency of Alice’s detector, na. In other words, the
key generation rate and the transmission distance are
affected by na. In Fig.2, we compare the final key rate
with different values of 5. The results demonstrate
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that na changes the key generation rate observably
and has a faint influence on the transmission distance.

100
& —— SARGO04 with HSPS
) 10-2ke BB84 with HSPS
g N ----BB84 with WCP
é \\\\\
g 104 T
<
= T
5
2 10—
<
3
& 108
>
()
X 10710 ) ) ) ) X ) ) ) )

0 40 80 120 160 200

Transmission distance/km

Fig.3. A comparison among the final key rates of the de-
coy method applied separately in the SARG04 with HSPS,
the BB84 with HSPS, and BB84 with WCP. na = 0.6.

Figure 3 shows the simulations obtained sepa-
rately by using the decoy state method applied in the
SARGO04 protocol with HSPS, the decoy state method
applied in the BB84 with HSPS, and the BB84 decoy
state method with weak coherent pulses (WCP). Ow-
ing to the lower dark count of the HSPS than that
of the WCP, the protocols with HSPS have a longer
transmission distance than those with WCP. However,
in Fig.3 the BB84 with HSPS shows a low key genera-
tion rate compared with the BB84 with WCP. Because
the HSPS is basically a thermal field, it has a higher
multi-photon probability than that obtained from the
Poissonian distribution with the same expected pho-

ton number. But in our protocol, this drawback has
been compensated, for we can use the two-photon
pulses to generate a key. And our protocol even has a
higher key generation rate than the BB84 with WCP.

4. Conclusion

Three cases of decoy state QKD protocol with
HSPS have been analysed. The first case is the gen-
eral case which is based on three weak decoy states
and one signal state. The second case is the opti-
mal case which is based on one vacuum and two weak
decoy states. And the third case is the special case
which is based on two decoy states. Our simulation re-
sults reveal that the one-vacuum-and-two-weak-decoy-
state protocol performs better than the general case.
Nonetheless, in practice, it might not be easy to pre-
pare a vacuum state. Therefore, our general theory on
nonzero decoy states investigated here is important for
practical application.

Using the experimental parameters in the GYSI*]
QKD experiment, we have shown that our protocol
can be secure over 192 km, which is 45 km longer than
that of the BB84 decoy state with WCP and 20 km
longer than that of the BB84 decoy state with HSPS.
On the other hand, we also study the effect of the
detection efficiency of Alice’s detector, na. The sim-
ulation shows that the key generation rate changes
more observably with the s than with the transmis-
sion distance.
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