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In this paper, we present a multi-partner communication network protocol. The supervisor prepares numerous

Einstein-Podolsky—Rosen (EPR) pairs and auxiliary qubits. He then performs a controlled-NOT(CNOT) gate operation

on one qubit of each EPR pair and an auxiliary, which induces the entanglement between the EPR pair and the auxiliary.

The supervisor keeps one qubit sequence in his laboratory and sends the others to the outside world. After security

approval, the network can be constructed successfully, which can be applied to quantum secret sharing and quantum

secure direct communication.
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1. Introduction

Quantum cryptography!! can make two legiti-
mate partners communicate in privacy, and use quan-
tum mechanics to guarantee the security of communi-

cation.

In a quantum key distribution (QKD) scheme,
two partners firstly establish a shared secret key
through the transmission of classical message and use
this key to encrypt (decrypt) the secret message. The
first QKD scheme was proposed by Bennett and Bras-
sard in 1984,1? i.e. BB84 scheme. Since then, many

QKD schemes have been presented.3=7

Quantum secret sharing (QSS) is a process, in
which a sender splits some secret information into
several shares and distributes these shares to other
partners. And there is an authorized partner, who
can obtain the secret information by cooperating with
other partners. The first QSS scheme was proposed
by Hillery et all®) using three-particle or four-particle
Greenberger—Horne—Zeilinger (GHZ) states for shar-
ing classical information. And Karlsson et all® pre-
sented a QSS scheme for quantum information with

two-qubit entanglement. Some QSS schemes have

been put forward.[10—13]

A secure communication scheme with or with-
out a publicly known key was put forward by Beige
et al, that is, quantum secure direct communica-
tion (QSDC). After that, many topics have focused

on QSDC schemes.['=29 Bostréom and Felbinger('®]
proposed the well-known ‘Ping—Pong protocol’ that
allows the encoded bit to be decoded instantaneously
in each respective transmission round. But it is in-
secure if it is in a lossy quantum channel, as indi-
cated by Wéjcik.['®! Also can the ping-pong proto-
col be attacked without eavesdropping.'” Later on,
Cai and Li modified the ping—pong protocol for trans-
mitting the secret message with a single photon in a

(18] and improved the capacity and security

20]

mixed state
of ‘PingPong protocol’.'¥) Subsequently, Lii et all
proposed the modified Cai—Li protocol in a noisy chan-
nel. Deng et al put forward a two-step QSDC proto-
col using blocks of Einstein—-Podolsky—Rosen (EPR)
pairsi?!! and a QSDC scheme with a quantum one-
time pad using single photons(??! to enhance the se-
curity of communication. Some QSDC schemes using
teleportation/3—29 were presented, in which no qubit
carrying secret message was transmitted. In Ref.[29],
Lii et al came up with an unconditional secure com-
munication scheme, in which the secret message could
be transmitted in a lossy quantum channel.

There are many QKD net schemes, 3935 in which
a partner can communicate with anyone in the net.
But in these schemes, a supervisor can steal the se-
cret information without being detected. Deng et
al3% proposed two QSDC net schemes using N or-
dered EPR pairs, in which the authorized partners

can communicate with each other securely.
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In this paper, a scheme for constructing a multi-
partner communication net is proposed. The super-
visor mainly answers for the construction of commu-
nication net using EPR pairs and auxiliary qubits. If
the security is ensured, quantum secret sharing and
quantum secure direct communication (QSS—-QSDC)
can be successfully realized. The scheme needs only
to perform single-qubit operations, CNOT gate oper-
ations and Bell-basis measurements.

The construction of a multi-partner communica-
tion net is proposed in Section 2. As for its applica-
tion, a QSS-QSDC scheme is put forward in Section
3. And then, the security of the communication net
and the QSS—-QSDC scheme are discussed in Section
4. Finally, the discussion and conclusion are given in
Section 5.

2. The construction of multi-

partner communication net

In order to construct a multi-partner communi-
cation net, the following procedures should be per-
formed.

(P1) The supervisor (say, Alice) introduces N
EPR pairs numbered (A4;, B;), (I=1,2,...,N) in the
state denoted as

@), = %aom 1)),
%), = —=(]01) % [10)). 1)

V2
(P2) And she prepares auxiliary qubits C,
(Il=12..N;j=12...
1 1
0)+|1)) or —(|0) — [1)).
(10) +11)) \/ﬁ(|>|>)
(P3) Alice sends qubit pairs (Cj 1, A1), (Ci2, A1),
oo, (Cy0, 4;) through CNOT gates, that is, the for-
mer one in the each qubit pair is used as the control

,M) in an initial state

Sl

2

qubit and the latter one as the target qubit. In the
CNOT gate, when the state of the control qubit is
|1), the state of the target qubit |1)(]0)) is changed
into |0)(|1)). And the state of target qubit cannot be
changed when the state of the control qubit is |0).

(P4) Alice transmits the qubit sequences
(.Bl7 Cl,la Cl’g, ey Clﬁj, ey Cl,M) to M +1 partners
(Bob, Charlie and David et al), respectively. The en-
tangled state of the qubits for a same index (1) can be
denoted as

|§Z,M+2>AZ,BZ,CL,J'

- \i@un,arw\&,mo & )€ aen)), ()

where |9 arb) denotes the state of arbitrary qubit in the
multi-qubit entangled state. And i ab = %11, 9,2, - - -,
vz € {01}, and G ab = d1, G2s--e G M42
are the counterparts of the binary numbers ¢ 1,42,
..., 4 M2, respectively. The state |& ar) (M > 2) is
the M — qubit maximally entangled state and con-
forms to the following condition:

(&.mlé ar) =0,

6000 = 75 (iwe)l€ar-) = Frwe)l€har1))
€12 = i) £ i) ).

) = 5

(P5) Alice selects randomly a sufficiently large

(li2)liz2) = lir)lir2))- (3)

subset as a checking group to test the security of com-
munication net. She asks the other partners to per-
form the measurement on the checking group by using
one of two measurement bases {|0), |1)} or {|0) + |1},
0) — 1)}

(P6) The other partners perform measurements
along the same basis on the same numbered qubits
according to Alice’s requirement, and then transmit
the measurement outcomes to Alice.

(P7) According to all the partners’ measurement
outcomes including hers, Alice analyses the security of
communication net. If the original EPR state is |@#7),
the number of measurement outcomes |1) should be
even. If the original EPR state is | ¥ T), the number of
measurement outcomes |1) should be odd. The mea-
surement outcomes of all the partners should be the
same when {|+),|—)} is adopted as the measurement
basis.

If the error rate is reasonably low, the secure com-
munication net is constructed successfully with the
rest of qubits. Otherwise, she constructs a communi-

cation net again.

3. The QSS—-QSDC scheme

If the security of communication net is ensured, a
QSS—QSDC scheme can be realized in it. The super-
visor can provide partners with quantum channels to
complete different goals. Anyone in the net can share
the secret message with the other partners, that is,
quantum secret sharing. Two authorized partners can
directly communicate in privacy, i.e. quantum secure
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direct communication. For simplicity, the communi-
cation net is taken into consideration, which is com-
prised of the EPR pairs in the state |®T) (|¥T)) and

1
auxiliary qubit with the initial state 7 (10) +11)).

The following steps are adopted to realize QSS—-QSDC
scheme.

(Q1) The sender (for example, Bob) prepares the
state according to the content of a secret message

H (10) + bu|1))s, (4)

where b; equals 1(—1) according to the secret message
0(1). The whole system state can be denoted as

[0) = [¥)12

N
+|¢
+|wt
+| ¥

N O&Mt2) 4, B 00,

|g25 ).a, (1€, M1) +01lE A1)

s\

z,AL(\&,MH) — bil& ari1))
1.4, (€ 1) + bilérarsn))
1, (€ A1) = bilérarsn))]- (5)

(Q2) Bob performs Bell-basis measurements on

\/\/\/

qubit pairs (I, 4;). At this time, the secret message
can be distributed uniformly on (M + 1) N qubits and
is shared by the rest of partners in the net. Anyone
(e.g. Charlie) can obtain the secret message with the
help of the other partners (the supervisor and the con-
trollers).

(Q3) The controllers perform computational ba-
sis {|0), |1)} measurements on the qubits obtained by
them, and inform Charlie of the measurement out-
comes.

(Q4) After receiving the measurement outcomes,
Charlie asks Alice to tell him which EPR pairs are
adopted to construct the communication net. If the
original EPR state is |#T), Alice transmits 0 to Char-
lie. If the original EPR state is |¥™T), she transmits
1.

(Q5) In order to recover the state containing
the secret message on the qubits in his place, Char-
lie should perform the unitary transformations on
them according to the classical information from Al-
ice and the controllers. The possible unitary trans-
formations that should be performed by Charlie are
given in Table 1, where the unitary transformations
I = |1)(1] 4 |0)(0] is the two-dimensional identity and
X = [1)40] + [0)(1], Z = [0)(0] — [1){1].

(Q6) Charlie can obtain the secret message af-
ter performing the measurements along the basis of

1 1
{ﬂm #1510 - |1>}.

Table 1. The unitary transformations (U.Ts.) that should
be performed by Charlie according to Alice’s Bell-basis
measurement outcomes (B.M.Os.), the rest of partners’
computational basis measurement outcomes (C.M.Os.)
and the original EPR states that are to be used to con-
struct a communication net, where the sign ‘E’ denotes
the number of measurement outcomes |1) being even, ‘O’
the number being odd, ‘0’ the state |®#T) that is used to
construct the communication net, and ‘1’ the state | #+).

B.M.Os. C.M.Os. EPR state U.Ts.
1954, B 0 1
127)1,4, o 0 X
97 4, E 0 z
‘q)_)l,Al (0] 0 XZ
|J’+>Z,Al E 0 X
|W+)17Az (0] 0 I
|97), 4, E 0 Xz
0, o 0 z
194), ., B 1 X
12%)1,4, o 1 1
@_)l,Al E 1 Xz
|97, 4, o 1 z
|Jl+)17Al E 1 I
|0, 4, 0 1 X
U)o, B 1 z
|W7>l,Al (0] 1 XZ

In the above scheme, any of the partners in the net
may obtain the secret message if the rest of partners
cooperate with each other. None of them can obtain
the secret message without the cooperation with the
others.

With a little modification, the above QSS scheme
can be changed into the QSDC scheme. Suppose that
Bob and Charlie communicate between them under
the agreement with the other partners, that is, the
sender (Bob) and the recipient (Charlie) in the QSS
become two authorized communicators in the QSDC.

In order to communicate securely between them,
Bob and Charlie should test the security of quantum
channel. They ask the others to perform the compu-
tational basis {|0), |1)} measurements on their qubits.

After receiving all the measurement outcomes,
Bob and Charlie select randomly qubit subset as the
testing group, which is enough for testing the secu-
rity of quantum channel, and the rest of qubits as the
coding group.

And then, Bob and Charlie perform local mea-
surements on the testing group along z-axis or z-axis
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randomly and analyse the security of quantum chan-
nel according to the measurement outcomes. If the
error rate is low enough, they can communicate with
each other in privacy. Otherwise, they abandon this
communication.

After the above security test, the rest of processes
are similar to those of the above QSS scheme.

4. The security of this commu-
nication net and QSS—QSDC

scheme

The crucial issue of quantum communication is
its security and privacy.

Suppose that an eavesdropper (say, Eve) who is
outside the communication net wants to steal the se-
cret message. She can intercept the qubits that are
transmitted to the other partners by the supervisor,
and resend her prepared qubits to them to imitate
the qubits she intercepted previously. Whereas, Eve’s
actions are doomed to increase the error rate of mea-
surement outcomes and can be detected efficiently by
Alice.

The security test of multi-partner communication
net can be realized only under the cooperation of all
the partners when the losses of quantum channel are
taken into consideration.[*”) An opaque attack can be
performed by the dishonest partner to eavesdrop the
message obtained by other partner freely. For prevent-
ing this attack, we need to ensure the high transmis-
sion efficiency in the scheme. That is, the process of
qubit transmission is important in the whole scheme.

The security test of quantum channel is neces-
sary for realizing quantum secure direct communica-
tion between the two authorized partners. If the dis-
honest partner obtains all the classical information in
transmission, they can deduce the quantum channel
between the two communicators. But the information
cannot make them obtain the secret message because
the teleportation[®8! is used to transmit the secret mes-
sage. Moreover, they do not know which qubits are
selected as the checking group by the two communica-
tors. Once the dishonest partners want to steal the se-
cret message or disturb communication, their actions
would increase the error rate and can be found by the

two communicators in the security test of quantum

channel.

The dishonest partners can introduce the auxil-
iary qubits and make them entangle into the commu-
nication net, but the action can also be detected by
any message authentication method in the QSS and
the two security tests in the QSDC.

If the communication net is perfect and all part-
ners are honest, the security test of quantum channel
is not necessary, and the eavesdropper outside the net
can be detected in the communication net security
test.

There exist the Trojan horse attacks!!! in the pro-
cess of direct quantum communication, which can be
divided into three types,9=%2l i.e. the general Tro-
jan horse attack, the delay-photon Trojan horse at-
tack, and the invisible photon attack. These techni-
cal problems can be solved by the technical measures.
For example, a photon number splitter can prevent
the multi-photon signal, wavelength filter can make
light at an appropriate wavelength enter, time win-
dow should be open during shorter time and reduce
the intensity of light.

So the security of the communication net and
QSS-QSDC scheme can be guaranteed by the prin-
ciple of quantum mechanics and technical measures.

5. Discussion and conclusion

In the scheme, we present a scheme for construct-
ing a communication net. The supervisor can increase
or decrease the number of the partners in the net ac-
cording to actual demands by increasing or decreasing
the number of auxiliary qubits.

As its application, a QSS—QSDC scheme is pro-
posed. The successful realization of quantum secret
sharing depends on the secure communication net and
all partners’ honesty. A sender shares the secret in-
formation with the others, and an authorized recipi-
ent can obtain the content of secret information under
the control of the others. The completion of quantum
secure direct communication depends on the two secu-
rity tests. Two partners can communicate under the
cooperation with the other partners.

The scheme needs only single-qubit operations,
CNOT gate operations and Bell-basis measurements,
which could be implemented in the near future, for the
required technology is rapidly developed currently.
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