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In this paper, a new four-dimensional autonomous hyperchaotic system is designed for generating complex chaotic

signals.

In the design, its parameters are selected according to the requirements for chaos and hyperchaos. The

hyperchaotic nature is verified theoretically by using the bifurcation analysis and demonstrated experimentally by the

implementation of an analogue electronic circuit. Moreover, the Field Programmable Gate Array (FPGA) technology

is applied to implementing a continuous system in a digital form by using a chip of Altera Cyclone II EP2C35F484CS8.

The digital sequence generated from the FPGA device is observed in our experimental setup.

Keywords: Hyperchaos, bifurcation, FPGA implementation

PACC: 0545

1. Introduction

One major task for applying chaos-based informa-
tion systems lies in the design of chaotic systems and
the hardware implementation of reliable nonlinear cir-
cuits for generating various chaotic signals. Creating
chaos, therefore, becomes a key issue and a focal topic
for research.[1—15]

Hyperchaos is defined as the chaotic system with
more than one positive Lyapunov exponent, that is,
its dynamics is expanded in different directions simul-
taneously. It means that hyperchaos has an increasing
randomness and a higher unpredictability that can be
used to improve the security of chaotic communica-
tion systems. Therefore, the interest in hyperchaos is
increasing due to its possible application in improving
secure communications. %

Many analogue implementations of chaotic sys-
tems as electronic circuits were reported in the last
decades, such as the well-known Chua circuit,['” KCM
circuit!'®! and modified hyperchaotic Chua circuit
and so on. However, in some chaotic information sys-
tems a digital implementation may be necessary in,
such as, chaos-based CDMA communication and var-
ious chaotic digital information systems.

There are several techniques to implement chaotic

systems in a digital form, such as switched-capacitor
techniques,!*! very large scale integration (VLSI)

(0] analogue complementary metal-oxide

technique,
semiconductor (CMOS) technology®" and digital sig-

nal processing (DSP) processors.[??

The FPGA, which takes advantage of its capac-
ity, function and reliance, has a wider application in
modern digital systems. It will be preferred to design
the circuit of complicated digital hardware.[23] Hence,
it is significant to apply the FPGA technology to the
realization of chaotic systems in a digital form in the
hardware encryption of various information security
systems and the chaotic secret communications.

Many digital FPGA implementations of chaotic
systems have been proposed in the literature.[21—26]
But most of them are devoted to the implemen-
tation of low-dimensional discrete and continuous
chaotic systems. Their simple structure, which leads
the secrete key space to be too small, will be no
longer safe to the information masked by simplex low-
dimensional chaotic system.!?3] As mentioned above,
a higher-dimensional continuous hyperchaotic system
has the characteristics of complicated evolution pro-
cesses, high randomness and large key space; it will be
much more useful in various chaos-based information

systems. However, there does not seem to be any re-
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port on the digital hardware implementation of con-
tinuous hyperchaos based on the FPGA. Therefore,
the digital FPGA implementation of continuous hy-
perchaotic system is a nontrivial task with interesting
impact on chaos-based engineering applications.

In this paper, we start with a new hyperchaotic
system which contains one cubic nonlinear term and
two cross-product terms. Its existence is verified not
only by theoretical and numerical analyses but also
by the implementation of an analogue electronic cir-
cuit. Then taking the proposed hyperchaotic sys-
tem as an example, the FPGA technology is ap-
plied to obtaining digital hyperchaotic sequences.
This method can be applied to other continuous au-
tonomous chaotic/hyperchaotic systems and also pos-
sibly to chaotic information security systems and se-

crecy communication fields.

2. Theoretical design

2.1. A four-dimensional system

In pursuit of making a chaotic system hyper-
chaotic, we have recently found a hyperchaotic attrac-
tor from the following four-dimensional system:

& =aly —x) +yz*,
y=cr—1y—rz+u,
z=uxy — bz,

= —kzx, (1)

where a, b, ¢ and k are constants to be determined.

In the designing of system (1), one is to analyse
the structure of system (1) and determine the system
parameter values such that the system can become
hyperchaotic.

2.2. Parameter selection for hyperchaos

Obviously, system (1) satisfies the requirements
for hyperchaos, that is, (1) the minimal number of
the coupled first-order autonomous ordinary differen-
tial equations must be at least four; (2) the number
of terms in the coupled equations giving rise to insta-
bility must be at least two, of which at least one must
have a nonlinear function.®!

On the other hand, some basic ideas of chaotifica-

tion must be followed for generating chaos/hyperchaos

from system (1), namely:

(1) it is dissipative.

(2) there exist some unstable equilibria.

Following the two ideas, we consider a volume V'
in a certain domain of the state space. For system (1),
one has

o0& 0y 0  ou
= — —_— —_— _— = — 1 . 2
(A% 8x+8y+8z+8u (a+b+1) (2)

Therefore, to ensure system (1) being dissipative,
it is required that

a+b+1>0. (3)

On the other hand, it is easy to see that Sy(0, 0,
0, 0) is the only equilibrium of system (1). By con-
sidering the Jacobian matrix of the equilibrium and
calculating its eigenvalues, we can investigate the sta-
bility of Sp.

By linearizing system (1) at the equilibrium, we
can easily obtain the Jacobian matrix

—a a 00
-1 01
J=|° (4)
0 0 —=b0
-k 0 00

and the characteristic equation
FO) = A+ (N +(14+a) A2 +(a—ac) A +ak) = 0, (5)

which provides an eigenvalue A; = —b along with the
following characteristic equation:

FAN)=XN+0+a) N +a(l—c)A\+ak=0. (6)

To make equilibrium Sy unstable, thereby yield-
ing a hyperchaotic/chaotic possibility for system (1),
the coefficients of Eq.(6) may be selected to satisfy the
following conditions according to the Routh—Hurwitz
criterion and inequality (3):

a+b+1>0, (1+a)>0,
ala+1)(1—-c)—ak<0. and ak>0. (7)
From inequalities (7), if we take the parameters a, b,
k > 0, conditions (7) reduce to
b >1—k/(a+1). (8)

According to inequality (8), taking a = 34, b = 9,
and k = 15, it is required that ¢, > 0.5714 in order
to make Sy unstable. If ¢ = 0.5724 > ¢}, the corre-
sponding eigenvalues of Eq.(5) for equilibrium Sy are
as follows:

A =-9, A= —35.0105,
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and
Az.4 = 0.0053 £ 3.8167i.

So, the equilibrium Sy is unstable with a saddle-focus
point.

If ¢ < ¢p, i.e. ¢ =0.5624, the corresponding eigen-
values of Eq.(5) for equilibrium Sy are as follows:

A1 = -9, Ay = —34.9913,
and
Az.4 = —0.0043 £+ 3.8177i.

So the equilibrium Sy is stable. However, for ¢ = ¢,
= 0.5714, the corresponding eigenvalues of Eq.(5) for
equilibrium Sy are

A =-9, A= -35,

and

Az4 = £3.8173i,
implying that a Hopf bifurcation occurs at a value of

echn=1-k/(a+1).

2.3. The new hyperchaos

Under the conditions of inequalities (7) and (8),
our numerical simulations show that a hyperchaotic
attractor is obtained when a = 34, b = 9, ¢ = 20, and
k = 15 as shown in Fig.1, and its Lyapunov exponents
are Ly = 3.681, Ly = 0.497, L3 = 0, and L4 = -48.183.
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Fig.1. Phase portraits of hyperchaotic system (1) with a = 34, b = 9, ¢ = 20, and k = 15.

2.4. Lyapunov exponents and bifurca-
tions

In the following, we analyse the bifurcations in
detail for system (1). The Lyapunov exponent spec-
trum and the corresponding bifurcation diagram of
state variable x with respect to parameter ¢ are shown

in Fig.2, where a, b, and k are fixed while c is variable

in the region ¢ € [10, 30].

When ¢ € (10,10.16], the system is chaotic with
only one positive Lyapunov exponent; while for ¢ €
[10.16,22.67], the system becomes hyperchaotic with
two positive Lyapunov exponents. In the region of
¢ € [22.67,23.91), the system becomes chaotic again.
With ¢ increasing further, the system undergoes a
quasi-periodic window, a small chaotic region, and fi-

nally evolves into a periodic orbit.
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Fig.2. Lyapunov exponent spectrum and bifurcation diagram of system (1) with a = 34, b = 9, k = 15, and

c € [10,30].
3. Experimental demonstration as shown in Fig.3, where analogue multipliers are
employed to perform the required nonlinear cross-
3.1. Circuit design product terms in Eq.(1). The adjustable parameters

a, b, c and k in system (1) can be respectively imple-
In this section, an electronic circuit is designed mented by adjusting the linear resistors Ry — Ro, Rg,
to physically verify the new hyperchaotic system (1)  Rig, and Ra2 in Fig.3.

Ry

Fig.3. Circuit diagram for realizing the new hyperchaotic system (1).
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3.2. Experimental results

The observations from the experimental setup are
shown in Figs.4(a)-4(f), where resistors Ry, R4, Rs,
Rg, Ri2, Riz, Ria, Ris, Ris, Rig, Rao, Ro1, Ras,
Ro4 each are 10kS); Ry and R7 each are 45kQ2; R3 =

() z—y

(d)y—=z

()y—u

290Q2; Rg is 4.5kQ; Rg and Ry each are 65k); Rig
= 4.056kQ; Rig = 1kQ; Ri7 = 40kQ; Ry = 120k
Capacitors each are 10 nF. OP-Amps are LF347. Mul-
tiplies are AD633. By comparing the results of Fig.1
and those of Fig.4, we can find a good agreement be-
tween the numerical simulations and the experimental
measurements for the new hyperchaotic system.

) z—u

Fig.4. Phase portraits of the hyperchaotic system in the experimental setup. The voltages of supplies for all

active devices are £14V . The sensitivities of both vertical and horizontal axes are 3V / div.

4. Digital implementation based
on FPGA

In this section, a digital circuit that implements
the proposed hyperchaotic system in a digital form
is designed. The circuit is translated into the VHDL
(very high speed integrated circuit hardware descrip-
tion language) code, and some performances of the
circuit will be demonstrated by computer simulations.
Then it can be downloaded into target hardware and
the ALTERA FPGA chip of EP2C35F484C8. The
digital sequences generated from FPGA can be ob-
served in simulated and practical experiments.

First of all, we discretize and quantize system (1)
to implement the continuous system in a digital form
and obtain a binary digital sequence. Giving the equa-

tion

dCUl' . Li(n — Ti(n

dt :f(xthv ey ‘TN) :}_%% (9)
yields

Titnt1) = Ti(n) + T (T1(n)s Ta(n)s s TN@y), (10)

where i = 1, 2, 3, and 4. From expression (10), system
(1) can be discretized as follows:

Tnp1 =Ty + 7 (a(yn — 2n) + Yn27)
Yn+tl = Yn T T (C‘rn — TpZn — Yn + un) )
Zn+1 = Zn +7 (xnyn - bzn) )

Unt1l = Up — TKTy. (11)

To obtain the digital sequence, i.e. the quantita-

tive values by1babs ... by, of Eq.(11), the Tim) can be

expressed as(20]

Ti(n+1)
= by X 2%+ by x 2% 44, X2
Fbutr +buga x 27 4 by, x 277 (12)

where u 4+ v + 1 = m. The result, {bix), b,
<oy by(ny }, 18 just the digital sequence achieved from
Eq.(11) at instant n + 1.
DSP-Builder is a DSP development tool from Al-
tera Company, which can combine Quartus II software
tool with the MathWorks Matlab/Simulink tools to-

gether. We can realize the continuous hyperchaotic
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system model of the FPGA circuit in Matlab/Simulink
and generate HDL (hardware description language)
automatically by using the DSP-Builder.

The model of Eq.(11) is built first by using
the DSP Builder blocks in the environment of Mat-

lab/Simulink as shown in Fig.5. In the design of
digital sequence, adder, delay, multiplier, amplifier,
IF statement block, IO bus block, n-to-1 multiplexer
block and constant block are selected from the DSP

Builder component library.

o x
>lsell + w8 (25, —— <o [i>—
o MOx M bus width output width
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Fig.5. Digital circuit realized in the Simulink by DSP-Builder blocks.

The Hardware in Loop (HIL), which is supplied
by DSP-Builder, can do well in hardware simulation.
In this step, Signal Compiler block and Cyclone II
EP2C35F484C8 are used as a translation tool and
a device respectively. The simulated results for the
established HIL model of the designed digital circuit
have shown that the continuous system (1) can be car-

Now, we analyse and synthesize the Quartus
Project File (QPF) file (the project file) that is gen-
erated by Signal Compiler block, and then download
the Hardware Description Language HDL file into the
EP2C35F484C8 chip and begin to run. The waveform
of each port can be observed by Signal Tap II in Quar-
tus II, as depicted in Fig.6 where the period of clock

ried out by FPGA in hardware. is 6.4 us.
e sage >, > @ - [ ) | 414G O Carpaton: [T oty ]
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Fig.6. The result of wave stimulation.
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We have made an effort to implement the hy-
perchaotic system (1) on the FPGA, EP2C35F484C8.
The FPGA evaluation board used in our experiment is
shown in Fig.7, and the digital hyperchaotic sequence
is observed as shown in Fig.8. The corresponding ana-
logue hyperchaotic sequences have also been obtained
by using a D/A converter as shown in Fig.8.

Gl Iniernal |
TSN E

Hdpet

Time 20.86us &

IV UL

Blesle

Fig.7. FPGA evaluation board used to
perform digital implementation.

azU1E  EiEm 1.98U Time

Fig.8. Experimental results for hyperchaotic system (1) using FPGA.

5. Conclusions

A novel hyperchaotic system has been introduced
in this paper. The hyperchaotic nature is verified by
numerical analysis and the experimental demonstra-
tion of an analogue electronic circuit. Furthermore, a
method of digitally implementing a continuous hyper-

chaotic system is proposed by using the FPGA tech-
nology, and the digital sequence generated from the
FPGA device is obtained in our experiment. This
FPGA-based method can be extended to the imple-
mentation of other continuous hyperchaotic or chaotic
systems and may be used in various chaos-based infor-
mation security systems and secrecy communications.
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