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A new one-way hash function based on the unified chaotic system is constructed. With different values of a key

parameter, the unified chaotic system represents different chaotic systems, based on which the one-way hash function

algorithm is constructed with three round operations and an initial vector on an input message. In each round operation,

the parameters are processed by three different chaotic systems generated from the unified chaotic system. Feed-forwards

are used at the end of each round operation and at the end of each element of the message processing. Meanwhile, in

each round operation, parameter-exchanging operations are implemented. Then, the hash value of length 160 bits is

obtained from the last six parameters. Simulation and analysis both demonstrate that the algorithm has great flexibility,

satisfactory hash performance, weak collision property, and high security.
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1. Introduction

Hash functions are most commonly used in
cryptography.[l] They play an important role in pro-
tecting the authenticity of messages that are sent over
an open channel, including such as data integrity and
data-origin authentication.!?) They are used to com-
press inputs of arbitrary lengths into a result with a
fixed number of output bits, for the hash result pro-
vides a unique imprint of a message and protecting
a short imprint is easier than protecting the message
itself.1?!

Differing from the conventional cryptography,
chaos-based cryptography uses some chaotic systems
to develop hash function algorithms.*~% The basic
idea is to take advantage of the extreme complexity
of the chaotic systems. In this endeavour, however,
it has been observed that not all existing chaos-based
hash function algorithms are as good as expected. The
one suggested in Ref.[9] for example, although efficient
for its linear characteristic, may be vulnerable to the
collision attack. On the contrary, the one developed
in Ref.[10] is based on a block cipher, for which the
iteration time is long (at least 75 for each block) and

Hash function, unified chaotic system, cryptography

the operational length [ of the binary fractions is also
long (if the length of the hash value is 160 bit, then
[=80), hence it is not very efficient. In the attempt
of improving such defects, a new one-way hash func-
tion is designed in this paper, based on a now-well-
known unified chaotic system.'") Theoretical analy-
sis and computer simulation both demonstrate that
the new algorithm has sufficient flexibility, satisfac-
tory hash performance, weak collision property, and
high security, therefore has good potential as a candi-
date for practical applications such as e-commerce.

The rest of the paper is organized as follows. Sec-
tion 2 describes the new one-way hash function algo-
rithm. Section 3 shows its performance with security
analysis, and the last section concludes the investiga-
tion.

2. Description of the new one-

way hash function algorithm

2.1. The unified chaotic system

The unified chaotic system considered here is de-

scribed asft2l
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x'l = (25’)/ + 10)(I2 - 171),

Dy (z1,2,23) :

F = (28 — 357)a — waws + (297 — 1)as, (1)

T3 = T1T2 — ()\ + 8)373/3,

where v € [0,1]. While v is changed continuously in [0, 1], system (1) is chaotic. In particular, when v € [0, 0.8),
system (1) is the Lorenz system (Fig.1(a)), with v = 0.8, it is the Lu system (Fig.1(c)), while v € [0.8,1)

corresponds to the Chen system (Fig.1(b)).

40

Fig.1. Attractors of three chaotic systems: (a) Lorenz attractor; (b) Chen attractor; (c) Lu attractor.

2.2. The new one-way hash function al-
gorithm

Given a message P of length NV, and an initial
vector (IV) z (0 < x < 1), each character of P is
transformed into a real number in (0, 1), thereby gen-
erating

M = [My, Ms, ..., M;, ..., My], (2)

where M denotes a set of values transformed from
P (1 <i < N). Then, the new one-way hash function
algorithm works as follows:

1) Tterate the logistic map several times

with IV as the initial value, to obtain an array of val-
ues. Randomly choose six of these values and store
them in six registers, denoted as x1, 2, 3, V1, 72 and

73-
2) From M, generate M1 and M2 in the follow-

ing way:
M1 =[My, My_1,...M;..M], (4)
M2 =[M|nys2), M| nj2)—1, M|Nj2) 415 o)
M nj2j—i» M{Nj2)+ir -+ (5)
where |a]| is the floor integer of a, and M, M1 and

M2 have the same size.
3) Perform three round operations on each ele-

z(n+1) =4z(n)(1 — z(n)), (3)  ment of M, M1 and M2, as shown in Fig.2.
Y
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3 > > > > >3
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Fig.2. Operation on each element in the hash function.



3590 Long Min et al Vol. 17
Each single element of a message is processed as  In the second part, v;, ¥2, and 3 are used as initial
follows: values, while the parameter of the unified chaotic sys-

a) The values of registersy;, 2 and -3 are up-
dated by operation H between the registers and M (i),
M1(i) and M2(3):

Ye =Y B A, (6)

where k=1, 2, 3, A = M, M1, M2, and a Bb =
0.5 (a+b) mod 1.

b) Each round operation includes two parallel
parts. In the first part, 1, 2 and x3 are used as ini-
tial values, while the parameter of the unified chaotic
system is denominated by 71, 2, and 3, respectively.

tem is denominated by x;, o and x3, respectively.
After nq times of iterations on each specified chaotic
system, the values of the outputs are exchanged ac-
cording to x1 = x3, Ta = T1, T3 = Ty O Y1 = Y3,
Y2 = Y1, Y3 = Y.
have been completed, the output values of the six reg-

After these iteration operations

isters will be performed a feed-forward operation with
the original input values of the corresponding regis-
ters and their results will be used as the initial values
of the next round operation. The operations on each
round of iteration are shown in Fig.3.
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Fig.3. Iteration in each round based on the unified chaotic system.

¢) After three rounds of operations, the output of
the six registers will be performed a feed-forward op-
eration with the original values of the corresponding
registers, as shown in Fig.2.

d) The outputs of the six registers are taken as the
inputs of the process for the next message element.

4) For 1 to N, repeat step 3 (a—d), until all ele-
ments of the message have been processed.

5) Transform the last values of x1, xa2, x3, 1, V2
and ~s in the corresponding binary format, then ex-
tract 27, 27, 26, 27, 27, 26 bits from them respectively,
and finally concatenate them to form a 160-bit hash
value.

l

3. Performance and security

analyses

3.1. Hash results

The proposed algorithm has been evaluated for
the following six cases:

C1: The original message is: ‘The delegates on
Monday began a three-day process to formally nomi-
nate Bush and Vice President Dick Cheney to a second
term with a roll call full of home-state bragging and
lots of praise for their beloved incumbents. Officials
tried to keep secret which state would give Bush the
1,255 delegate votes to seal the nomination.’

C2: Change the first character T" in the original message into t.

C3: Change the word Cheney in the original message into ChEney.

C4: Change the full stop at the end of the original message into a comma.

C5: Add a blank space at the end of the original message.
C6: Change the initial condition from 0.562 to 0.561.
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The corresponding hash values in hexadecimal are:

Cl:
C2:
C3:
C4:
Cb5:
Cé6:

46C6FB394F43EBFDE6E112C7TEBODDB524C7TBBCBD
6F4B067F98E2247645FO0EE87516CBOD5D3AF7CEQ
A28419EB72CA40762BB4B65573FAB39CC6COCSED
DAF96C28F14968CF241A34EFD039A1D612729EE2
8CODD7B518250E09BAA742FF4D6183C94E707BF4
C1AF41360E37FD166C1F1F35AA1A9FE9DD1A12D7

The graphical display of the above binary se-
It can be seen that the
one-way property of the proposed hash function algo-

quences is shown in Fig.4.

rithm is fairly good, and a swift differentiation of the
message or the initial vector causes some significant
changes in the hash value.
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Fig.4. Hash values under different cases.

3.2. Statistic analysis

Shannon introduced the operations of diffu-
sion and confusion for hiding the redundancy of a
plaintext.['3] Diffusion and confusion are two impor-
tant elements in the design of a modern cryptosystem,
and so is a one-way hash function which requires the
hash values be evenly distributed in the ciphertext
space and be sensitive to the plaintext. The depen-
dence between the plaintext and the hash value should
be complicated enough. For a hash value in binary
format, each bit is either 0 or 1, so the ideal diffusion
effect should be that any tiny change in the initial
condition results in about 50% change of each bit in
probability.

Under the condition that the plaintext P is
changed by one bit each time, we observe the change
of the corresponding bit number, B. Four statistics

are defined as follows:
Mean changed bit number

- 1 &
B:NZBi.

(7)
i=1
Mean changed bit number percentage
P = (B/160) x 100%. (8)
B’s unbiased variance
AB— 1 i (B; — B)>. )
N—-1\ =
P’s unbiased variance
AP =1 i (B./160— P)>.  (10)
N-1\ 4% )

=1

Here, N is the total statistic number and B; denotes
the changed bit number in the ith test.
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The test is performed as follows: A paragraph
of message is randomly chosen and its corresponding
hash value is generated. Then, a bit in the message is

randomly selected and toggled, so a new hash value

100
95} ‘
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g ‘
z * i ‘ } il \
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g} 80 ‘ m‘ M\ \
g ]
g 7 ‘
70} |
65 s LS R 1 -
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Fig.5. Distribution of changed bit number.

is obtained. These two hash values are compared and
the number of changed bits is counted. The same pro-
cess is performed for N times. A corresponding dis-
tribution of changed bit numbers are shown in Fig.5,

where N=>512.

It can be seen from Fig.5 that the maximum
changed bit number is 99 and the minimum changed
bit number is 64. The percentage of changed bit num-
ber between 72-88 bit (with +10% deviation from 80
bit) is about 86.57%. It shows a good diffusion effect
of the proposed hash function algorithm.

Same tests on the algorithm with N=256, 512,
1024 and 2048 have also been performed. Under the
condition that 1 bit is changed at each time, the cor-
responding values of B, AB, P and AP are obtained
as shown in Table 1. Apparently, every index is very
near the ideal level, indicating the good performance
of the proposed algorithm.

Table 1. Numbers of changed bit.

N 256 512 1024 2048 Mean

‘B/bit 80.625 80.5059 80.4141 79.7148 80.3150
AB/bit 5.2695 5.2599 4.6581 4.4167 4.9011
P/% 50.39 50.32 50.26 49.82 50.20
AP /% 5.64 5.65 5.47 5.34 5.53

3.3. Security analysis

As pointed out in Ref.[3], attacks to hash func-
tions can be classified into generic attacks and short-
cut attacks. The former can be applied to any al-
gorithm and their complexity depends only on some
generic parameters such as the size of the output
space, while the latter can be used by any attacker
who is able to find weakness of the algorithm so as to
develop a specific attack on that particular algorithm
and, in this case, the attack is more efficient than the
former.

Assume that the output space of a hash function
consists of all n-bit strings, that is, R={0, 1}". Such
an n-bit hash function is said to have the ideal security
if

1. producing a preimage or a second preimage
requires about 2™ operations;

2. producing a collision requires about 2"/2 oper-
ations.

These correspond to the complexity of the ran-
dom preimaging and birthday attacks, respectively.

3.3.1. Analysis of the secure output length of
the hash value

In Ref.[14], the cost of implementing a birthday
attack to the popular MD5 hash function was dis-
cussed, which had an output length of n=128 bit (so,
about 24 operations are needed to produce a colli-
The analysis, which dates back to 1995, leads
to an estimate that collisions for MD5 can be found

sion).

in 21 days using a customized 10 M$ machine. Con-
sidering ‘Moore’s law’, which states that the comput-
ing power available for a given cost doubles every 18
months, it is clear that an output length of n=128 bit

is not sufficient for collision-resistance.

In the new algorithm developed in this paper, the

output length n=160, thus it needs 2%°

operations to
produce a collision, implying that the output length
of the proposed hash function algorithm is sufficient
for collision-resistance; since if an attack requires 27°

operations, then it is considered impractical today.!*!
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3.3.2. Analysis of preimage-attack resistance
and collision-attack resistance

As described in Section 2.2, the hash result is ex-
tracted from the values of x1, 2, x3, v1, V2 and ~s.
Most important of all, only part of each value was ex-
tracted to form the hash value, so the attacker cannot
deduce the plaintext from the outputs. At the same
time, there are three round operations in processing
each element of the message, hence there are three dif-
ferent chaotic systems executing iteration operations
in each round operation, which makes the algorithm
fairly strong against attacks.

The whole process is as follows.

In each round, a round operation R; (i € {1,2,3})

includes:
ot ] = D el adal), (1)
[[E%’I’Ll , Janl ; zg’ﬂl] — D;L; (xgl , x?l , 1,31 )7 (12)
[xinl’xgnl ) xgnl] = D:; (x?’)nl ) m%nlﬂx?”% (13)

|

[ R1 Rl

Ry R, Ry Riy 0 o_.0 .0 .0
Ty Ty T3 Y1 V2 53 ]7R1(x1,x2,x3771,72,'y2),

[ Rz R2

R3 R3

where R;( ) (i € {1, 2, 3}) is the ith round operation.

Thus, the whole process can be described as follows:

[x{%l,xgl,xfl] = [xgnlEExg,x%"lﬁﬂxg,xgmﬁﬂxg], (14
[x(l)vwg’ mg} = [xé?lvw{zl’x?l]’ (15
V178,78 = (V] BB M;,+5 B M1, 74 B M2], (16

V375t = DRt (4),73,78),

" et = Da (st s, (18)
bR = D (™ e i), (19)

i, 1] = M By, M B, A3 ), (20)

(21)

where z8(a € {1, 2, 3}, b > 1) is the bth value
of the register z,, 72 (a € {1, 2,3}, b > 1) is
b (m, n, 1) (a €

a
{z1, 2, 3, Y1, Y2, 73}, b > 1) denotes the unified

19,79, 73] = [y AT A2,

the bth value of the register v,, D

chaotic system with parameter v being denominated
by the value of register a, and initial values are m, n,
l, iterated for b times. Thus,

5 (22)

a2 a2 A2 A2 Al = Ry(aff 2 2 g ), (23)

(212, 258, 25 A, 15, 73] = Ra(a1?, 252, 242,712, 72, 752), (24)
[x17x27:173371771571] = P(Rl(RQ(R?)(x(l)?xgazga’yg)a’ygv7g7M7M17M2))))3 (25)
h = Concat(E(x1,27), E(x2,27), E(x3,26), E(y1,27), E(v2, 27), E(vs, 26)), (26)

where P( ) is an operation on all elements of the mes-
sage of size N, FE(a, b) is an extraction operation which
extracts b bits to form a, Concat (a, b, ¢, d, e, f) is
an operation which concatenates a, b, ¢, d, e, f to
form a large binary number and then turn it into a

hexadecimal format, and h is the hash result.

One can see that the whole process includes many
nonlinear processes, and they are invertible. At the
same time, the application of the unified chaotic sys-
tem in the algorithm makes the whole process more
complex and more difficult to predict than most tra-
ditional algorithms. As a result, the preimage-attack

resistance ability is greatly enhanced.

The following test has been carried out along
with a quantitative study on collision-resistance

(16] firstly, the hash value for a randomly-

analysis:
chosen paragraph of a message is generated and stored
in the ASCII format. Then, a bit in the message is
randomly selected and toggled. A new hash value is
also generated and stored, again in the ASCII format.
These two hash values are then compared, and the
number of ASCII characters with the same values at
the same location in each hash value is counted. Fur-

thermore, the absolute value of difference between the
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two hash values is calculated using the following for-
mula:

d=3"" e~ t(e)] (27)

where e; and €] are the ith ASCII characters of the
original and the new hash values, respectively, and
the function ¢( ) converts the entries to their equiv-

alent decimal values. This kind of collision test has

been performed for 2048 times, with the same initial
vector £=0.562. The maximum, mean, minimum val-
ues of d and the mean/character are listed in Table 2.
A plot of the distribution of the numbers of the ASCII
characters with the same value at the same location in
the hash value is given in Fig.6. Notice that the max-
imum number of equal characters is only 4, showing
that the occurrence rate of collision is very low.

Table 2. Absolute values of differences of the two hash values.

Maximum

Minimum

Mean Mean/character

Absolute difference d 2786

977 1918 95.43

2000F ]

1600

12001

800

Number of hits

400

0 1 2 3 4 5 6 7 8 9

Number of euqal entries

Fig.6. Distribution of the numbers of the ASCII charac-
ters with the same value at the same location in the hash
value.

3.4. Analysis of speed and flexibility

From Section 2.2, one can see that the operations
of the proposed hash function algorithm are mainly
the iteration operations on the unified chaotic system.
There are about 18n; times of iteration in processing
each element of the message. The amount of the mes-
sage with a length of N is approximately 18 Nn; times
of the iteration operations. So, it is reasonable to
conclude that the time complexity of the algorithm is
O(N), at the same time, from Figs.2 and 3, the space
complexity of the algorithm is also O(N). Tests have
shown that n;=3 gives a good trade-off for the pro-
posed hash function algorithm in terms of efficiency
and performance.

Although the length of the proposed algorithm
is fixed to 160 bit, it can be modified by extracting
more bit from z1, 2, x3, 71, 72 and 3 to form 192
bits or 256 bits in hash values, to meet the demand of
high-level applications if needed.

4. Conclusion

A new one-way hash function has been con-
structed based on the unified chaotic system. With
different parameter values, the unified chaotic system
represents different chaotic systems. The hash func-
tion algorithm is mainly composed of three round op-
erations with the initial vectors and the plaintexts,
where in each operation all information is processed
by three different chaotic systems generated from the
same unified chaotic system. At the same time, feed-
forwards are used in the end of each round opera-
tion and the end of the message processing, where
a parameter-exchanging operation is also introduced
The hash value is fi-
nally obtained from the last six parameters so gen-

during the round operation.

erated. Simulation and analysis results both have
demonstrated that the new algorithm has great flex-
ibility, satisfactory hash performance, weak collision
property, and high security. Therefore, it possesses
good potential in engineering and technological mar-
kets such as e-commerce. This paper therefore has
also demonstrated the good potential of chaotic sys-

tems for data-security applications.
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