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Interaction between transmission control protocol (TCP) and random early detection (RED) gateway in the Inter-

net congestion control system has been modelled as a discrete-time dynamic system which exhibits complex bifurcating

and chaotic behaviours. In this paper, a hybrid control strategy using both state feedback and parameter perturbation

is employed to control the bifurcation and stabilize the chaotic orbits embedded in this discrete-time dynamic system of

TCP/RED. Theoretical analysis and numerical simulations show that the bifurcation is delayed and the chaotic orbits

are stabilized to a fixed point, which reliably achieves a stable average queue size in an extended range of parameters and

even completely eliminates the chaotic behaviour in a particular range of parameters. Therefore it is possible to decrease

the sensitivity of RED to parameters. By using the hybrid strategy, we may improve the stability and performance of

TCP/RED congestion control system significantly.
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1. Introduction

As the Internet continues to expand in size, diver-

sity and reach, congestion control mechanism in In-

ternet represents one of the largest deployed artificial

feedback system. Congestion control, an extremely

important and challenging problem in the Internet,

has been the main subject of intensive study over

the last decade. The whole Internet congestion and

avoidance mechanism is a combination of end-to-end

transmission control protocol (TCP) congestion con-

trol mechanism[1] at the end hosts and queue man-

agement mechanism at the routers. As the most pop-

ular active queue management (AQM) mechanism,

random early detection (RED)[2] algorithm attempts

to control the congestion level at a bottleneck link

by monitoring and updating average queue size. It

is reported that the interaction between TCP and

RED often leads to undesirable behaviours, such as

bifurcation and chaos, which may degrade network

performance.[3,4]

Recently, Ranjan et al[5,6] demonstrated that

a TCP/RED system could be approximately mod-

elled as a first-order nonlinear map which exhibits

a rich variety of irregular behaviours such as bifur-

cation and chaos. Then, Chen et al
[7,8] investigated

the possibility of controlling bifurcation and chaos

in the TCP/RED system by several time delayed

feedback control strategies. In Refs.[9,10], another

discrete-time model named stroboscopic model for the

TCP/RED system was derived and used it to investi-

gate the bifurcation and chaos in the system. Luo et

al
[11] designed a hybrid control strategy to control the

bifurcation and chaos in a discrete nonlinear dynami-

cal system.

In this paper, first we have briefly introduced the

stroboscopic model of the TCP/RED system. Then,

through theoretical analysis, we have found that a

fixed point of the system is positive real solution of

a third-order polynomial. Meanwhile, a stable range

of a system parameter is analysed and the existence

of period-doubling bifurcation and chaos behaviour is

confirmed by bifurcation diagram and Lyapunov ex-

ponent diagram as well. Finally, in order to extend

the stable range of parameter in TCP/RED, efforts

are made to control the bifurcation and to stabilize the

chaotic orbits to the fixed point in the system through

the hybrid control strategy. Theoretical analysis and

numerical simulations have shown that it works effec-

tively.
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The remainder of this paper is organized as fol-

lows. Presented in Section 2 is the stroboscopic model

of TCP/RED system. Then in the third section, the

fixed point of the model is analysed and the bifurca-

tion and chaotic behaviours of the system are shown

by bifurcation diagram and Lyapunov exponent dia-

gram. In Section 4, the proposed hybrid control strat-

egy is applied to stabilizing the chaotic orbits of the

system. Finally, the conclusion of this paper is given

in Section 5.

2. Stroboscopic model for

TCP/RED

First we briefly introduce the stroboscopic model

of a TCP/RED system. The average queue size is em-

ployed as the state variable in the model. The network

topology and other conditions are the same as those

in Ref.[9]. The final dynamic model of the TCP/RED

system is as follows:[9]

qk+1 =(1 − w)qk + wmax(
NK
√

pk
− Cd

M
, 0), if pk 6= 0,

(1 − w)qk + w(rwndN − Cd

M
), if pk = 0,

(1)

where the variables are listed below:

qk+1: average queue size in round k+1,

qk: average queue size in round k,

w: exponential averaging weight in RED,

N : number of TCP connections,

K: constant(
√

3/2),

pk: drop probability in round k,

C: capacity of the link between the two routers,

d: round-trip propagation delay,

M : packet size,

rwnd: receiver’s advertised window size.

The drop probability in round k is

pk =



















0, if qk 6 qmin,

1, if qk > qmax,
qk − qmin

qmax − qmin
pmax, otherwise,

(2)

where qmin is the minimum threshold and qmax is the

maximum threshold.

3. Fixed point and bifurcation

Equation (1) is denoted as

qk+1 = f(qk, ρ) (3)

where ρ summarizes the system parameters, includ-

ing the exponential averaging weight w, the maximum

packet drop probability pmax, the minimum threshold

qmin and the maximum threshold qmax.

If an average queue size satisfies the equation

q∗ = f(q∗, ρ) (4)

then q∗ is a fixed point of mapping f(∗). We should

choose the system parameter appropriately in order

that the fixed point of system remains between qmin

and qmax. Therefore the fixed point q∗ is given as

the positive real solution of the following third-order

polynomial:

y3 +

(

2Cd

M
− qmin

)

y2 +

(

C2d2

M2
− 2Cd

M
qmin

)

y

−
(

C2d2

M2
qmin +

N2K2

v

)

= 0, (5)

where v = pmax/(qmax − qmin). From Eq.(5), we know

that the fixed point does not depend on the exponen-

tial averaging weight w.

In order to analyse the stability of the fixed point

q∗ , we consider the eigenvalue of the system

∂

∂qk

f(qk, ρ)

∣

∣

∣

∣

q
k
=q∗

= 1 − w − wNK

2
√

v(q∗ − qmin)3/2
. (6)

The linear stability of the fixed point q∗ is
∣

∣

∣

∣

1 − w − wNK

2
√

v(q∗ − qmin)3/2

∣

∣

∣

∣

< 1. (7)

Changing the parameter setting can lead to the

loss of stability of the fixed point if inequality (7) is

not satisfied. In order to demonstrate the existence of

such a bifurcation leading to the chaotic behaviour of

system, we focus on the exponential averaging weight

w as the distinguished bifurcation parameter. The

critical value of w can be deduced from which the

eigenvalue given by Eq.(6) is –1. The fixed point of

system is stable when w is less than its critical value

as equation Eq.(6) is a descending function of w. The

critical value can be expressed as

wc =
2

1 +
NK

2
√

v(q∗ − qmin)3/2

. (8)
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For example, we set system parameters as

follows:[9] C=1.54 Mbps, K=
√

3/2, d=0.0228,

M=4000 bits, rwnd=1000 packets, N=1, pmax =

0.1, qmin = 5 packets, and qmax = 15 packets. Solv-

ing Eq.(5), we obtain the fixed point of system,

q∗ = 5.7142. From Eq.(8), we obtain wC = 0.17944.

When we vary the exponential averaging weight w

in 0 < w < wc, the system is stable at the fixed

point q∗. A period-double bifurcation occurs from the

fixed point when w=0.17944. We vary w from 0.14 to

0.27, with steps of 0.0002. The bifurcation diagram is

shown in Fig.1. From the diagram we know that the

simulation result at the fixed point and the critical

value of w are consistent with those in the theoretical

Fig.1. Bifurcation diagram with as a parameter.

Fig.2. Lyapunov exponent.

analysis respectively. Lyapunov exponents are plot-

ted in Fig.2 for the bifurcation scenario in Fig.1, as a

positive Lyapunov exponent indicates chaos.[12] From

Fig.2 we can see that w when is small the expo-

nent is negative, which corresponds to the single fixed

point. As w increases, the exponent slowly increases

to zero and then becomes negative again due to a sta-

ble period-doubling orbit. Finally, it becomes positive

and indicates that the system is in chaotic orbits. In

the chaotic region, there are some small period win-

dows where the exponent is negative. Both of the

two diagrams show that the system enters into chaos

state through a period-doubling route and some small-

periodic windows are embedded in the chaotic region.

4. Control bifurcation and chaos

Over the past decade, there has been tremendous

interest in controlling bifurcation and chaos in dy-

namical system.[13−24] In this section, we employ a

hybrid control strategy proposed in Ref.[11] for con-

trolling bifurcation and chaos in a stroboscopic model

of TCP/RED. The objective is to extend the range

of RED parameters, in which the system remains its

stable dynamical behaviour, and to delay or even elim-

inate the bifurcation completely. Now we apply both

parameter perturbation and state feedback to the sys-

tem; therefore we acquire the following controlled form

of the map (3):

qk+m = αf (m)(qk, ρ) + (1 − α)qk, (9)

where α is control parameter (0 < α < 1), m is a

positive integer, and f (m) is the mth iteration of f(·).
Here we set m = 1 since we want to stabilize the aver-

age queue size to a fixed point. According to Theorem

1 in Ref.[11], we can see that the fixed point of con-

trolled system (9) is equal to that in original system

(1).

As an example, we investigate the controlled re-

sults when different parameters, such as the exponen-

tial averaging weight w, the maximum packet drop

probability pmax, the minimum and maximum thresh-

olds qmin and pmax, are varied.

4.1. Exponential averaging weight as bi-

furcation parameter

Now we focus on the stable parameter range of

controlled system. We represent the controlled sys-

tem as

qk+1 = F (qk, α) = αf(qk, α) + (1 − α)qk. (10)

The eigenvalue of the controlled system is described

as

∂

∂qk

F (qk, ρ)
∣

∣

q
k
=q∗

=
∂

∂q̄k
f(qk, ρ) + 1 − α

∣

∣

q
k
=q∗

.

(11)
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Substituting Eq.(6) into Eq.(11) yields

∂

∂qk

F (qk, ρ)

∣

∣

∣

∣

q
k
=q∗

= α

(

1 − w − wNK

2
√

v(q∗ − qmin)3/2

)

+ 1 − α.

(12)

If the controlled system is stabilized to the fixed

point, the linear stability criterion should be satisfied,

i.e.
∣

∣

∣

∣

α

(

1 − w − wNK

2
√

v(q∗ − qmin)3/2

)

+ 1 − α

∣

∣

∣

∣

< 1. (13)

Therefore, the critical value of the controlled sys-

tem is expressed in the following closed form according

to inequality (13):

wc1 =
2

α

(

1 +
NK

2
√

v(q∗ − qmin)3/2

) =
1

α
wc. (14)

Since the control parameter α is valued in a range

of 0 < α < 1, the critical value wc1 of controlled

system is larger than wc of original system. That

is to say, the stable range is extended in the con-

trolled system. We vary w from 0.14 to 0.64, with

steps of 0.001. Other parameters are the same as

those in Section 3 respectively. Here we set the con-

trol parameter α = 0.4. The control result is shown

in Fig.3. We conclude that the first period-doubling

bifurcation is delayed from wc = 0.17944 (in Fig.1)

to wc1 = 0.4486 (in Fig.3). Meanwhile, the average

queue size of controlled system is stabilized to the

fixed point q∗ = 5.7142 which is equal to that in orig-

inal system. From the diagram we can see that the

numerical simulation is consistent with the theoreti-

cal analysis.

Fig.3. Control bifurcation with w (α = 0.4).

According to inequality (13), we can also deter-

mine the stable range of control parameter in which

the controlled system is stabilized to the fixed point.

This range is expressed as

0 < α < min























1,
2

w

(

1 +
NK

2
√

v (q∗ − qmin)
3/2

)























.

(15)

We set w = 0.26 as an example for control-

ling chaos. From Fig.2 we know that the system is

in chaos when w = 0.26. According to inequality

(15), we obtain a stable range of control parameter

0 < α < 0.6902. Here we choose α = 0.5 which is

in its stable range (0, 0.6902). The control result is

shown in Fig.4. The hybrid control strategy is applied

to the system at time 400. It shows that the system

is stabilized to the fixed point rapidly.

Fig.4. Control result of chaos (α = 0.5 and w = 0.26).

4.2.Maximum packet drop probability

as bifurcation parameter

We also choose the maximum packet drop proba-

bility pmax as the bifurcation parameter. pmax is var-

ied from 0.1 to 0.9, with step of 0.001. The exponential

Fig.5. Bifurcation diagram with pmax (w = 0.046).
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averaging weight w is 0.04. The corresponding bifur-

cation diagram is shown in Fig.5. The control result

of bifurcation with α = 0.5 is shown in Fig.6. Be-

cause the fixed point depends on the maximum packet

drop probability pmax, the controlled stable value

varies with the bifurcation parameter. From Fig.6

we see that the chaotic behaviour of system is elimi-

nated completely when pmax is in the range [0.1, 0.9].

Fig.6. Control bifurcation with pmax (α = 0.5).

4.3.Minimum and maximum threshold

as bifurcation parameter

Now we take the minimum threshold qmin as the

bifurcation parameter. The minimum threshold is

Fig.7. Bifurcation diagram with qmin (w = 0.2).

varied from 0 to 12 with steps of 0.02. The maximum

threshold is set to be three times the minimum thresh-

old, i.e. qmax = 3qmin. The corresponding bifurcation

diagram is shown in Fig.7. The control result of chaos

with α = 0.3 is shown in Fig.8. From Fig.8, we know

that the chaotic behaviour of system is also eliminated

when qmin is less than 12 packets.

Fig.8. Control bifurcation with qmin (α = 0.3).

5. Conclusion

In this paper, we have introduced a stroboscopic

model of the TCP/RED system and analysed its

period-doubling bifurcation and chaotic behaviour by

bifurcation diagram and Lyapunov exponent diagram.

Moreover, we have employed a hybrid control strategy

by combining state feedback and parameter perturba-

tion for controlling bifurcation and chaos in this model

to extend the stable parameter range of TCP/RED.

This hybrid control strategy does not use the exact

fixed point or any system parameters for controlling.

Theoretical analysis and numerical simulation results

have demonstrated that it works effectively. There-

fore, it is possible to extend the stable region in pa-

rameter space and improve the stability and perfor-

mance of TCP/RED congestion control system.
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