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Based on the techniques of the quantum remote state preparation via a deterministic way, this paper proposes a

quantum communication scheme to distribute the secret messages in two phases, i.e., the carrier state checking phase

and the message state transmitting phase. In the first phase, the secret messages are encoded by the sender using

a stabilizer quantum code and then transmitted to the receiver by implementing three CNOT gates. In the second

phase, the communicators check the perfectness of the entanglement of the transmitted states. The messages can be

distributed to the receiver even if some of the transmitted qubits are destroyed.
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1. Introduction

Quantum key distribution (QKD), the approach

using quantum mechanics principles for the distribu-

tion of the secret keys between the communicators

with negligibly small leakage of information to an

eavesdropper, has been developed rapidly since Ben-

nett and Brassard designed the original QKD protocol

in 1984 (BB84 protocol).[1] Currently, there are many

QKD schemes,[2−6] which may be divided into two

categories, i.e., nondeterministic QKD schemes,[5] and

deterministic QKD schemes.[6] In the nondeterminis-

tic QKD, the sender, Alice, chooses randomly two sets

of the measuring basis to produce two kinds of the or-

thogonal states, and transmits them to the receiver,

Bob. After receiving the states, Bob also chooses ran-

domly one of two sets of basis to measure them. There

is only a certain probability that Alice and Bob choose

the same measurement basis. So Alice cannot deter-

mine which qubits have been received by Bob before

exchanging the classical information. The nondeter-

ministic property leads to loss of lots of qubits; hence,

the transmitting efficiency is very low. However, in

the deterministic QKD, Alice and Bob can choose the

same orthogonal basis for the measurements. Thus,

Bob can deterministically obtain Alice’s information

if quantum channel is not disturbed seriously.

Different from QKD, whose object is to establish

the random keys between the communicators, quan-

tum secure deterministic communication (QSDC) is

to transmit the exact messages.[7−11] Thus, it must

satisfy two conditions. Firstly, the transmitted mes-

sages should be read out directly by the legitimate re-

ceivers, and no additional classical information should

be required. Secondly, the messages, which may be en-

coded in some distributed qubits, should not be leaked

to an eavesdropper (Eve), even if she catches hold of

quantum channel.

After the initial QSDC was proposed by mak-

ing use of the single-qubit states,[7] Boström and

Felbinger presented the ‘ping–pong’ protocol to dis-

tribute the classical messages with the two-qubit-

entangled states.[8] However, Eve can eavesdrop on

the distributed messages if channel is noisy, and the

protocol can be attacked without eavesdropping.[10,11]

Afterward, Cai and Li presented an improved ‘ping–

pong’ protocol,[12] which allows one entanglement

state to carry two classical bit messages. The secu-

rity is ensured via the conjugate measurement basis.

However, it is still insecure while being implemented

in noisy channel, and it is vulnerable to the opaque at-

tack. Then, Deng and Long proposed a QSDC scheme

by making use of the single photons in batches.[9] The
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states of the single photons themselves serve as an

one-time pad, and the secret classical messages are en-

coded by two different unitary operations, which may

be viewed as a modification of BB84 protocol. How-

ever, there may be some loss during the process of the

transmissions of the qubits in their scheme.

Recently, many quantum error correction codes

(QECC)[13−15] have been constructed in theoretics

or experiment. Since the presented codes can of-

fer some elegant ways to defend the secret messages

from quantum noises or quantum loss, they can be

used for the designation of a QSDC scheme imple-

mented in the imperfect quantum channel. In this

paper, we propose a new QSDC to distribute the

secret quantum messages (or the classical messages)

with high fidelity by making use of the entanglement

state of QECC. The messages are distributed to the

legal receivers via implementing three CNOT gates

onto the non-orthogonal quantum states. The secu-

rity of this scheme is also guaranteed by the trans-

missions of the non-orthogonal three-qubit-entangled

states, which have been proved to be secure to be dis-

tributed in the imperfect channel.[16−18] The present

scheme is simple to be implemented in practice with

the current techniques.[19−21]

The paper is arranged as following. In Section 2,

some notations and definitions of the stabilizer quan-

tum code (SQC), which is a kind of QECC, are given

before designing the QSDC scheme. In Section 3, the

proposed scheme is described in detail to distribute

the k-qubit messages with security. To show the un-

conditional security of this scheme, proofs are pre-

sented in Section 4. Finally, conclusions are drawn

in Section 5.

2. Notations and definitions of

SQC

In the single-qubit depolarizing channel, there are

four basic operators: I, X = σx, Z = σz and Y = ZX ,

where σx and σz are Pauli operators.[22] So, an ar-

bitrary n-qubit operator in the n-qubit depolarizing

channel belongs to the Pauli group Gn = {µ⊗n
i },

where µi ∈ {±I,±X,±Z,±Y , ±iI,±iX,±iZ,±iY }
and ⊗n denotes the n-fold tensor product. All op-

erators in Gn either commute or anti-commute with

each other.

SQC [[n, k, d]] has the stabilizer denoted by

S =







n−k
∏

j=1

M
bj

j : bj ∈ {0, 1}, j = 1, 2, · · · , n − k







,

(1)

where M1, · · · , Mn−k ∈ Gn are (mutually commuting)

generators of S. Code words of SQC are states gen-

erated by the eigenvectors associated with eigenvalue

‘1’ of S, i.e.,

C(S) = {|υ〉 : M |υ〉 = |υ〉, M ∈ S}. (2)

It can correct, at most, t = (d− 1)/2 quantum errors.

The normalizer can be denoted by

N (S) = {Z̄ : Z̄M = MZ̄, Z̄ ∈ Gn, M ∈ S}. (3)

There are n + k (mutually commuting) independent

generators of N (S) denoted by {Z̄m : 1 ≤ m ≤ n + k}.
For two arbitrary operators Z̄i, Z̄j ∈ N (S), it is easy

to see that Z̄i + Z̄j and Z̄iZ̄j belong to N (S). It

implies that N (S) can generate a linear subspace of

Gn. Thus, k operatorsZ1, · · · ,Zk can be selected from

N (S) such that the set

Ω = {M1, · · · , Mn−k,Z1, · · · ,Zk} (4)

is an independently commuting set. For Zi ∈ Ω

(1 ≤ i ≤ k), there is an operator Xi ∈ Gn satisfy-

ing XiZi = −ZiXi, XiMl = MlXi and XiZj = ZjXi

for j 6= i, where 1 ≤ j ≤ k and 1 ≤ l ≤ n − k. Since

the encoding on n qubits can be written as the tensor

product of the (single) qubit states,[13] the encoder of

SQC generates a logical state

|qk〉L =
1√

2n−k

(

n−k
∏

i=1

(I⊗n + Mi)

)

X c1

1 · · · X ck

k |0n〉)

=
1√

2n−k

(

X c1

1 · · · X ck

k

∑

M∈S

M |0n〉
)

, (5)

where {|qk〉 = |c1 · · · ck〉 : ci ∈ {0, 1}, 1 ≤ i ≤ k} are

the basis of the k-qubit messages and |0n〉 = |0 · · · 0〉
is the initially prepared n-qubit state. Thus, the k-

qubit messages, denoted by |c〉 =
∑

k mk|qk〉, can be

encoded into the n-qubit state |c〉L =
∑

k mk|qk〉L via

Eq.(5).

To encode |c〉 into |c〉L, one should perform the

corresponding operators X c1

1 · · · X ck

k , M1, · · · , Mn−k

onto the initial state |0n〉 according to Eq.(5). On

the other hand, to recover |c〉 from the received state,

denoted by |c′〉L, we must perform the recovery oper-

ators Ri to detect and correct quantum errors, along

with the inverse transforms in Eq.(5).[23]
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To get Ri, we need to calculate the syndromes s of

the error operators of |c′〉L by making use of the gener-

ators of S. Note that the syndromes s may be defined

as s = (s1 · · · sn−k), where {sl : sl ∈ {0, 1}, Ml|c′〉L =

(−1)sl |c′〉L, 1 ≤ l ≤ n − k}. If the number of the de-

stroyed qubits of |c′〉L is, at most, t, we can obtain Ri

to recover |c〉 from |c′〉L by making use of the genera-

tors of SQC.[22]

3. Descriptions of the present

scheme

When two photons are maximally entangled, each

photon is not polarized at all. Denote the horizontal

state and the vertical polarization state by |0〉 and |1〉,
respectively. Thus, the two-qubit state

|Φ1(h, t)〉 =
1√
2
(|0h〉|0t〉 + |1h〉|1t〉) (6)

is a maximally entangled state in two-photon Hilbert

space H = Hh ⊗ Ht, where two subscripts h and t

express two photons ph and pt in the entangled state,

respectively.

After applying the operation H on pt of the state

|Φ1(h, t)〉, one obtains

|Φ2(h, t)〉 = (I ⊗ H)|Φ1(h, t)〉

=
1√
2
(|0h〉|+t〉 + |1h〉|−t〉), (7)

where |±〉 =
1√
2
(|0〉 ± |1〉) and H =

1√
2
(|0〉〈0| +

|0〉〈1| + |1〉〈0| − |1〉〈1|). Assume the transmit-

ted n-qubit message state |c〉L can be denoted by

|w1m〉 · · · |wnm〉, where |wim〉 (1 ≤ i ≤ n) is an ar-

bitrary single-qubit state of |c〉L corresponding to the

message photon pm. Obviously, we can calculate the

following two relationships:

Chm(Cmh(Ctm(|Φ1(h, t)〉 ⊗ |wim〉)))

= |wih〉 ⊗
1√
2
(|0t〉|0m〉 + |1t〉|1m〉)

= |wih〉 ⊗ |Φ1(t, m)〉, (8)

and

Ctm(Cmt(Ctm(|Φ2(h, t)〉 ⊗ |wim〉)))

= |wit〉 ⊗
1√
2
(|0h〉|+m〉 + |1h〉|−m〉)

= |wit〉 ⊗ |Φ2(h, m)〉, (9)

where C is a CNOT gate defined by |00〉〈00| +

|01〉〈01|+ |11〉〈10|+ |10〉〈11|, |Φ1(t, m)〉 is an entangle-

ment state of two photons pt and pm, and |Φ2(h, m)〉
is an entanglement state of two photons ph and pm.

We note that 〈Φ2(h, t)|Φ1(h, t)〉 6= 0 and

〈wim|〈Φ2(h, t)|U †U |Φ1(h, t)〉|wim〉 6= 0, where U is an

arbitrary unitary operation performed on three pos-

sible photons ph, pt and pm. Thus, the properties in

Eqs.(8) and (9) are perfectly suited for a cryptographic

scenario of QSDC. To distribute the secret k-qubit

messages |c〉 with security, the communicators should

share n operators X1, · · · ,Xk, M1, · · · , Mn−k before-

hand. Then, they implement the following four-step

scheme, which is shown in Fig.1.

Step 1 Bob prepares the state |Φ1(h, t)〉 and per-

forms an arbitrary operator µ ∈ {I, H} on ph. Keep-

ing ph in his own hand and transmitting pt to Alice,

Alice and Bob share two possible entanglement states

described in Eqs.(6) and (7).

Step 2 Alice prepares the message photon pm

corresponding to the transmitted qubit |wim〉. She

chooses one carrier state |Φ1(h, t)〉 or |Φ2(h, t)〉 as

a carrier. After applying Ctm on pt and pm of

|Φ1(h, t)〉 ⊗ |wim〉 or |Φ2(h, t)〉 ⊗ |wim〉, she returns

pt and pm to Bob.

Step 3 When Bob receives pt and pm, he checks

the perfectness of the entanglement of the initial car-

rier state |Φ1(h, t)〉 (or the state |Φ2(h, t)〉) and ob-

tains |wim〉 according to his operation µ. Namely, for

µ = I, Bob obtains |Φ1(t, m)〉 after performing Cmh

and Chm. If |Φ1(t, m)〉 = |Φ1(h, t)〉, the transmit-

ted carrier state is perfect without being destroyed.

Then, he gains one-qubit state, denoted by |w′
im〉,

by measuring the state of ph. For µ = H , he ob-

tains |Φ2(h, m)〉 after performing Cmt and Ctm. If

|Φ2(h, m)〉 = |Φ2(h, t)〉, the transmitted carrier state

is kept well. Then, he also obtains one-qubit state

|w′
im〉 after measuring the state of pt.

Step 4 After the communicators implement

above steps for n scheme runs, Bob receives the dis-

tributed state |c′〉L = |w′
1m〉|w′

2m〉 · · · |w′
nm〉, which

may be different from |c〉L because of the effect of the

noises of quantum channel and the possible attackers.

However, if the number of the destroyed qubits of |c′〉L
is no more than t, Bob can always recover the secret

messages |c〉 from |c′〉L by making use of the decoder

of SQC.
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Fig.1. (a) The process of the message state transmitting phase and carrier state checking phase using the state Φ1(h, t),

and (b) the process of message state transmitting phase and carrier state checking phase using the state Φ2(h, t).

The perfectness of the entanglement of the car-

rier states, |Φ1(h, t)〉 and |Φ2(h, t)〉, is important in

the present scheme. Since there is only one carrier

state distributed for one scheme run, the approach in

EPR protocol[5] to check the perfectness of the entan-

glement of the distributed state is unavailable in this

scheme. Thus, the relations in Eqs.(8) and (9) are uti-

lized to check the perfectness of the distributed carrier

state.

According to Eqs.(6) and (7), the ran-

dom operation µ may yield two possible states

Ctm|Φ1(h, t)〉|wim〉 and Ctm|Φ2(h, t)〉|wim〉. It is easy

to prove 〈wim|〈Φ2(h, t)|C†
tmCtm|Φ1(h, t)〉|wim〉 6= 0,

which guarantees that the optimal Bell analyser[24]

will not be useful in the present scheme. Subse-

quently, many attack strategies, such as man-in-the-

middle attack[25] and Trojan horse attack,[26] can also

be prevented.

4. Security analysis

Analogous to classic cryptography, attack strate-

gies in quantum cryptography include the passive at-

tack strategy and the active attack strategy. The at-

tackers, Eve, can eavesdrop ciphertext in the former

strategy. However, Eve may change or alter cipher-

text in the later strategy. Generally, the active at-

tack strategy is beyond the framework of quantum

cryptosystem since it belongs to the framework of

quantum authentication, including quantum identity

verification,[27,28] quantum signature,[29] and so on.

So, only the passive attack strategy is focused in this

paper.

Security analysis of the present scheme can be di-

vided into two stages: the stage for the carrier state

|Φ1〉 or |Φ2〉, and the stage for the transmitted state

|wim〉. In the first stage, the aim is to check the per-

fectness of the entanglement of the carrier state. How-

ever, in the second stage, the aim is to analyse the

security of the transmitted state |wim〉.
Theorem 1 Assume that Eve takes an attack

strategy by applying an arbitrary operation U(ε) on

|Φ1〉 or |Φ2〉. Then, U(ε) can be detected easily by

Bob, which implies that Eve can not gain |wim〉 with-

out being detected.

Proof Without loss of the generality, we as-

sume that Bob regards |Φ1〉 as the carrier state and

Eve takes an attack strategy by introducing an ancil-
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lary qubit in the state |Einiti〉. Therefore, the com-

plex state of |Φ1〉 and |Einiti〉 can be denoted by

|ΦABE〉 = |Φ1〉 ⊗ |Einiti〉. Operation U(ε) applying

on |ΦABE〉 yields

U(ε)|ΦABE〉 =
1

2
(|0〉|0〉 ⊗ |E1〉 + |0〉|1〉 ⊗ |E2〉

+|1〉|0〉 ⊗ |E3〉 + |1〉|1〉 ⊗ |E4〉), (10)

where {Ei : i = 1, · · · , 4} is a set of Schmidt base.[22]

After applying Ctm, Cmh and Chm on U(ε)|ΦABE〉 ⊗
|wim〉, one obtains

|Γ 〉 = Chm(Cmh(Ctm(U(ε)|ΦABE〉|wim〉)))

=
1

2
(|wim〉|0〉|0〉 ⊗ |E1〉 + |wim ⊕ 1〉|1〉|0〉 ⊗ |E2〉

+|wim ⊕ 1〉|1〉|0〉 ⊗ |E3〉 + |wim〉|1〉|1〉 ⊗ |E4〉). (11)

Thus, Eve cannot obtain state |Γ 〉 = |wim〉 ⊗ |ΦABE〉.
It implies that U(ε) can be detected by Bob using the

prepared carrier state. Moreover, the possibility, for

which Eve gains the correct qubit, can be calculated

as P = 1/2. Accordingly, the mutual information be-

tween Alice and Eve can be calculated as

I(A, E) = 1 − h(P ) = 0, (12)

where h(x) = x log2(x) + (1 − x) log2(1 − x). Thus,

it is impossible for Eve to gain the state |wim〉, from

which the secret messages |c〉 can be recovered.

Next, the secret messages |c〉 are proved to be dis-

tributed with unconditional security. We investigate

the general individual attack strategy to prove the im-

possibility of Eve via the intercept-and-resend attack

strategy to obtain any available information to decode

the secret messages. Assume Eve intercepts the two-

way channel by making use of two ancillary states,

i.e., one-qubit state |ε〉 and two-qubit state |η〉. In the

forward line LBA, Eve applies the unitary operation

O1 on pt and ε while Bob sends pt to Alice. In the

backward line LAB, Eve applies the unitary operation

O2 on pt, pm and η when Alice sends pt and pm back

to Bob.

Theorem 2 If Eve implements the general in-

dividual attack strategy by intercepting the two-way

channel, she can not gain any available information to

decode the messages |c〉.
Proof Assume Bob regards |Φ1〉 as the prepared

carrier state one scheme run. Eve’s operations O1 and

O2 can be respectively denoted by

O1|0tε〉 = Aε|0tε00〉 + Bε|1tε01〉,
O1|1tε〉 = Bε|0tε10〉 + Aε|1tε11〉, (13)

and

O2 |0t0mη〉 = Aη

∣

∣

∣
0t0mη

(00)
00

〉

+ Bη

∣

∣

∣
0t1mη

(00)
01

〉

+ Mη

∣

∣

∣
1t0mη

(00)
10

〉

+ Nη

∣

∣

∣
1t1mη

(00)
11

〉

,

O2 |1t0mη〉 = Bη

∣

∣

∣
0t0mη

(10)
00

〉

+ Aη

∣

∣

∣
0t1mη

(10)
01

〉

+ Nη

∣

∣

∣
1t0mη

(10)
10

〉

+ Mη

∣

∣

∣
1t1mη

(10)
11

〉

,

O2 |0t1mη〉 = Aη

∣

∣

∣
0t0mη

(01)
00

〉

+ Bη

∣

∣

∣
0t1mη

(01)
01

〉

+ Mη

∣

∣

∣
1t0mη

(01)
10

〉

+ Nη

∣

∣

∣
1t1mη

(01)
11

〉

,

O2 |1t1mη〉 = Bη

∣

∣

∣
0t0mη

(11)
00

〉

+ Aη

∣

∣

∣
0t1mη

(11)
01

〉

+ Nη

∣

∣

∣
1t0mη

(11)
10

〉

+ Mη

∣

∣

∣
1t1mη

(11)
11

〉

. (14)

The employed unitary operations ensure the following conditions,

A2
ε + B2

ε = 1, 〈ε00|ε10〉 + 〈ε01|ε11〉 = 0,

A2
η + B2

η + M2
η + N2

η = 1,
∑

ij

〈η(kl)
ij |η(uv)

ij 〉 = 0, (15)

where kl 6= uv for i, j, k, l, u, v ∈ {0, 1}. Without loss of the generality, we assume that

〈ε00|ε01〉 = 〈ε00|ε10〉 = 〈ε10|ε11〉 = 〈ε01|ε11〉 = 0,

〈ε00|ε11〉 = cos θε, 〈ε01|ε10〉 = cosφε,
〈

η
(kl)
ij |η(uv)

ij

〉

=
〈

η
(kl)
ij |η(kl)

i′j′

〉

= 0,
〈

η
(kl)
ij |η(uv)

i′j′

〉

= cos θηkluv

iji′j′
, (16)
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where ij 6= i′j′ and 0 ≤ θε, φε, θηkluv

iji′j′
≤ π/2. After applying O1 and O2, we can calculate the resulting state as

|Φ0
1e〉 = Chm(Cmh(O2(Ctm(O1(Φ1(h, t)|ε〉)|0m〉)|η〉)))

=
1√
2

(

AεAη

∣

∣

∣
000ε00η

(00)
00

〉

+ AεBη

∣

∣

∣
100ε00η

(00)
01

〉

+ AεMη

∣

∣

∣
010ε00η

(00)
10

〉

+ AεNη

∣

∣

∣
110ε00η

(00)
11

〉

+BεBη

∣

∣

∣
000ε01η

(10)
00

〉

+ BεAη

∣

∣

∣
100ε01η

(10)
01

〉

+ BεNη

∣

∣

∣
010ε01η

(10)
10

〉

+ BεMη

∣

∣

∣
110ε01η

(10)
11

〉

+BεAη

∣

∣

∣
101ε10η

(00)
00

〉

+ BεBη

∣

∣

∣
001ε10η

(00)
01

〉

+ BεMη

∣

∣

∣
111ε10η

(00)
10

〉

+ BεNη

∣

∣

∣
011ε10η

(00)
11

〉

+AεBη

∣

∣

∣
101ε11η

(10)
00

〉

+ AεAη

∣

∣

∣
001ε11η

(10)
01

〉

+ AεNη

∣

∣

∣
111ε11η

(10)
10

〉

+ AεMη

∣

∣

∣
011ε11η

(10)
11

〉)

, (17)

where the superscript ‘0’ of the state |Φ0
1e〉 means that Alice sends the state |0〉. The state of ε and η is given

by the reduced matrix,

ρ10 =
1

2
Trhtm(|Φ0

1e〉〈Φ0
1e|). (18)

Similarly, when Alice sends |1〉 instead of |0〉, the resulting state can be calculated as

|Φ1
1e〉 = Chm(Cmh(O2(Ctm(O1(Φ1(h, t)|ε〉)|1m〉)|η〉)))

=
1√
2

(

AεAη

∣

∣

∣
000ε00η

(01)
00

〉

+ AεBη

∣

∣

∣
100ε00η

(01)
01

〉

+ AεMη

∣

∣

∣
010ε00η

(01)
10

〉

+ AεNη

∣

∣

∣
110ε00η

(01)
11

〉

+BεBη

∣

∣

∣
000ε01η

(11)
00

〉

+ BεAη

∣

∣

∣
100ε01η

(11)
01

〉

+ BεNη

∣

∣

∣
010ε01η

(11)
10

〉

+ BεMη

∣

∣

∣
110ε01η

(11)
11

〉

+BεAη

∣

∣

∣
101ε10η

(01)
00

〉

+ BεBη

∣

∣

∣
001ε10η

(01)
01

〉

+ BεMη

∣

∣

∣
111ε10η

(01)
10

〉

+ BεNη

∣

∣

∣
011ε10η

(01)
11

〉

+AεBη

∣

∣

∣
101ε11η

(11)
00

〉

+ AεAη

∣

∣

∣
001ε11η

(11)
01

〉

+ AεNη

∣

∣

∣
111ε11η

(11)
10

〉

+ AεMη

∣

∣

∣
011ε11η

(11)
11

〉)

. (19)

The state of ε and η is given by the reduced matrix

ρ11 =
1

2
Trhtm(|Φ1

1e〉〈Φ1
1e|). (20)

Thus, the Holevo bound can be calculated as

χ(ρ1) = S(ρ1) −
∑

i=0,1

PiS(ρ1i) = 0, (21)

where S(ρ1) = −Tr(ρ1 log2 ρ1) is the von Neumann entropy, ρ1i is a component in the mixed state ρ1, and Pi

is the probability of ρ1i in ρ1. Similarly, if Bob regards |Φ2〉 as the prepared carrier state, the Holevo bound

can also be calculated as χ(ρ2) = 0. It shows that Eve can not obtain any available information from Alice by

attacking the two-way channel.

Assume that Eve employs the positive operator values measure[26] to obtain as much information as possible.

According to Eq.(19), the possibility, for which Eve gains the correct qubit, reads

Pc =
1

2

(

1 + A2
εA

2
η sin θε sin θη0010

0001

+ A2
εM

2
η sin θε sin θη0010

1011

)

+B2
εB2

η sin φε sin θη1000

0001

+ B2
εN2

η sinφε sin θη1000

1011

)

. (22)

Accordingly, the mutual information between Alice and Eve can be calculated as

Ind(A, E) = 1 − h(Pc). (23)

Similarly, the probability of detecting Eve can be calculated as

d =
1

2

(

1 − A2
εA

2
η cos θε cos θη0010

0001

− A2
εM

2
η cos θε cos θη0010

1011

)

−B2
εB2

η cosφε cos θη1000

0001

− B2
εN2

η cosφε cos θη1000

1011

)

. (24)
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To obtain as much information as possible without be-

ing detected, Eve’s strategy should make d as small as

possible. For an optimal eavesdropping strategy, Eve

may set Aε = Aη = 1 and θε = θη0010

0001

= θ. Com-

bining Eqs.(22), (23) and (24), we can calculate the

relationship of the mutual information and the detec-

tion probability as

Ind(A, E) = 1 − h

(

1

2
+ d

)

. (25)

Once Eve is detected, Bob should give up the received

messages. Since the messages |c〉 have been encoded

into the n-qubit entanglement state |c〉L, Eve’s possi-

bility to escape Bob’s detection reads

Pe = (1 − d)n. (26)

Therefore, Eve’s total information reads

It(A, E) = Pe × nInd(A, E)

= n(1 − d)n

(

1 − h

(

1

2
+ d

))

. (27)

Whatever the eavesdropping approach Eve adopts, i.e.

choosing different d, Eve’s information It(A, E) about

the secret messages |c〉 approaches to zero for suffi-

ciently large n. This implies that the scheme is asymp-

totically secure in this way.

Next, we analyse the security of the scheme ac-

cording to the utilized SQC with the parameters

[[n, k, d]]. Let M be a random variable of the mes-

sages. Eve employs an arbitrary attack strategy E
with the random variable denoted by E. Then, Alice

and Eve’s mutual information can be described by the

following theorem.

Theorem 3 Let I(M ; E) be Shannon mutual

information of M and E. If Eve attacks, at most,

κ ≤ d − 1 qubits of |c〉L, one obtains I(M ; E) = 0.

If Eve attacks, at least, d qubits of |c〉L, the present

scheme can be made asymptotically secure.

Proof According to Shannon theory, the mutual

information I(M ; E) can be described as

I(M ; E) = H(M) − H(M |E), (28)

where H(M) = −∑c∈M p(c) log p(c) and H(M |E) =

−∑c∈M,ε∈E p(c, ε) log p(c|ε). If Eve attacks, at most,

κ ≤ t qubits of |c〉L, Bob can detect and correct the

destroyed qubits easily by making use of the calculated

error syndromes s. Thus, it is easy to obtain p(E) = 1

and p(M |E) = p(M). Since p(M, E) = p(E)p(M |E),

one obtains I(M ; E) = 0, which means that Eve can

not obtain any information on the secret messages |c〉.
If Eve attacks, κ (t < κ ≤ d−1) qubits of |c〉L, one also

obtains I(M ; E) = 0. In this case, Bob can detect this

destroyed qubits brought, but he can not restore |c〉
from the received state |c′〉L. If Eve attacks, at least,

d qubits of |c〉L, Bob can neither detect nor correct the

destroyed qubits. However, in this case, Bob can take

advantage of the checking phase in step 3 to catch hold

of Eve. After n single-qubit states |w1m〉, · · · , |wnm〉
are transmitted, the probability of Eve’s eavesdrop-

ping without being detected is calculated as

s(c, ι) =
1 − (1 − ι)n

ι
, (29)

where ι is detection probability for Eve’s attack while

Bob selects the phase for checking. For ι > 0, with the

increase of n, value s(c, ι) decreases exponentially, but

is nonzero. In the limit I(M ; E) → ∞ (the messages

of the infinite length), it can be obtained s(c, ι) → 0,

which implies that the present scheme is asymptoti-

cally secure.

We note that Eve has no advantage over eaves-

dropping more than d − 1 qubits of |c〉L since the

secret messages |c〉 have been encoded into another

entanglement state |c〉L, which is the one-time pad it-

self. Thus, it is difficult for Eve to recover |c〉 with

only some of the qubits eavesdropped from the trav-

elling qubits. In addition, even if Eve obtains the er-

ror syndromes of the received state |c′〉L, she gains no

useful information about |c〉 since the error syndromes

contain no information about the message state.[13,14]

Anyway, as long as Eve is detected, the transmissions

must be stopped immediately. Thus, Eve has nothing

but a sequence of the random nonsense qubits.

5. Conclusion

A secure scheme of the quantum deterministic

communication is proposed for the distribution of the

messages. It can be implemented by a very simple way

without influencing on the security of the transmitted

messages. The advantage of the scheme is that the se-

cret messages can be transmitted directly and exactly

in the imperfect quantum channel and the damaged

qubits of the received state can be recovered, which is

different from the previous QSDC schemes.
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